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Preface to the Fourth Edition

The frequency of new editions of this book is indicative of the rapid and tremen-
dous changes in the fields of computer and information sciences. First published in
1995, the book has rapidly gone through three editions already and now we are in
the fourth. Over this period, we have become more dependent on computer and
telecommunication technology than ever before and computer technology has
become ubiquitous. Since I started writing on social computing, I have been advo-
cating a time when we, as individuals and as nations, will become totally dependent
on computing technology. That time is almost on us. Evidence of this is embodied
in the rapid convergence of telecommunication, broadcasting, and computing
devices; the miniaturization of these devices; and the ever increasing storage
capacity, speed of computation, and ease of use. These qualities have been a big
pulling force sucking in millions of new users every day, sometimes even those
unwilling. Other appealing features of these devices are the increasing number of
applications, apps, as they are increasingly becoming known, and being wireless
and easily portable. Whether small or big, these new gizmos have become the cen-
terpiece of an individual’s social and economic activities and the main access point
for all information. Individuals aside, computing technology has also become the
engine that drives the nations’ strategic and security infrastructures that control
power grids, gas and oil storage facilities, transportation, and all forms of national
communication, including emergency services. These developments have elevated
cyberspace to be the most crucial economic and security domains of nations.

US President Barack Obama has classified cyberspace security and cyber threat
as one of the most serious economic and national security challenges the United
States is facing as a nation.! He, in particular, classified the country’s computer
networks to be the national security priority. What led to this has been a consistent
and growing problem of cyber threats. In 2007 alone, the Pentagon reported nearly
44,000 incidents of malicious cyber activities carried out by foreign militaries,
intelligence agencies, and individual hackers.

In April 2009, the US government admitted, after reports, that the nation’s power
grid is vulnerable to cyber attack, following reports that it has been infiltrated by
foreign spies. According to reports, there is a pretty strong consensus in the security

1“US ‘concerned’ over cyber threat”. http://news.bbc.co.uk/2/hi/americas/8126668.stm
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community that the SCADA (Supervisory Control And Data Acquisition), an indus-
trial control system that is used to monitor and control industrial, infrastructure, or
facility-based processes, has not kept pace with the rest of the industry; it needs, if
not total replacement, at least a detailed update to keep abreast of rapid changes in
technology. According to the Wall Street Journal, the intruders had not sought to
damage the power grid or any other key infrastructure so far, but suggested that they
could change their approach in the event of a crisis or war. The motives behind
these potential attacks are undoubtedly military, economic, and political.” There are
almost similar stories with other countries.

The rising trend in cyber attacks, many of them with lightening speed, affecting
millions of computers worldwide and in the process causing a loss of billions of
dollars to individuals and businesses, may be an indication of how unprepared we
are to handle such attacks not only now but also in the future. It may also be a mark
of the poor state of our cyberspace security policies and the lack of will to imple-
ment these policies and develop protocols and build facilities that will diminish the
effects of these menacing activities if not eliminating them altogether.

It is encouraging though to hear that at last governments have started to act.
For example, the US government has started to take all aspects of cyber crime very
seriously and the department of defense (DoD) has formed an entire cyber com-
mand to handle online threats to the country. The United Kingdom (UK) has also
launched a cyber defense program and both countries are in possession of and are
building more effective cyber warfare capabilities. They are not the only one. This
is not limited to the United States and the United Kingdom alone; a number of other
countries including China and Russia are also building their own capabilities. There
is a growing realization that the next big war may probably be fought in cyberspace.
One hopes, though, that as these governments prepare defensive stances, they also
take steps to protect the individual citizens.

As we look for such defensive strategies, the technological race is picking up
speed with new technologies that make our efforts and existing technologies on
which these strategies based obsolete in shorter and shorter periods. All these illus-
trate the speed at which the computing environment is changing and demonstrate a
need for continuous review of our defensive strategies and more importantly a need
for a strong ethical framework in our computer, information and engineering science
education. This has been the focus of this book and remains so in this edition.

What Is New in This Edition

There has been considerable changes in the contents of the book to bring it in line
with the new developments we discussed above. In almost every chapter, new con-
tent has been added and we have eliminated what looked as outdated materials.

2Maggie Shiels. “Spies ‘infiltrate US power grid’”.
Thursday, 9 April 2009 http://news.bbc.co.uk/2/hi/technology/7990997 .stm
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Since content in some chapters had not changed since the first edition, this was an
opportunity to bring all chapter contents up to date. In addition to new chapter
contents, chapter objectives have been added to streamline chapter content to give
it a telescoping view for the student to look forward to. I also wanted to make the
reading of chapters more interactive by including, sporadically, Issues for
Discussion, a series of thought-provoking questions and statements. These are
intended to ignite students’ interest beyond the entrance scenarios that open up the
book chapters and start classroom discussions.

Chapter Overview

The book is divided into 14 chapters as follows:

Chapter 1—History of Computing (New) gives an overview of the history of
computing science in hardware, software, and networking, covering pre-historic
(prior to 1946) computing devices and computing pioneers since the Abacus. It also
discusses the development of computer crimes and the current social and ethical
environment. Further, computer ethics is defined, and a need to study computer
ethics is emphasized.

Chapter 2—Morality and the Law defines and examines personal and public
morality, identifying assumptions and value the law, looking at both conventional
and natural law, and the intertwining of morality and the law. It, together with
Chapter 3, gives the reader the philosophical framework needed for the remainder
of the book.

Chapter 3—Ethics and Ethical Analysis (New) builds upon Chapter 2 in setting
up the philosophical framework and analysis tools for the book discussing moral
theories and problems in ethical relativism. Based on these and in light of the rapid
advances in technology, the chapter discusses the moral and ethical premises and
their corresponding values in the changing technology arena.

Chapter 4—Ethics and the Professions (changed) examines the changing nature
of the professions and how they cope with the impact of technology on their fields.
An ethical framework for decision making is developed. Professional and ethical
responsibilities based on community values and the law are also discussed. And
social issues including harassment and discrimination are thoroughly covered.

Chapter 5—Anonymity, Security, Privacy and Civil Liberties surveys the tradi-
tional ethical issues of privacy, security, anonymity and analyzes how these issues
are affected by computer technology. Information gathering, databasing, and civil
liberties are also discussed.

Chapter 6—Intellectual Property Rights and Computer Technology discusses
the foundations of intellectual property rights and how computer technology has
influenced and changed the traditional issues of property rights, in particular
intellectual property rights.
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Chapter 7—Social Context of Computing considers the three main social issues
in computing namely, the digital divide, workplace issues like employee monitor-
ing, and health risks, and how these issues are changing with the changing com-
puter technology.

Chapter 8—Software Issues: Risks and Liabilities revisits property rights,
responsibility, and accountability with a focus on computer software. The risks and
liabilities associated with software and risk assessment are also discussed.

Chapters 9—Computer Crimes surveys the history and examples of computer
crimes, their types, costs on society, and strategies of detection and prevention.

Chapter 10—New Frontiers for Ethical Consideration: Artificial Intelligence,
Cyberspace, and Virtual Reality discusses the new frontiers of ethics: virtual
reality, artificial intelligence, and the Internet, and how these new frontiers are
affecting the traditional ethical and social issues.

Chapter 11—Cyberspace and Cyberethics and Social Networking (New) dis-
cusses the new realities of global computer networks, the intertwining of global
economies, monopolies and their economic implications, globalization, emerging
issues like global ethics, culture, and the development of the lingua franca for the
Internet. It also focuses the discussion on the new realities of social networking.

Chapter 12—Computer Networks and Online Crimes begins by presenting the
core basics of computer networks for those readers who have never taken a course
in computer networks. Then the chapter discusses the major online crimes and ends
by a discussion of techniques and technologies in use to mitigate these crimes.

Chapter 13—Computer Crime Investigations discusses what constitutes digital
evidence, the collection and analysis of digital evidence, chain of custody, the writ-
ing of the report, and the possible appearance in court as an expert witness.

Chapter 14—Biometrics starts by discussing the different techniques in access
control. Biometric technologies and techniques are then introduced to be contrasted
with the other known techniques. Several biometrics and biometric technologies are
discussed.

Audience

The book satisfies the new Computer Science curriculum 2008: An Interim
Revision of CS 2001, which includes updates of the CS2001 Computer/Science
Curricula for undergraduates: Social and Professional Issues/(SP). This new
curriculum is intended for computer science, information science, and software
engineering students. Students in related disciplines like computer information and
information management systems, and library sciences will also find this book
informative.
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It is also good for anyone interested in knowing how ethical and social issues
like privacy, civil liberties, security, anonymity, and workplace issues like harass-
ment and discrimination are affecting the new computerized environment.

In addition, anybody interested in reading about computer networking, social
networking, information security, and privacy will also find the book very helpful.

Acknowledgments

I appreciate all the help I received from colleagues who offered ideas, criticism,
sometimes harsh, and suggestions from anonymous reviewers over the years.
Special thanks to my dear wife, Dr. Immaculate Kizza, who offered a considerable
amount of help in proofreading, constructive ideas, and wonderful support.

Chattanooga, TN, USA Joseph Migga Kizza



Contents

1 History of Computing...............cccoeouieieriiecienieieneee et

1.1

1.2
1.3
1.4

1.5

Historical Development of Computing and
Information Technology .......ccccccoeieriiriiiinieniiiieeeeeeeeeeee
1.1.1  Before AD 1900 .....cc.cocemieiiimiiiiniiineenieneeieeeere e
1.1.2 After AD 1900.......cciiiiririninineneneeeneseneeseeeneeeese e
1.1.3 The Development of the MiCroprocessor..........ccecveereveruvennne.
1.1.4 Historical Development of Computer Software and the
Personal Computer (PC) ......cccoeviiiniiniiiiniiiiieienieeeeeeeee
Development of the INternet ...........ccooeevveeiiienienieenieeeenieeieeeene
Development of the World Wide Web ..........ccocevviiniiniiinieniceneens
The Emergence of Social and Ethical Problems in Computing........
1.4.1 The Emergence of Computer Crimes............ceeceerveerevereeenne.
1.4.2 The Present Status: An Uneasy Cyberspace ..........cccceeeueeenee.
The Case for Computer Ethics Education...........ccoceeeveenieniieeneennen.
1.5.1 What Is Computer Ethics? ........cccccoeevviiiiiiiiinnieniieieeieee
1.5.2  Why You Should Study Computer Ethics..........c.cccervenuenne.

RETEICNCES ...veeiieeirieee et ee e e et e e

2.1
2.2

23

Morality and the Law ..............ccccooieiiiriiiinieeceee e

INErOAUCHION.....ccciiieeiiieeci et vee e e eve e e bee e eaeeenes
IMOTAIIEY ..ttt ettt ettt et st e s e sabees
2.2.1  MoOral ThEOTIeS ....cccvveeeeiieeeeiieeciie et e ereeeeree e e eeareeeeaee s
2.2.2  Moral Decision MaKing .........ccecceeveervieeneeriieeneenieeneeeieene
2.2.3  MOTal COAES.....uvviieiiieeiiieeiieecite et ere e eeveeesree e eareesareeas
2.2.4 Moral Standards ..........cccueeeeiiieriiiieeie e
2.2.5 Guilt and CONSCIENCE .......cccvrrerrrieeiiieeireeerieeesreeeeereeeeveeas
2.2.6  Morality and Religion ........cc.cceecueeviiriieenieeniieenienieeneeeieene
AW e e e st e e e nraaeeeeas
2.3.1 The Natural Law .......cccccveeiiiiiiiiiecieeeee e
2.3.2  Conventional Law .........ccccoeeiieriiiieeciiieciee et
2.3.3  The Purpose of Law ......ccccceevieeiiiniiniiienienieeeesieeeeeeeee
2.3.4 The Penal Code .......ccccocuviieciiieiieeeiieeeeee et

N DN = =

o0 0 O\ W

11
11
12

15
16
17
18
18
19
21
22
23
23
24
25
25
26

xi



xii Contents
2.4 Morality and the Law ......c..ccccoeceevirieniniiniiicieeceec e 26
2.4.1 TIssues for DiSCUSSION......cccueerierrieeniiieieeieeeieete et 28
2.5 Morality, Etiquettes and Manners............coccecveveevveneenieeeenneeceeneene. 28
2.5.1 TIssues for DiSCUSSION......cccueerierrieiniieeieiite et 29
REFEIENCES ....eeutiiiieeieee et 29
Further Readings.........oouovveeiiiiiiiniiiiicieeeeeeeeeete e 30
3 Ethics and Ethical Analysis..............ccccoeoiviirieniniieeeeeee e 31
3.1  Traditional Definition.........cocceerviieriieniiernieiieeee sttt 33
3.2 Ethical ThEOTies ...ccooueeviiiriiiiiieeiieiteeieeiee sttt 33
3.2.1 ConsequentialiSm ..........ccoereerieriieneriienieienieieeeeeeeeenaeene 34
3.2.2  DEONIOLOZY -.eeuverieiiiiiiienieeniteeee ettt sttt 34
3.2.3 Human Nature .......coceevierieinienieiiieeeeee et 35
3.2.4  RelatiVISIML...ceciiiiiiiiiieiienieesiteeie ettt 35
3.2.5 HedOniSm ....coeuvieiiiiiiiiieeieesieeeeeite et 35
3.2.6  EMOUVISIN c.eeeiiiiiiiiiieiieeiieeiteeee ettt 35
3.3 Functional Definition of EthiCs........cccccevviiriiiniiniiiiniiniieniceieeeee 37
3.4 Ethical Reasoning and Decision Making..........cccccoccevireeninvenennens 38
3.4.1 A Framework for Ethical Decision Making............ccccc..c..... 39
3.4.2 Making and Evaluating Ethical Arguments ...........cc..cc.e...... 39
3.5 Codes Of BhiCS ....eevieiiiiiiiiiieeiieiteeieetc ettt 41
3.5.1 Objectives of Codes of Ethics ........cccecueeviiriieinieniieenienieenne. 49
3.6 Reflections on Computer Ethics.........cccoeveeriiiiniiniiiinienieiiieeieeeee 50
3.6.1 New Wine in an Old Bottle ..........ccceeveiiiiniiinieniiinienienne, 50
3.7 Technology and Values .........c..ccceeieiiriiniiniienieiieniencneeie e 52
REFEIENCES ....eeutiiiieeiiee e e 54
Further Reading ..........oouoeiieiiiiiiiniiiiieeeeeeteeete e 54
4 Ethics and the Professions..............c..ccccoeviiiiiiinnininininnncscsceeen 55
4.1 INErOAUCTION...ceuiiiiieriieeiteeite ettt ettt ettt st e e e saeees 56
4.2 Evolution of Professions ..........cceceevierierieenienieenieeieeneceeeseeeeen 56
4.2.1 Origins of Professions...........ccceeevveviereeninceenieceneeeeneene. 56
4.2.2 Requirements of a Professional..........ccccceceeveniniininncncnnne. 57
4.2.3 Pillars of ProfessionaliSm.........c...ccoceeviiniiiinienienniennienneens 59

4.3 The Making of an Ethical Professional:
Education and LiCENSiNg........ccccvervveerieriieinieeienieeteeieeiee e 63
4.3.1 Formal EQUCAtION .......cevvuiiiiiiniiiiiiiieeiieeieeeeeieeiee e 63
4.3.2 Licensing AUthOTItIES ......ccvuteruersieriieeienieenteeie et 64
4.3.3 Professional Codes of Conduct.........cccccevvueenieniieeniennienneenns 65
4.4 Professional Decision Making and Ethics ..........cccccoeveeniiniiinnnnnen. 68
4.4.1 Professional Dilemma in Decision Making ..........c..ccccco.c..... 68
4.4.2  QGuilt and Making Ethical Decisions ..........ccccceecueerieevieenneenns 70
4.5 Professionalism and Ethical Responsibilities ..........c.ccceeceervieeneennnen. 71
4.5.1 Whistle-BIOWING ....cooueeviiiiiiiieiiieiieeeenieeeeee e 71
4.5.2 Harassment and DiScrimination ........c...coeceeveerceeeneeenieeneenns 74
4.5.3 Ethical and Moral Implications.........c...ccecueevieriueenienniennennns 75



Contents Xiii
REfEIENCES....c.eiiiiiiiieiieicce e 76
Further Readings.........oouovveeiiiiiiiniiiiicieeeeeeeeeete e 77

5 Anonymity, Security, Privacy, and Civil Liberties...............c..c.cccccoccoeee. 79
5.1 INErOAUCHION...c.utiiiiieiieiit ettt ettt s 81
5.2 ANONYIMILY tuviiiiiieieiieieeeee ettt 82

5.2.1 Anonymity and the Internet ............cccocceceniinninveninnencnnne. 82
5.2.2 Advantages and Disadvantages of Anonymity ..................... 83
5.2.3 Legal View of ANONYMItY ......ceevueeriiirvieiniierieeniienieenieeneeene 83
5.3 SECUTILY «.uveeiteeiieesiteeitette ettt ettt ettt ettt st e saee st es 84
5.3.1 Physical SECUTILY .......cevveeriiiriiiiieiieeieeee et 84
5.3.2 Physical Access CONIOIS .......eeevueerieeeiernierieeienieereeeeeeae 85
5.3.3 Information Security CONtrolS.........cceceeveerieeneeniieeneeneennne 86
5.3.4  Operational SECUTILY.......cccueerierrieriierierieente et 89
54 PIIVACY ..ttt e 90
541 DefiNitiON.....ccevieeiiiiiieiienieesteeie ettt 90
5.4.2 Types Of Privacy ......ccceeeeriiiniiniiiiiecieeeceeete e 90
5.4.3  Value of Privacy ......cccoecevieiniiniieiiiieicciceeeteeeeeeeeeee 91
5.4.4 Privacy Implications of Database Systems ............cccceeeueenee. 93
5.4.5 Privacy Violations and Legal Implications.............cccceeeuenee. 94
5.4.6 Privacy Protection and Civil Liberties ..........ccoceveveereeneenne. 97
5.5 Ethical and Legal Framework for Information ............ccccceceeceenenee. 99
5.5.1 Ethics and Privacy ......cccceceevieniiiniiniiiicieceeseeeeeeeee 99
5.5.2 Ethical and Legal Basis for Privacy Protection..................... 100
RETEIENCES ....eeutieiieeiiete et 101
Further Readings........cc.cocveeiieiiiniiiinieiiieeceecrceceeee e 101

6 Intellectual Property Rights and Computer Technology ...................... 103
6.1 DefiNitiONS. ...ccecueiriiieiieniiieieeieeee ettt 103
6.2 Computer Products and SeIvices .........cccceoeecverieciineeniieveenneeeenneenne 104
6.3 Foundations of Intellectual Property..........ccccceeeveenieriiernecniienneennnen. 106

6.3.1  COPYIIGNLS c.eeeieieiiiiieeteeeeeee et 107
6.3.2  PateNLS .ooviiiieiieieiieeeeeee e 109
6.3.3  Trade SECIetS .....ccoceevuirieriirieieiieneeteeereeeete e e 111
6.3.4 Trademarks.......cccoceeviiriiniiiieniiieececeee e 113
6.3.5 Personal Identity........ccoccevvueenieeiiiinieniiiee e 115
6.4 OWNETSNIP c..eeeiiiiiiieiieiie ettt ettt s s 116
6.4.1 The Politics of OWNership........ccceeveeeveerneiriieenienieeneeeeeene 117
6.4.2 The Psychology of Ownership........cccccceveervieenieniieeneeneennne. 117
6.5 Intellectual Property Crimes .........c.cccoceeceeneecieniecieneeniieeeneeeenneene 118
6.5.1 InfringemMent.......ccccovuieruieriiiiienieeteeeeee et 118
6.5.2 The First Sale DOCLINE ......cccceeeeeeniiriiiiiieeeeeieeeeeeee 119
6.5.3 The Fair Use DOCHINE ........cooeereeiniieeieiiieiieeeeeieeee e 120
6.6 Protection of Ownership Rights........cccccooviiniiniiiniiniiieeeee, 120
6.6.1 Domain of Protection ..........ccceevueeriiriieinieniieenienieereeeieee 120

6.6.2 Source and Types of Protection..........ccecceevvveeneeniieeneeneennne. 121



Xiv

Contents

6.6.3 Duration of Protection........c..cceeeueeviervieenieniieeneenieeneeeeeee 122
6.6.4 Strategies of ProteCtion ..........cceceevieerieinieennieenienieereeeeeee 122

6.7 Protecting Computer Software Under the IP .............cc.ccceeineencnee. 122
6.7.1 Software Piracy .........ccoccevveiiiiniiiniiiciicieceeeeeeeee 123
6.7.2 Protection of Software Under Copyright Laws..................... 123
6.7.3 Protection of Software Under Patent Laws............ccceeeueeeee. 124
6.7.4 Protection of Software Under Trademarks...........ccceveeuenee. 125
6.7.5 Protection of Software Under Trade Secrets..........ccceeeueeeee. 125

6.8 Transnational Issues and Intellectual Property ...........cccceevvveeneennen. 126
REFEIENCES ....eeitieiieeieee et 127
Further Readings.........ooueviieiiiiiiiiniiiiieneeeeeeteeete e 128
Social Context of Computing ...............ccooccevvriirieienieecee e 129
Tl INETOAUCHION ...c.utieiiieiieiie ettt ettt st 130
7.2 The Digital Divide .......ccccovevieieiiininineneneeeteeteeeeeeeeee e 130
T 2.1 ACCESS ettt ettt ettt sttt st e 131
7.2.2  TeChNOIOZY ..eeeuveriiiiiieiieeieete ettt 135

7.2.3 Humanware (Human Capacity).......ccecceeveeriueeneeniieeneeneeenne 137
7.2.4  INTASIIUCTUTE ....oouvieiiiieiieeiie ettt et 138

7.2.5 Enabling Environments.........c..ccccceeeveniecieniieniniccneeeeneenne. 139

7.3 ICT in the WOrkplace........c.coovueeviiiniiniieniieiieniceteeeeee e 140
7.3.1 The Electronic OffiCe .........cccouervueiniiiriieiniiniieienieeeeeeeee 140
7.3.2 Office on Wheels and Wings.......ccccceeveeveerieeneeniieeneeneeenne. 141

7.3.3  The Virtual Workplace ..........ccceceeviervieinieniieenienieeneeeieene 141
7.3.4 The Home Worker: A Growing Concept of Telecommuters 142
7.3.5 Employee Social and Ethical Issues...........cccccccevveenirvencnee. 147

7.4 Employee MONItOrINgG .....cceevvirueeniirienienienieerenieereeeere e e sreennes 147
7.4.1 Workplace Privacy and Surveillance..........cc.cccceeveenieceenncnee. 149
7.4.2  Electronic MONItOTING ........eevierieiniiieieiniienieenieeniee e 151

7.5 Workplace Employee Health and Productivity ..........ccccecceeereennennee. 154
7.5.1  EIZONOMICS ...c..eoviiieiiniiiiiiieieeeeeeresieerese e 154
REFEIENCES ....eiuiieiieeieete et 157
Further Readings .........oouevieiiiiiiiiniiiiiceeeeeeteeete e 158
Software Issues: Risks and Liabilities..............cccococenininininincncnne. 159
8.1 D INIIONS...ceouieiiiiiiieiiieiie ettt sttt e 160
.11 Standards .........ooceeeriiiiiienieeieeeeee e 160

8.1.2  Reliability .c..coueieieieiiiiririirieniercerceeee et 161

8 1.3 SECUTILY .eevutieiiiiiieiie ettt b 162

814 SafEly..cceoviriiiieieect e 162

815 QUALILY ..ottt 163

8.1.6  Quality Of SErviCe .....c.ceecverieviiriiiieiiiieiccccrecceceneae 164

8.2 Causes of Software Failures............ccoceeviirieiniiniiinieneeieeeeeee 164
8.2.1 Human Factors .........coceeviiiiiiniiniieieeeeteeeeec e 164



Contents XV

9

10

8.3 RUSK cotiiiicteetec e 165

8.3.1 Risk Assessment and Management...........ccccceecueeneenuenne. 166

8.3.2 Risks and Hazards in Workplace Systems .........cc..cceuueeee. 168

8.3.3 Historic Examples of Software Risks........c..cccocuerveennenne. 169

8.4 Consumer Protection...........ceceerieerieniiiniienieeeeeieeiee e 175

8.4.1 Buyers’ RightS......cccoociiiiiiiniiiiiiiiiiiieneeceeeeeeeeee 175

8.4.2 Classification of Computer Software .........ccecceeveerienueenns 177

8.4.3 The Contract OPtion........ccccueevueereerrieenieeieenieeieeseeeieenae 179

8.4.4 The Tort OPtion ........ccccoeevuerienienieiineeieneeteeeere e 181

8.5 Improving Software QUuality.........ccccceeveiriiiiniiiniiienienieenieeeeeen 183

8.5.1 Techniques for Improving Software Quality..................... 183

8.6  Producer ProteCtion...........ccceecueenieeiieeniiiieeienieenieeieeniee e 184

REFEIEICES ...covvieiiieiieie ettt 185

Further Readings .......cocueevviiriiiiiiiieiienieeeee et 186

Computer Crilmes.............ccooveiiiieiienieieetese et 187

0.1 TNIrOAUCHION ....eniieiieeieeeiie ettt 188

9.2 History of Computer Crimes.........cccoceeevereenuereenenieenenieneerennens 189

9.3 Computer Systems: Types of Attacks .....ccocceeveeviernienieineeneennne. 191

9.3.1  Penetration...........coveeeieeriieniieeiieeieesee sttt 191

9.3.2 Denial of SErviCe......ccccevvieriieiiiiiriieiienieenieeeeee e 192

9.4 Motives Of ALLACKS ...ocvveeriiiriiiniieieerieetee ettt 193

9.5 Costs and Social CONSEQUENCES ......couverreerurerreeeniierrieenieenieeneenanes 195
9.5.1 Lack of Cost Estimate Model for

Cyberspace AttaCKS .........eeveeriienieriieiiienieeeeeie et 197

9.5.2 Social and Ethical Consequences........c..cceeveveeerveereenneen. 200

9.6 Computer Crime Prevention Strategies.........cccevvervveeneerieeneennne. 201

9.6.1 Protecting Your COMPULET.........cerverreeenieenienieeieeneeneeens 201

9.6.2 The Computer Criminal ........ccccceeeveevieniiinieniieniienieneene 202

9.6.3 The Innocent VICHM .......c.eevueriieeriierieenieeieeeee e 203

RETEIENCES ...evveitiiiieeteet et s 204

Further Readings .........coccooveiiiiiiiniiiinieiieecie e 205

New Frontiers for Computer Ethics...............ccocooooiiiiiiin 207

10.1  INtrOQUCHION ...ueeeiiieiieeiie ettt ettt 208

10.2  Artificial Intelligence.........cccoceeeuireeniiriieninienieeneeieeeereeeeeene 208

10.2.1 Advances in Artificial Intelligence ...........cccceevvueeneennennne 209

10.2.2  Artificial Intelligence and Ethics .........ccocceeveeniiinienenne 211

10.2.3 The Future Role of Autonomous Agents...........ccccceeuuennee 213

10.3 CYDLISPACE ..cvveeiieeiieeiiieiteeteette ettt ettt 214

104 Virtual Reality ......cocceeviiiniiiiiiiiieiieeiceeeeeeeee et 214

10.4.1 Ethics in Virtual Reality........ccooceevvirniinienniiniiiieniene 216

REFEIENCES . ..einviiiiieiie ettt 218

Further Readings ........c..cocevieiiiiiiiiniiiineecceeecccceeereseere e 219



XVi Contents

11 Cyberspace, Cyberethics, and Social Networking ..................ccccoc...... 221
111 INtroduCtion ........cocereeiirieniinieieneeieeeetee et 222
11.2  Cyberspace Safeguards...........ccooeeveeriieinieniieinieeieeeeeieesee e 222

11.2.1 Detecting Computer Attacks........cocceeveervierveernieeneennnen. 223

11.2.2  System Survivability ........cccccoveevirvieniniieniniencnieieenns 225

11.3 Intellectual Property Rights in Cyberspace........c.ccceeceerveenueennen. 226
11.3.1  CopyrightS...cccoomieieiiieiiiieieniceeeeeee e 229

11.3.2 0 PatentS ..c.cooiiiieiiiieiieieieeeeeeeeecere e 230

11.3.3  Trade SECTets......ccccoueeieviieienieiinieeereeie e 230

11.3.4  Trademarks......c..cccceeeevienieiieniniinieeneeeseee e 231

11.3.5 Personal Identity ........cccceeveevieinieniinnienieeie e 232

11.4 Regulating and Censoring Cyberspace..........ccoceeevveereereeeneennnenn 233
11.5 The Social Value of Cyberspace..........ccoeeevveeeneeevieeneeniieeneennen. 236
11.6  Privacy in Cyberspace ..........coceeveveeruereeniineeniieeeneeeenneeeeneeennes 236
11.6.1 Privacy Protection .........c..cecceeeecuineenineenenieeneneeniennens 238

11.7  Online Social NetWorks........c..cccceevverienieniiniienieicnieeenceeeneenen 238
11.7.1 The Growth of Online Social Networks ........c...cccceu.e.. 238

11.7.2  Social Networking TYPes ........coeceevuerreeriierneenieenieenanenn 238

11.7.3  Security and Privacy in Social Networks.........c...c..c...... 239

11.8  Global CyberethicCs........coceevuerierierieiinieiieecceeceeeee e 241
11.9 Cyberspace Lingua Franca..........ccccccceevevieieninicninicniecncene. 242
11.10  Global Cyber Culture .........c..coceevireeneriieneeienecreeereneeeeeeene 243
REfEIEINCES ...ttt 245
Further Readings .......cccoeevviiieiiiiiiiinieieniceeeeeeeee e 246
12 Computer Networks and Online Crimes.................ccccoecveiveiereeiennnnn. 247
12.1 Introduction to Computer Networks..........c.cceceveecreniecieneerennenn. 247
12.1.1 Computer Network Models..........ccccocerirvieninveniecienene. 247

12.1.2  Computer Network TYPes ......ccocvvrveerieriiienienieenieeieee 249

12.2 Online CIrIMES ....ocueeveriieiiniieiinieeie et 251
12.2.1 Beware of Ways to Perpetuate Online Crimes................. 252

12.3  Defense Against Online Crimes.........c.ccocereeceenercveneeceeneeeenneenn 254
12.3.1  Prevention .......c..ccceeceeeiecienieniineeneneeneerese e 254

12.4  Proven Security Protocols and Best Practices.........c..cccceeeevennne. 259
12.4.1  AUthentiCation...........coceerieerieniennienieeeesee et 259

12.4.2  Access CONIOL.......cocuevuieienieiiinieieneeieeeeecree e 260

12.4.3  LegiSlation.......cccccieieniieienieiineeeeeeeeeee e 260

12.4.4  Self-Regulation ..........ccccecevieiinieninieninieneereneeieeee 260

12.4.5  DeteCtON ..c.ueeuriiieiieiieiieeereeete et 261

12.4.6  RECOVETY .eoviieiiiiiieeiieiieesieeite sttt ettt 261
REEIENCES ...ttt 261
13 Computer Crime Investigations — Computer Forensics...................... 263
13.1  INtrodUCHON ....eouveniieiieiieiceeee e 263

13.2  Digital EVIAenCe........ccceecuirieiinieiiiiinieieeeceeiecreeereeeeeaeene 264



Contents Xvii

13.2.1 Looking for Digital Evidence .........c..cccccecevircieniecncnnnne. 264

13.2.2 Digital Evidence: Previewing and Acquisition................ 265

13.3  Preserving EVIAence.........ccccccevieniirieniniieniicneccccreneeeeen 267
13.4  Analysis of Digital Evidence..........c.cccocceceniriininiinincieninienenn 268
13.4.1 Analyzing Data Files.........cccccccovieninieniniinincnicienee 269

13.4.2  Analysis Based on Operating Systems .........c.ccceeveevueenne 270

13.4.3 Analysis Based on Digital Media ........c.ccceveeercveenieneennn. 271

13.5 Relevance and Validity of Digital Evidence..........cccccecueevvennnennne. 274
13.6  Writing Investigative Reports.........ccocceevieviieiniiiiiennieniieeeeeene, 274
REEIENCES ...ttt 276
14 BIOMELIICS ..ottt 277
14.1 Introduction and Definitions...........c.cccoceevvenerieneniinincieneeienenn, 277
14.1.1 DefinitionS. ...cccoieeiieieiieieniieieneeie e 278

14.2  The Biometrics Authentication Process...........c.ccecceveecvenieienncnnn. 279
14.3 Biometric System COMPONENLS .........ccoververrerrenrerrrenreerenieerenneenns 280
14.3.1 Data ACQUISIHION ...ooueevieiiiieiireeie e 280

1432 EnrollMents.........cccceceeviieiienienieneeneneeneeeesieeeeseeeeseeeens 280

14.3.3  Signal Processing.......c..cecceveeviereeneneenenienenreneeeeneenns 281

14.3.4 Decision POlICY ....ccoceiviiiiiiniiniiiieiceeeeeeeeeeeee 281

14.4  Types of Biometric Technologies..........cccccoccecvererciiniecieneecrennenn. 281
14.4.1 Finger BiOMEtriCs.......coeevuiniieniinienieneeiecreieceeeeeeeeee 281

14.4.2 Hand GEOMELIY .....cocuervuieriieriieniieeieeniie ettt 284

14.4.3  Face BIOMELriCS .....coceevuieiiniieiiiieicieeieceeieceeeereeeeee 284

14.4.4  Voice BIOMELriCS....ccceevuirieriieiiriieieieeeceeecreeeeeeene 285

14.4.5 Handwriting Analysis .......cccceccereenirienenienenieneeeeneene 286

14.4.6  Iris BIOMEriCS.c..cocvieieiieiiiieicreeiceeecceee e 286

14.4.7  REUNA .c.coiiiiiiirerieiceteeeeeeee ettt e 287

14.5 The Future of BiOmMEtrics ........cccceeirieniriieneiiinecienecreneereeeen 287
REEIENCES ...t 289
APPENICES ...ttt 291



	Sec1
	Sec4
	Sec5

