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Abstract. In this paper, we propose an efficient multi-authority decen-
tralized ciphertext-policy attribute-based encryption scheme dCP-ABE-
MAS for monotone access structures (MAS). Our setup is without any
central authority (CA) where all authorities function entirely indepen-
dently and need not even be aware of each other. The scheme makes
use of the minimal authorized sets representation of MAS to encrypt
messages, and hence the size of ciphertext is linear in the number of
minimal authorized sets in MAS and the number of bilinear pairings is
constant during decryption. We describe several networks that can use
dCP-ABE-MAS to control data access from unauthorized nodes. The
proposed scheme resists collusion attacks and is secure against chosen
plaintext attacks in the generic bilinear group model over prime order
bilinear groups.

Keywords: attribute-based encryption, decentralized, multi-authority,
monotone access structure.

1 Introduction

In Attribute-Based Encryption (ABE), each user is ascribed a set of descriptive
attributes (or credentials), and secret key and ciphertext are associated with
an access policy or a set of attributes. Decryption is then successful only when
the attributes of ciphertext or secret key satisfy the access policy. ABE is clas-
sified as Key-Policy ABE (KP-ABE) [3] or Ciphertext-Policy ABE (CP-ABE)
[4] according to whether the secret key or ciphertext is associated with an ac-
cess policy, respectively. Since the invention of ABE [2], several improved ABE
schemes [3-6] have been proposed. All the foregoing ABE schemes make use of
a single trusted central authority (CA) to control the universe of attributes and
issue secret keys to users that should not be compromised at all. Consequently,
the CA can decrypt every ciphertext in the system encrypted under any access
policy by calculating the required secret keys at any time, this is the key escrow
problem of ABE. A solution to help mitigate the key escrow problem is distribut-
ing the functionality of the CA over many potentially untrusted authorities in
such a way that as long as some of them are honest, the system would still be
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secure. An ABE with this mechanism is the so-called multi-authority ABE. In
this scenario, each authority controls a different domain of attributes and issues
attribute-related secret keys to users.

Chase [10] devised the first multi-authority ABE as an affirmative solution
to the open problem posed by Sahai and Waters [2] that consists of one fully
trusted centralized authority (CA) and multiple (attribute) authorities. Every
user is assigned a unique global identifier and the keys from different authorities
are bound together by this identifier to counteract the collusion attack—multiple
users can pool their secret keys obtained from different authorities to decrypt a
ciphertext that they are not individually entitled to. As CA holds the system’s
master secret, it can decrypt all the ciphertexts in the system, thereby cannot
the key escrow resists. The first CA-free multi-authority ABE is proposed by
Lin et al. |9] wherein Distributed Key Generation (DKG) protocol and Joint
Zero Secret Sharing (JZSS) protocol are deployed to remove CA. All authorities
must interact to execute DKG and JZSS protocols during system setup phase.
However, the scheme is collusion-resistant up to collusion of m users, where m
is a system wide parameter that should be fixed during setup, and the number
of JZSS protocol executions, the computation and communication costs are all
linear in m. Chase and Chow |11] proposed CA-free multi-authority ABE with
user privacy that resolves the key escrow problem using distributed Pseudo Ran-
dom Functions (PRF). In this setting, each pair of authorities will communicate
with each other via a 2-party key exchange protocol to generate users’ secret
keys during setup phase that incurs O(N?) communication overhead on the sys-
tem, where N is the fixed number of authorities. The foregoing constructions
[10,19, 11] can only handle a set of fixed number of authorities at system initial-
ization which exploit AND-gate access policies in key-policy setting to prevent
unauthorized data access.

Miiller et al. [15] gave two multi-authority CP-ABE schemes which employ one
CA and several authorities where the authorities work independently from each
other. However, the CA can still decrypt all ciphertexts in the system. The first
construction uses Disjunctive Normal Form (DNF) access policies to annotate
ciphertexts, thereby achieves constant computation cost during decryption. The
second scheme realizes any Linear Secret Sharing Scheme (LSSS) access policy
and hence the computation cost for successful decryption is linear in minimum
number of attributes required to compute the target vector, i.e., a vector that
contains the secret as one of its components. Lewko and Waters |8] proposed a
novel multi-authority CP-ABE scheme without CA that is decentralized, where
all authorities function entirely independently and need not even be aware of
each other. The concept of global identifier introduced by Chase [10] is used to
“link” attribute-related secret keys together that are issued to the same user by
different authorities, this in turn achieves collusion-resistant among any number
of users. The same scheme works on both composite order and prime order
bilinear groups. The security of the former is given in random oracle model
and the security of latter one is analyzed in the generic group model. In both
cases, the monotone access structures are realized by LSSS, the ciphertext size
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Table 1. Comparison of |§] with Our (dCP-ABE-MAS) Scheme

Key Generation Encryption Decryption
Scheme Eg User Secret Eg Eg, Ciphertext Size Ee, Fe Access
Key Size Policy
B8] 2y vBg 3a 2a+ 1 2aBg + (a+ 1)Be, + 7 O(B) O(B) LSSS
Our 2y vBg 2k k 2kBg + kBg, + T - 2 any MAS

Eg (or Egy) = number of exponentiations in a group G (or Gr, resp.), P. = number
of pairing computations, Bg (or Bg,) = bit size of an element of G (or Gr, resp.),
a = size of LSSS access structure, = minimum number of attributes required for
decryption, v = number of attributes annotated to a user secret key, k = number of
minimal sets in MAS, T = size of an access structure.

is linear in the size of the LSSS, and the number of pairings is linear in the
minimum number of attributes that satisfy the LSSS. Liu et al. [17] devised a
LSSS-realizable multi-authority CP-ABE system which has multiple CAs and
authorities. The scheme is adaptively secure without random oracles unlike [§].

In all the multi-authority KP/CP-ABE schemes except the one (CA based) in
[15] discussed so far, the size of ciphertext is linear in the size of monotone span
program or the number of attributes that are associated with ciphertexts and
the number of bilinear pairing computations is linear in the minimum number
of attributes required for successful decryption. Constant computation and low
communication cost access control schemes are more practical where the com-
puting resources have limited computing power and bandwidth is the primary
concern. For these reasons, we provide a solution to help mitigate the problem
of large ciphertext size and linear-size number of bilinear pairings in designing
multi-authority ABE schemes.

Our Contribution. We propose dCP-ABE-MAS, which is a multi-authority
CP-ABE in a decentralized setting for any monotone access structure (MAS).
Every MAS, A, can uniquely be represented by a set Ag of minimal authorized
sets in A (see Section[21])). This scheme has the same functionality as the most ro-
bust and scalable multi-authority CP-ABE [§] to date. Even though the schemes
[11, 9] exclude the requirement of the CA, they are not fully decentralized as
the number of authorities is fixed ahead of time and all authorities are commu-
nicating each other during system setup unlike [8]. That is why we compare (in
TablIII) our dCP-ABE-MAS only with the decentralized schemd of [8] in view
of prime order bilinear group setting.

The ciphertext size in [8] is linear in the size, «, of LSSS, while the size of
ciphertext in our construction grows linearly with k, the number of minimal
authorized sets in the MAS. For (¢,n)-threshold policy, where 1 < ¢t < n, the
value of k = n!/(n — t)! t! which will be larger than n, whereas there exist a

! The description of all the symbols in Table MBAl is given at the bottom of Table [
2 The scheme that works on prime order bilinear group and the security is analyzed
in the generic group model.
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LSSS with size & = n to realize the (¢,n)-threshold policy. However, there are
several classes of MAS for which the value of k is constant but the size of the
monotone span program (or LSSS) computing the MAS is at least polynomial
in the number of attributes in the access structure. As a trivial case, if one
uses a single AND-gate with n attributes, the value of k will be 1, while the
size of LSSS is equal to n, i.e., « = n. We now consider some non-trivial cases
from [18]. Let Ag = {31 ={ai,....amn}, Ba = {amm 2141, - - - ,an}} be the set
of minimal sets for a MAS, A, over n attributes ai,...,a,. Then, £k = 2 and
the size, a, of LSSS computing A is at least O(n). Similarly, if Ag = {B; =
{ala s >a(n/3'|}a By = {a[n/3]+1a s aa(2n/3"|}a B3 = {a(Qn/3"|+1a s aan}} is the
set of minimal sets for a MAS, A, then k = 3 but the size, «, of LSSS computing
A is at least O(n) (for more details see Section 2.1 in [18]). Thus, in such cases,
our dCP-ABE-MAS scheme exhibits shorter ciphertext. Moreover, our approach
requires only 2 pairing computations to decrypt any ciphertext. The user secret
key size is linear in the number of attributes associated with the user.

An inherent drawback of [§] is that every authority can independently decrypt
every ciphertext in the system, if the set of attributes controlled by the authority
satisfies the LSSS access structure associated with the ciphertext. However, this
can be avoided if each authorized set contains attributes from at least two dif-
ferent authorities. The same problem can be eliminated in our dCP-ABE-MAS
if each minimal authorized set contains attributes from at least two different
authorities. This fact follows from satisfiability condition given in Definition [2

We discuss how our dCP-ABE-MAS can provide attractive solutions to fine-
grained access control in various network scenarios and compare our work with
the existing works in the area. Additionally, our multi-authority scheme pro-
vides a mechanism for packing multiple messages in a single ciphertext. This in
turn reduces network traffic significantly. The proposed scheme is proven to be
collusion-resistant and is secure against chosen plaintext attacks in the generic
bilinear group model. To the best of our knowledge, our proposed multi-authority
CP-ABE scheme is the only scheme in a decentralized framework where the de-
cryption time is constant for general MAS.

2 Preliminaries

Definition 1. Let G and G be multiplicative cyclic groups of prime order p.
Let g be a generator of G. A mapping e : G x G — G is said to be bilinear
if e(u®,v®) = e(u,v)?®, for all u,v € G and a,b € Z, and non-degenerate if
e(g,9) # 17 (where, 17 is the unit element in Gr). We say that G is a bilinear
group if the group operation in G can be computed efficiently and there exists
Gr for which the bilinear map e : G x G — G is efficiently computable.

2.1 Access Structure

In this section, we briefly review the concept of general access structures [7].
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Let U be the universe of attributes and |U| = n. Let P(U) be the collection
of all subsets of U. Every subset of P(U) \ {0} is called an access structure. An
access structure A is said to be monotone access structure (MAS) if

{C e P(U)|C 2 B, for some B € A} C A.

The sets in A are called the authorized sets and the sets not in A are called the
unauthorized sets with respect to the monotone access structure A. Then every
superset of an authorized set is again authorized set in MAS.

A set B in a monotone access structure A is a minimal authorized set in A
if there exists a set D(# B) such that D C B, then D ¢ A. The set of all
minimal authorized sets of A, denoted by Ay, is called the basis of A. Then we
can generate A from its basis Ay as follows:

A={CeP(U)|C 2 B, for some B € Ap}. (1)

Lemma 1. The monotone access structure A given in Eq. () is generated
uniquely from its basis Ag.

Proof. Suppose A’ is a monotone access structure generated from Ag. Then
A= {C" € P(U)|C" 2 B, for some B’ € Ag}. We shall prove that A = A’.
Let C € A. Then by Eq. (), we have U 2 C 2 B, for some B € Ay and hence
C € A’. Therefore, A C A’. Similarly, we can have A’ C A. Thus, A = A’. O

In sum, every monotone access structure can be represented by its basis.

Definition 2. Let A be a monotone access structure and Ag be its basis. A set,
L, of attributes satisfies A, denoted as L = A if and only if L O B, for some
B € Ay, and otherwise L does not satisfy A, denoted as L = A.

3 Decentralized CP-ABE System

A decentralized CP-ABE system is composed mainly of a set A of authorities,
a trusted initializer and users. The only responsibility of trusted initializer is
generation of system global public parameters, which are system wide public
parameters available to every entity in the system, once during system initial-
ization. Each authority A; € A controls a different set U7 of attributes and issues
corresponding secret attribute keys to users. We note here that all authorities
will work independently. As such, every authority is completely unaware of the
existence of the other authorities in the system. Each user in the system is iden-
tified with a unique global identity ID € {0,1}* and is allowed to request secret
attribute keys from the different authorities. At any point of time in the system,
each user with identity ID possesses a set of secret attribute keys that reflects a
set Lip of attributes, which we call an attribute set of the user with identity ID.

Let U = UAjeA U7, where Ut N U%2 = (), for all j; # jo, be the attribute
universe of the system. Due to lack of global coordination between authorities,
different authorities may hold the same attribute string. To overcome such sce-
nario, we can treat each attribute as a tuple consisting of the attribute string and
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the controlling authority identifier, for example (“supervisor”, j), where the at-
tribute “supervisor” is held by the authority A;. Consequently, the attributes
(“supervisor”, j;) and (“supervisor”, jo) will be considered as distinct as long
as ji1 # jo.

The decentralized CP-ABE system consists of the following five algorithms.
System Initialization(x). At the initial system setup phase, a trusted initial-

izer chooses global public parameters GP according to the security parameter k.
Any authority or any user in the system can make use of these parameters GP
in order to perform their executions.

Authority Setup(GP,U’). This algorithm is run by every authority 4; € A
once during initialization. It accepts as input the global public parameters GP
and a set of attributes U’ for the authority A; and outputs public key PubA;
and master secret key MkA; of the authority A;.

Authority KeyGen(GP, ID, a, MkA;). Every authority executes this algorithm
upon receiving a secret attribute key request from the user. It will take as input
global public parameters GP, a global identity ID of a user, an attribute a hold
by some authority and the master secret key of the corresponding authority. It
returns a secret attribute key SK, ip for the identity ID.

Encrypt(GP, M, A, {PubA,}). This algorithm is run by an encryptor and it takes
as input the global public parameters GP, a message M to be encrypted, an
access structure A, and public keys of relevant authorities corresponding to all
attributes appeared in A. It then encrypts M under A and returns the ciphertext
CT, where A is embedded into CT.

Decrypt(GP,CT, {SK,,pla € Lip}). On receiving a ciphertext CT, a decryptor
with identity ID runs this algorithm with the input the global public parameters
GP, a ciphertext CT which is an encryption of M under A, and {SK, ipla € Lip}
is a set of secret attribute keys obtained for the same identity ID. Then it outputs
the message M if the user attribute set Lp satisfies the access structure A;
otherwise, decryption fails.

3.1 Security Model

Following [8], we define a security model in terms of a game which is carried out
between a challenger and an adversary, where the challenger plays the role of all
authorities. The adversary can corrupt authorities statically, i.e., the adversary
has to announce the list of corrupted authorities before obtaining the public keys
of honest authorities, whereas key queries can be made adaptively.

Setup. First, the challenger obtains global public parameters GP. The adver-
sary announces a set A’ C A of corrupt-authorities. Now, the challenger runs
Authority Setup algorithm for each honest authority and gives all public keys
to the adversary.

Key Query Phase 1. The adversary is allowed to make secret key queries for
the attributes coupled with user global identities (a, D), where the attributes a
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are held by honest authorities. The challenger runs Authority KeyGen algorithm
and returns the corresponding secret keys SK, ip to the adversary.

Challenge. The adversary submits two equal length messages My, M7 and an
access structure A. The access structure A must obey the following constraint.
Let F be a set of attributes belonging to the corrupt-authorities that are in A.
For each identity ID, let Fip be the set of attributes in A for which the adversary
has queried (a, D). For each identity ID, the attribute set F U Fip must not
satisfy the access structure A, i.e., (F'U Fip) = A. The adversary needs to give
the challenger the public keys of corrupt-authorities whose attributes are in A.
Now, The challenger flips a random coin g € {0,1} and runs Encrypt algorithm
in order to encrypt M, under A. The resulting challenge ciphertext CT" is given
to the adversary.

Key Query Phase 2. The adversary can make additional secret key queries
for (a,ID) with the same restriction on the challenge access structure stated in
Challenge phase.

Guess. The adversary outputs a guess bit p’ € {0,1} for the challenger’s secret
coin p and wins if u’ = p.

The advantage of an adversary in this game is defined to be |[Pr[y/ = p] — 1,
where the probability is taken over all random coin tosses of both adversary and
challenger.

Definition 3. The decentralized CP-ABE system is said to be IND-CPA (ci-
phertext indistinguishability under chosen plaintext attacks) secure against static
corruption of authorities if all polynomial time adversaries have at most a neg-
ligible advantage in the above security game.

4 dCP-ABE-MAS

In this section, we present a decentralized CP-ABE scheme for monotone access
structures, dCP-ABE-MAS. Note that every monotone access structure A is
represented by its basis Ay which is the set of minimal authorized sets in A.

System Initialization(x). During system initialization phase, a six tuple GP =
(p, G, g,Grp,e,H) is chosen as global public parameters, where p is a prime
number greater than 2%, G, G are two multiplicative cyclic groups of same
prime order p, g is a generator of G, ¢ : G X G — Gy is a bilinear map and
H :{0,1}* — G is a collision resistant hash function which will be modeled
as a random oracle in our security proof.

Authority Setup(GP,U’). Each authority 4; € A possesses a set of attributes
U’. For each attribute a € U7, A; selects two random exponents t,,t, € Z,,
and computes P, = g+, P, = e(g,g)t/a. The public key of A; is published as
PubA; = {(P,, P))la € U’}. The master secret key of the authority A; is
MkA; = {(ta,t,)|a € UT}.

Authority KeyGen(GP,ID,a, MkA;). When a user with unique global iden-
tity ID € {0, 1}*requests for a secret key associated with an attribute a which
is held by A;, the authority A; returns SK, p = gt;'H(ID)t“ to the user.
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Encrypt(GP, M, Ay, {PubA,}). Here Ay is the basis for a monotone access struc-
ture A. Let Ag = {By, Ba, ..., By}, where each B; C U is a minimal autho-
rized set in A. The set {PubA,} is a set of public keys of all authorities which
are managing the attributes in Ag. In order to encrypt a message M € Gr,
the encryptor chooses a random exponent s; € Zj, for each ¢,1 <14 < k, and
computes

Cii=M (HP’)Z Ci2=g¢% and C’,g:(HPa)z. (2)

a€EB a€B;

The encryptor outputs the ciphertext CT = (Ag, {Ci1, Ci 2, Ci3|l < i < k}).

Decrypt(GP,CT,{SK, pla € Lip}). When a user with global identity ID €
{0,1}* receives a ciphertext CT, it first computes H(ID). Suppose the at-
tribute set Lip of this user satisfies the monotone access structure A gen-
erated by Ag = {B1,Ba,...,Bi}. Then Lip 2O B, for some B; € Ag. The
receiver now aggregates the secret attribute keys associated with the at-
tributes appeared in the minimal authorized set B; and computes K; =
[lucn, (SKap) - The message can then be obtained by computing

sib’ 6(7‘[ ID agSibi

:Me(g’g) o b{( ) b, 3 :M7
e(g"H(ID)", g*)

where b = >, p t;, and b; = >, 5 t,. We will use the notations b} and b;

in our security proof.

C 6(H(|D),CZ73)
S e (K, Cig)

Remark 1. An encryptor can pack different messages, say My, Ms, ..., My, where
k' is equal or smaller than the size of a basis of a monotone access structure, in
a single ciphertext by using the following encryption algorithm.

multi.Encrypt(GP, {M, Ms, ..., My}, Ag, {PubA;}). Let A be a monotone ac-
cess structure generated by its basis Ag = {B1, Ba, ..., Bg}. For each i,1 <
i < k, the encryptor chooses a random exponent s; € Zj, and computes the ci-
phertext CT = (Ao, {Ci1,Ci2,C; 3|1 <i < k}), where C; 1 = M, - (HaeB Pl)si,
Cio=g%and C; 3 = (HaeB P,)%.

On receiving the ciphertext CT = (Ag, {C;1,Cs.2,Ci 3|1 < i < k}), the recip-
ient can be recovered respective message M; by executing the decryption algo-
rithm Decrypt(CT, {SKq,iple € Lip}, GP}) of dCP-ABE-MAS. The deployment
of this mechanism will be discussed in Section [l

4.1 Security Analysis

In this section, we first argue our dCP-ABE-MAS is secure against collusion
attacks. We then prove dCP-ABE-MAS is IND-CPA secure in the generic bilinear
group model (we refer the reader to [4] for definition).

Security against collusion attacks. A scheme is said to be collusion-resistant if

no two or more recipients can combine their secret keys in order to decrypt a
message that they are not entitled to decrypt alone. We will show that if two
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users with identities ID,ID’ try to collude and combine their secret keys, they
will fail in decryption process even though their attributes associated with secret
keys satisfy the monotone access structure A. Note that Ag = {B1, B2, ..., Bx}
is a basis for A.

The encryption algorithm blinds the message M with e(g, g)sib(i. Consequently,
the decryptor needs to recover the blinding term e(g, g)sf’bi‘ by coupling their se-
cret keys for attribute and identity pairs (a, D) with the respective ciphertext
components. If the decryptor has a satisfying set of keys with the same identity
ID, i.e., {SKq,ipla € B;}, for some 4, then the decryptor can recover the blinding
term from the following computation.

e(Ki,Cia) _ e(9:9)"" Tlaep, e(H(ID), g)" "
e(H(ID), C; 3) HaeBi e(H(ID), g)site

Suppose two users with different identities ID and ID’ try to collude and combine
their secret attribute keys such that Lip 2 B; and Lips p B;, for any 1 <i <k
but Lip U Lipr 2 B;, for some B;. Then K; = HaEBuD SKaJD . HaEBi o SKQJD/,
where B;)p = Lip N B; and B;pr = Lipr N B;. Consequently, there will be
some terms of the form e(H(ID), g)%' in denominator and some terms of the
form e(H(ID’), g)*** in numerator which will not cancel with each other as H
is collision resistant, i.e., H(ID) # H(ID’), thereby preventing the recovery of
the blinding term e(g, g)sib;7 so is the message M. This demonstrates that dCP-
ABE-MAS scheme is collusion-resistant.

=e(9,9)""".

Theorem 1. The dCP-ABE-MAS scheme is IND-CPA secure against static
corruption of authorities in the generic group model.

Proof. Let ADV; be an adversary who plays the original security game, say GAME,
described in Section Bl According to GAME;, the challenge ciphertext has a
component C; 1 which is either My-e(g, g)%% or My-e(g, g)*%, and the adversary
ADV; has to distinguish them. Consequently, we define a modified game, say
GAME,, as follows. Setup, Key Query Phase 1 and Key Query Phase 2 are similar
to GAME;, but the challenge ciphertext component C;; in Challenge phase is
computed as C; 1 = e(g,g)sib; if 4 =1 and C;1 = e(g,9)% if p = 0, where J;
is selected uniformly at random from Z,, and other ciphertext components are
computed in the same way analogous to Encrypt algorithm. Then we have the
following claim. Claim 1: If ADVy has advantage € to win GAME;, then there is an

adversary who wins GAMEy with advantage at least €/2.

Proof of Claim 1: According to ADVy, we can construct an adversary ADVy as
follows. In Setup, Key Query Phase 1 and Key Query Phase 2, ADV, forwards
all messages it receives from ADV; to the challenger and all messages from the
challenger to ADV;. In the Challenge phase, ADV, receives two messages My and
M, from ADV; and the challenge ciphertext CT* from the challenger. Note that
CT* contains C; ; that is either e(g, g)*% or e(g, g)%. Now, ADV; flips a random
coin v € {0, 1} and replaces C; 1 by C} ; = M,-C; 1 in CT* to compute a modified
ciphertext CT' and finally sends the resulting CT’ to the adversary ADV;.
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Guess: ADV; outputs his guess v/ € {0,1} on v. If v/ = v, ADVy outputs as its
guess ¢/ = 1; otherwise he outputs /' = 0.

— In the case where = 1, CT' is a correct ciphertext of M,. Consequently,
ADV; can output v/ = v with the advantage e, i.e., Pr[t/ = v|p=1] = é + €.
Since ADV, guesses p/ = 1 when v/ = v, we get Pry/ = plp=1] =} + e

— In the next case where p = 0, the challenge ciphertext CT* is independent
of the messages My and M;, so ADV; cannot obtain any information about
v. Therefore, ADV; can output v/ # v with no advantage, i.e., Pr[v/ # v|ju =
0] = ;. Since ADV; guesses i/ = 0 when v/ # v, we get Pr[y/ = plp=0] = J.

Thus, advantage of ADV, = ’Pr[// =] — é’ >3- (3+e)+4-5—5 =5 This
proves the claim 1.

This claim demonstrates that any adversary that has a non-negligible advan-
tage in GAME; can have a non-negligible advantage in GAME;. We shall prove that
no adversary can have non-negligible advantage in GAMEs. From now on, we will
discuss the advantage of the adversary in GAME;, wherein the adversary must
distinguish between e(g, ¢)* and e(g, g)%.

Simulation in GAME;: To simulate the modified security game GAMEs, we use
the generic bilinear group model given in [4]. Consider two injective random
maps ¥, Yr : Z, — {0, 11131081 In this model every element of G and G is
encoded as an arbitrary random string from the adversary’s point of view, i.e.,
G = {¢(x)|z € Z,} and Gy = {¢Yr(x)|x € Z,}. The adversary is given three
oracles to compute group operations of G, Gy and to compute the bilinear pairing
e. The input of all oracles are string representations of group elements. The
adversary is allowed to perform group operations and pairing computations by
interacting with the corresponding oracles only. It is assumed that the adversary
can make queries to the group oracles on input strings that were previously been
obtained from the simulator or were given from the oracles in response to the
previous queries. This event occurs with high probability. Since |1(Z,)| > p* and
|1 (Z,)| > p?, the probability of the adversary being able to guess an element
(which it has not previously obtained) in the ranges of ¢, 1 is negligible.

The notations g% := ¥(x) and e(g, g)* := ¥r(z) are used in the rest of the
proof. With this notation, g and e(g, g) can be represented as (1) and (1),
respectively.

Setup: Note that A is the set of all authorities in the system and U is the
attribute universe. The simulator obtains the global public parameters GP from
the trusted system initializer and gives (1) to the adversary. The adversary
sends a corrupted authority list A" C A to the simulator. For each attribute
a € U controlled by honest authorities, the simulator chooses two new random
values t,,t, € Z,, computes g'e, e(g,g)t; using respective group oracles and
gives P, = ¢(t,), P, = ¢r(t,) to the adversary.
Query Phase 1: The adversary issues hash and secret key queries, and conse-
quently the simulator responds as follows.

Hash queries: When the adversary requests H(ID) for some user identity 1D
for the first time, the simulator chooses a new, unique random value uip € Zp,
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computes g"'® = 1)(up) using group oracle and gives ¢)(up) to the adversary as
H(ID). The association between values uip and the user identities ID is stored in
Hlist so that it can reply consistently for subsequent queries in the future.

Secret key queries: If the adversary requests for a secret key of an attribute a
with identity ID, the simulator computes thLH(ID)t‘L using the group oracle and
returns SK,, ip = ¢(¢,, + wint,) to the adversary. If #(ID) has not been stored in
Hlist, it is determined as above.

Challenge: In order to obtain a challenge ciphertext CT™, the adversary specifies
the basis Ag = {Bi, Ba, ..., Bi} of a monotone access structure A along with the
public keys gte, e(g, g)tl of attributes @ € U which are controlled by corrupted
authorities and appeared in Ay as members in several B;. The simulator then
checks the validity of these public keys by querying the group oracles. Now,
the simulator chooses a random s; for the i-th minimal set of Ag, for each i,
1 <i¢ < k and computes b; = ZaEBi t,. The simulator then flips a random coin
p € {0,1} and if 4 = 1, he sets §; = s;b;, where b; = > p t;,, otherwise J; is set
to be a random value from Z,. The simulator finally computes the components
of challenge ciphertext CT* by using group oracles as follows.

Ci71 = ’(/JT((SZ), CLQ = w(si), Ci73 = ¢(Szbz) for all i, 1 S 7 S k.

The ciphertext CT* = (Ag, {C.1,Ci2,Cis|l <i < k}) is sent to the adversary.

Query Phase 2: The adversary issues more hash and secret key queries. The
simulator responds as in Query Phase 1. We note that if the adversary requests
for secret keys of a set of attributes that allow decryption in combination with
secret keys obtained from corrupted authorities, then the simulator is aborted.

The adversary now can have in his hand, all values that consists of encodings
of random values §;, 1, up, tq,t,, s; and combination of these values given by
the simulator (e.g., ¥(t/, + wipts)) or results of queries on combination of these
values to the oracles. In turn, we can think of each query of the adversary is a
multivariate polynomial in the variables d;, 1, wip, ta, t,, s;, where a ranges over
the attributes controlled by honest authorities, ¢ ranges over the minimal sets
in the basis of monotonic access structure and ID ranges over the allowed user
identities. We assume that any pair of the adversary’s queries on two different
polynomials result in two different answers. This assumption is false only when
our choice of the random encodings of the variables ensures that the difference
of two polynomial queries evaluates to zero. Following the security proof in [4],
it can be claimed that the probability of any such collision is at most O(¢?/p),
q being an upper bound on the number of oracle queries made by the adversary
during the entire simulation. Therefore, the advantage of the adversary is at
most O(q?/p). We assume that no such random collisions occur while retain
1 — O(q?/p) probability mass.

Under this condition, we show that the view of the adversary in GAME; is
identically distributed when §; = s;b} if © = 1 and ¢; is random if x = 0, and
hence the adversary cannot distinguish them in the generic bilinear group model.
To prove this by contradiction, let us assume that the views are not identically
distributed. The adversary’s views can only differ when there exists two queries
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Table 2. Possible adversary’s query terms in Gr (here, the variables a,a’ are possible
attributes, ID, ID’ are authorized user identities and 7, i’ are indices of the minimal sets
in the monotone access structure).

ta tatys UIDUID’ bi(t, + wipta) Sisi

wD tauip wpr (t, + winta) si(t, + wpta) sisiby
to, + winta ter (t, + winte) wpb; $:bi(th + wpta) 8i8:biby
bi tabs wIDS; biby to

Si tasi U|D8ib¢ Sibi/ b;

sib; tasib; (ty + wpta)(t, + wprte) sibiby

q1 and gz in Gr such that g1 # g2 with q1(5,=s,07) = q2|(5i:5ib;), for at least one
i. Fix one such i. Since d; only appears as 91 (0;) and elements of i1 cannot
be used as input of this oracle takes elements of ¢ as input, the adversary
can only make queries of the following form involving §;: ¢1 = ¢10; + ¢] and
g2 = c20; + ¢h, for some ¢} and ¢4 that do not contain §;, and for some constants
c1 and c2. Since q1](s5,=s,57) = Gal(5,=s;0;), We have c1s;b; + ¢) = c25:b; + g5 and
it gives ¢4 — ¢} = (c1 — c2)s;b; = cs;b}, for some constant ¢ # 0. Therefore, the
adversary can construct the query 9 (cs;b;), for some constant ¢ # 0, yielding a
contradiction to our claim 2 proved below. Hence the adversary’s views in GAME,
are identically distributed, i.e., the adversary has no non-negligible advantage in
GAME,, so in the original game GAME; by claim 1.

Claim 2 : The adversary cannot make a query of the form r(cs;bl) for any
non-zero constant ¢ and any i.

Proof of Claim 2: To establish this claim, we examine the information given to
the adversary during the entire simulation and perform case analysis based on
that information.

In Table 2 we list all the possible adversary’s query terms in G by means
of the bilinear map and group elements given to the adversary during the sim-
ulation. It can be seen that the adversary can query for an arbitrary linear
combination of 1 (which is (1)), d; and the terms given in Table 2l We will
now show that no such linear combination can produce a term of the form cs;b}
for any non-zero constant ¢ and any i. Note that the adversary knows the val-
ues of t4,t, for attributes a that are controlled by the corrupted authorities,
so these can appear in a foregoing linear combinations as the coefficients of the
terms given in Table 2

We note that s;b; = >_,cp. sit,. From Table 2l we see that the only way for
an adversary to create a term containing s;t/, is by pairing s; with ¢/, + wpt,.
Consequently, the adversary can create a query polynomial of the form

Z(c(i,a)sit; + C(i,a,1D)WDSita), (3)
a€B

for some set of attributes B and non-zero constants c(; q), C(;,a,ip). In order to
get a query polynomial of the form cs;b; the adversary must add other terms to
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cancel the extra terms ) _ 5 ¢(;,q,10)UDSilq. For any terms c(; o ipywipsita where
a is an attribute held by a corrupted authority, the value of ¢, is revealed to the
adversary, thereby the adversary can form the term —c(; 4,1pyuIDSits in order to
cancel this from the polynomial given in Eq. (3). For terms c(; , ipyuipsita Where
a is an attribute controlled by an uncorrupted authority, the adversary cannot
construct terms to cancel these from the polynomial given in Eq. (B]) since there
is no term in Table 2] that enables the adversary to construct a term of the form
—C(i,a,D)WDSitq. Consequently, the adversary’s query polynomial cannot be of
the form cs;bf.

Suppose for some identity ID, a set B’ of attributes in B belong to the cor-
rupted authorities or the adversary has obtained secret keys {SK, ipla € B’}
such that B’ D B;, for some ¢,1 < i < k. Then the adversary can construct a
query polynomial of the form

Z (csit,, + cipwipsita), (4)
a€B;

for some non-zero constant ¢ and ¢p. The query polynomial given in Eq. {@) is
same as cs; ZaeBi tl 4+ apuipSi ZaeBi to = csib; + apuips;b;. The extra term
cpuips;b; here will be canceled by using the term wps;b; appeared in Table
Bl In this case, even though the adversary becomes successful, the constraint
mentioned in the Challenge phase of the security game is violated and simulator
is aborted.

We have shown that the adversary cannot make a query polynomial of the
form cs;b}, for any constant ¢ # 0 and any 4, without violating the assumptions
stated in the security game. This proves the claim 2 and hence the theorem. 0O

5 Applications

In this section, we propose an access control scheme in various network scenarios
that make use of our dCP-ABE-MAS and then compare our scheme with the
existing schemes in the respective areas.

Vehicular Ad Hoc Network: Typically, a vehicular ad hoc network (VANET)
mainly consists of three kinds of entities—trusted initializer (TT), road side units
(RSUs) and vehicles which are equipped with wireless communication devices,
called on-board units (OBUs). During registration phase, each vehicle is assigned
by the TT a set of persistent attributes (e.g., year, model), which remains constant
throughout the lifetime of a vehicle, and a set of different pseudonyms, which
preserves location privacy of the vehicle. We assume that each vehicle is capable
of changing pseudonyms from time to time. In addition, TT gives each vehicle a
set of secret keys associated with the persistent attributes for each pseudonym
of that vehicle. These attributes and keys are preloaded into vehicle’s OBU.
There are several RSUs which are distributed across the network in a uni-
form fashion and each RSU provides infrastructure support for a specified region
which we call communication range of that RSU. Each RSU controls a set of dy-
namic attributes (e.g., road name, vehicle speed). When a vehicle enters within
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communication range of an RSU, the RSU gives it certain dynamic attributes
along with corresponding secret attribute keys after receiving a certificate re-
lating the current pseudonym of the vehicle. We assume that there are secure
communication channels between vehicles and TT as well as vehicles and RSUs.

Note that the authorities in our dACP-ABE-MAS play the role of RSUs and
the attribute universe is combination of all persistent and dynamic attributes in-
volved in the network. Every persistent attribute is different from every dynamic
attribute and the attributes controlled by two different RSUs are all different
from each other. The pseudonym can be treated as vehicle’s identity. The setup
and key generation algorithms of TI are same as authorities’ setup and key
generation algorithms, respectively.

Vehicles can encrypt and decrypt messages. RSUs can also encrypt messages
for a set of selected vehicles. When a vehicle wants to send a message M to
other vehicles in the network regarding the road situation (e.g., a car accident
is ahead), it decides firstly the intended vehicles (e.g., ambulance, police car,
breakdown truck) and then formulates an associated MAS in terms of minimal
authorized sets over some attributes (both persistent and dynamic), for example,
Ag = {B1, By, B3}, where B; = {ambulance,roadl}, Bs = {policecar, lane2}
and Bs = {breakdowntruck, road2}. The encryptor vehicle then uses the public
keys of the attributes occurring in the access structure to encrypt a message and
transmits the ciphertext. A recipient vehicle whose attribute set satisfies the
access structure will only be able to decrypt the message.

Refer to the above example, consider a scenario where the encryptor vehicle
needs to send a different message to each category of vehicles—ambulance, police
car, breakdown truck. Consequently, it has to encrypt each message separately
under respective access structure for each category. In turn, the number of en-
cryptions will grow linearly with the number of categories. In such cases, the
proposed multi.Encrypt algorithm (described in Remark [) can pack multiple
messages in a single ciphertext, thereby reduces network traffic significantly, in
such a way that the respective message will only be decrypted by the intended
category of vehicles. This helps in the widespread dissemination of messages and
early decision making in such a highly dynamic network environments.

The comparison of proposed scheme, say Scheme 1 in the VANET scenario,
with the existing scheme [12] is presented in Table B @

Distributed Cloud Network: The cloud storage system is composed of five
entities: trusted initializer (TT), key generation authorities (KGAs), cloud, data
owner (data provider) and users (data consumers). The only responsibility of
TT is generation of global public parameters GP of the system and assignment
of a unique global identity ID to each user in the system. Each key generation
authority controls a different set of attributes and generates public and secret
keys for all attributes that it holds. The KGAs are also responsible to distribute
secret keys for users’ attribute sets on request according to their role or identity.
The KGAs could be scattered geographically far apart and execute assigned
tasks independently. The authorities in our dCP-ABE-MAS act as KGAs.
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Table 3. Comparison of Computation Costs

Key Generation  Encryption Decryption

Scheme EG EG EGT Pe EG EGT Pe
[14] 2v+2  da+l 1 - - OB) OB
[12, 13, 16] 2y 3a 2a+11 - OB) OK)

Scheme 1,2 2y 2k k - - - 2

Table 4. Comparison of Communication Overheads

Scheme User Secret Ciphertext Size Access Policy Requirement
Key Size of CA
[14]  (v+2)Bs (3a+1)Be+ Bep +7 LSSS Yes
(12, 13, 16] ~vBg (2)Bg + (e +1)Bgy + 7 LSSS No
Scheme 1,2 vBg 2kBg + kBg, + T any MAS No

The cloud is an external storage server that allows the data owners to store
their data in the cloud in order to share their data securely to intended users.
The data owners enforce an access control policy in the form of a MAS into
ciphertext in such a way that only intended users can recover the data and sign
the message by employing an efficient attribute-based signature scheme. Finally,
the ciphertext along with signature is sent to the cloud. The cloud first verifies
the signature and stores the ciphertext if the signature is valid. Each user can
obtain ciphertexts from the cloud on demand. However, the users can decrypt
the ciphertext only if the set of attributes associated with their secret keys satisfy
the access control policy embedded in the ciphertext.

Consider a health-care scenario where the patients can be data providers, and
doctors, medical researchers and health insurance companies can be data con-
sumers. For example, a patient wishes to store his medical history in the cloud
for specific users as follows: brain scan records, M7, for any neurologist from hos-
pital X, ECG (Electrocardiography) reports, Ma, for any cardiologist and Ultra-
sound reports, M3, for any radiology researcher from any medical research cen-
ter. In such setting, the multi.Encrypt algorithm (described in Remark[d) is well
suited to pack all the three messages in a single ciphertext. To this end, the pa-
tient first formulates a MAS whose basis is Ag = {Bi1, B2, B3}, where B; =
{neurologist,hospitalX}, Bo = {cardiologist} and B3 = {radiologist,
researcher}. Once the policy is specified, multi.Encrypt algorithm is executed
with the input the set of messages { M1, M2, M3}, Ay and the respective public
keys. Finally, the resulting ciphertext will be stored in the cloud. Refer to the de-
cryption algorithm of dCP-ABE-MAS, only the intended users can decrypt the
respective messages.

We compare our proposed construction, say Scheme 2 in the context of cloud
storage, with the existing schemes [13,14, [16] in Table[B] [l where the ciphertext
size is considered without signature to make consistent with other schemes.
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