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Abstract

Attribute-Based Encryption (ABE) is a cryptosystem which supplies access control for an encrypted
data in a cloud storage and has been actively studied. However, in the ABE system, a receiver needs
much time to decrypt an encrypted data. It is because the cost of pairing operations for decryp-
tion becomes heavy linearly with the size of an access structure specified for ciphertexts. Due to
this, the construction of ABE is required to reduce the number of pairing operations and achieve
expressiveness of an access structure simultaneously. In this paper, we propose a new construction
of ciphertext-policy ABE supporting general predicates with a constant number of pairing opera-
tions for decryption. We also prove that our construction achieves new security notion which we
introduce, restricted-selectively payload-hiding security under the g-type decisional bilinear Deiffie-
Hellman assumption.

Keywords: Attribute-Based Encryption, Non-monotone Access Structure, Fast Decryption

1 Introduction

1.1 Background

A cloud storage service has attracted a lot of attension recently. It is the outsourcing of data storage to
cloud service providers. Cloud storage services have properties of cost savings and flexibility, but those
do not seem to be secure. For example, if the cloud storage server is compromised, there may be leaks
of sensitive data.

Attribute-Based Encryption (ABE) [23} 13| [10} 21} 9l 27} [14, [16]] is considered as one of the best
methods for access control of data which is stored in the cloud storage server. ABE is the public key
cryptosystem which supplies data security and access control without needing to trust the cloud and
it enables to specify access policies and associated attributes among encrypted data and users’ private
keys. ABE is roughly divided into two types: Key-Policy ABE (KP-ABE) [13] (which specifies access
policies to users’ private keys and associated attributes to ciphertexts) and Ciphertext-Policy ABE (CP-
ABE) [[10] (which specifies access policies to ciphertexts and associated attributes to users’ private keys).
For example, in the CP-ABE system, there are three entities: Key Generation Center (KGC), user, data
holder. The KGC publishes public keys related to attributes for encryption. Each user (who receives
an encrypted data and tries to decrypt it) has their own private keys related to his/her attributes which
are issued by the KGC. A data holder gets public keys from the KGC and encrypts his/her data with an
access policy, and stores it in a cloud storage. A typical example is as follows: If an employee (who is
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the data holder) encrypts an internal document with an access policy “sales department AND manager”
and stores it in the external company server, only the sales manager (who has the private keys related
to “sales dapartment” and “manager”) is able to decypt the encrypted internal document. Even if the
external company server is compromised, there is no leak of the internal document because their internal
document is encrypted. Also ABE is already mature enough to be deployed in applications to IoT devices
[[7, 11916, [25]).

Most existing ABE constructions are pairing-based ones (23| 1310, 21} 9} 27, 14, 16, [20]. Roughly
speaking, a pairing function is a polynomial-time computable nondegenrate bilinear map. These con-
structions have the drawback in that the number of pairing operations for decryption is proportional to
the number of attributes which are used to specify an access policy. For example, there exists several
pairing-based previous works as follow: Hohenberger and Waters proposed a selectively secure CP-ABE
scheme supporting monotone access structures with only 2 pairing operations for decryption in Section
3.5 of [16]. Malluhi et al. proposed a monotone and selectively secure CP-ABE with the same number of
pairing operations but shorter ciphertext than [16] in [[18]. Agrawal and Chase proposed monotone and
adaptively secure CP-ABE with 6 pairing operations for decryption in [4]. Zhang et al. proposed a selec-
tively secure CP-ABE scheme supporting AND predicates (multiple values and wildcard) and achieving
short size ciphertexts with only 2 pairing operations for decryption [27]].

On the other hand, there are previous works aiming to improve expressiveness of access structures.
Ostrovsky et al. proposed a KP-ABE scheme which supports non-monotone access structures in [21]].
Okamoto and Takashima proposed an adaptively secure CP-ABE scheme supporting non-monotone ac-
cess structures with inner-product relations [20]. The non-monotone access structure is desirable in terms
of efficiency of attribute management and ciphertext size. For example, we assume that there are attribute
categories #; and #, in an ABE system. ¢ includes attributes (or attribute vectors) a;, by, c1 and di. t
includes attributes (or attribute vectors) a, and b>. Here we consider access policy —a; A ay. If the ABE
system is supprts only the monotone access structure, the KGC needs to manage —a; additionally or the
ciphertext size becames larger except the constant-size ABE system because the access policy must be
expressed as (b; V ¢y Vdp) Aay. If the ABE system can support a non-monotone access structure, this
system can express the access policy straightforwardly, so there is no additional cost. Hence, the ABE
system supprting a non-monotone access structure is superior to the one supprting only the monotone
access structure. Especially, the CP-ABE scheme proposed by Okamoto and Takashima [20] can sup-
port non-monotone access structures with inner-product relations, i.e., it can suppport more expressive
access structure than other ABE systems supporting non-monotone one. However, the CP-ABE scheme
in [20] needs a number of pairing operations which are proportional to the number of attributes and its
dimensions satisfying an access policy.

For a device which has only low computation resources, many pairing operations lead to a very heavy
task. Therefore, the CP-ABE scheme supporting expressive access structures (as [20]) with a constant
number of pairing operations for decryption (as [16} 18, 27, 4]) is more desirable.

1.2  Our Results

We propose a new CP-ABE scheme supporting non-monotone access structures with inner-product re-
lations with three pairing operations for decryption. There is no CP-ABE scheme that supports non-
monotone access structures with constant pairing operations except our proposal as far as we know. We
also introduce a new security model, restricted-selectively payload-hiding (r-PH) security against the
chosen plaintext attacks that is weaker than selectively payload-hiding security against the chosen plain-
text attacks in [26]. We prove that our construction achieves r-PH security under the g-type decisional
bilinear Diffie-Hellman assumption.

We note that our construction can be viewed as an extension of [[16, Section 3.5] obtained by com-
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bining and adapting the techniques of Functional Encryption for Inner Products (FEIP) due to Abdalla
et al. [1] and general access structures due to Okamoto and Takashima [20] to [16, Section 3.5]. There-
fore, if an attribute category has only one attribute and an access structure is monotone, our construction
achieves selectively payload-hiding security against the chosen plaintext attacks in [26]. If an attribute
category has some attributes and/or an access structure is non-monotone (i.e., the same attribute setting
and access structure as [20]]), our construction achieves r-PH security against the chosen plaintext attacks.

That is, our construction has a tradeoft with [20] in that our scheme is restricted-selectively secure
but needs only a constant number of pairing operations. Hence even if some users own devices which
have only low computation resources, they can be utilized with our construction.

1.3 Key Techniques

The proposed scheme is composed by conjunction of the FEIP proposed by Abdalla et al. [1] and the
selectively secure CP-ABE supporting monotone access structures with constant pairing operations for
decryption proposed by Hohenberger and Waters [16]. Our design of the access structure is based on [20]]
proposed by Okamoto and Takashima. In [20], the access structure is a non-monotone access structure
with inner-product relations which is realized by combining monotone span programs and inner-product
predicates. The scheme [20] uses the property of Dual Pairing Vector Spaces (DPVS) to express the
inner-product predicate, but we use a modified FEIP to specify the inner-product predicates. We also
employ the selectively secure CP-ABE with fast decryption [[16]] for realizing monotone span programs.
In this way, our proposed scheme realizes the same access control as [20] (which is more expressive than
[16]) and a constant number of pairing operations.

1.4 Related Work
14.1 ABE

The notion of Fuzzy Identity-Based Encryption (FIBE) was introduced by Sahai and Waters [23]]. It was
a special type of ABE. FIBE supports only the threshold access structure. After FIBE [23], KP-ABE [13]]
was introduced by Goyal et al. Then, CP-ABE [10] was introduced by Bethencourt et al. These schemes
[230 110} [13]] support only the monotone access structure, but Ostrovsky et al. proposed a scheme which
supports non-monotone access structures in [21]]. Waters proposed a scheme which achieves selective
security based on the standard assumption in the standard model and supports monotone access structures
by using Linear Secret Sharing Scheme (LSSS) in [26]]. Okamoto and Takashima proposed an adaptively
secure scheme which is built in prime-order groups and supports non-monotone access structures with
inner-product relations by introducing DPVS in [20].

In the KP-ABE area, Attrapadung et al. proposed non-monotone and selectively secure KP-ABE with
constant-size ciphertexts [9]. In [8], Attrapadung proposed monotone and adaptively secure KP-ABE
with constant-size ciphertexts in composite-order groups. Takashima proposed non-monotone and semi-
adaptively secure KP-ABE with constant-size ciphertexts in prime-order groups [24]. In [3], Agrawal
and Chase proposed monotone and semi-adaptively secure KP-ABE with shorter ciphertexts than [24]
in prime-order groups. Kim et al. proposd monotone and semi-adaptively secure KP-ABE with shorter
ciphertext than [3] in [[17]. Constant-size ciphertexts lead to a constant number of pairing operations.
Hohenberger and Waters proposed monotone KP-ABE with fast decryption [[16].

In the CP-ABE area, Hohenberger and Waters proposed a monotone and selectively secure CP-ABE
scheme with fast decryption (which is modified CP-ABE in [26 Section 5]) in [16, Section 3.5]. It
needs 2 pairing operations for decryption. Malluhi et al. [18] proposed a monotone and selectively
secure CP-ABE scheem with 2 pairing operations and shorter ciphertext than [[16]. Agrawal and Chase
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[4] proposed a monotone and adaptively secure CP-ABE scheme with 6 times pairing computation for
decryption. In [27], Zhang et al. proposed a CP-ABE scheme with constant-size ciphertext. In [22],
Rao and Dutta proposed a CP-ABE scheme with fast decryption and multiple authorities without central
authority. Green and Hohenberger proposed a monotone CP-ABE scheme with outsourcing part of
decryption in [14].

14.2 FEIP

Abdalla et al. proposed FEIP [1]]. FEIP is the functional encryption for inner-prodcut functionality. In
FEIP, if a user who has a private key which is associated with a vector X decrypts an encrypted vector ,
the user gets inner product value X - ¥ and nothing else. In [[I], Abdalla et al. proposed a generic scheme
and instantiations whose selective security is based on Decision Diffie-Hellman assumption (DDH) and
Learning With Errors assumption (LWE). In [5], Agrawal et al. proposed an adaptively secure FEIP
based on DDH and LWE. In [[11]], Bishop et al. proposed an FEIP supporting function privacy based on
Symmetric External Diffie-Hellman assumption (SXDH) in the private key setting (in which ecnryption
needs the master secret key which is used to generate the user’s private key) by using DPVS. Datta et
al. proposed a function-private FEIP which achieves more secure notion of function privacy than [11]
based on the same assumption as [[11] (instead of increasing the DPVS’s dimension) in [12]. Moreover,
Abdalla et al. proposed 3-slot multi-input functional encryption for inner products in [2]].

2 Preliminaries

2.1 Notations

We follow the notations in [20].
Let A be a set, and then a & A denotes that a is uniformly selected from A. When B is a random

. C R . . o
variable or distribution, b <— B denotes that b is randomly selected from B according to its distribution.
We define Z,, := {0, 1,...,p— 1} and Z7 := Z,\{0}. A vector symbol denotes a vector representation
over Zy, e.g., X denotes (x1,...,X,) € Z),. For two vectors §= (s1,...,5,) € Z} and f = (t1,...,t,) € Z),
§-7 denotes the inner-product Y, s;#; mod p. We let 0 be abused as the zero vector in Ly for any n.

2.2 General Predicates: Non-Monotone Access Structures with Inner-Product Relations

We follow the definitions in [20]. However, the target vector is (1,0,...,0) as in [26] rather than
(1,1,...,1) as in [20].

Definition 1 (Span Programs [20]). Let {qi,...,q,} be a set of variables. A span program over 7, is
a labeled matrix M := (M,p) where M is a ({ x r) matrix over Z, and p is a labeling of the rows of
M by literals from {q1,...,qn,—q1,-..,—qn} (every row is labeled by one literal), i.e., p : {1,..., ¢} —
{q1,---sqn,—q1,-..,—qn}. A span program accepts or rejects an input by the following criterion. For
every input sequence 8 € {0,1}" define the submatrix Ms of M consisting of those rows whose labels are
set to 1 by the input 0, i.e., either rows labeled by some q; such that &; = 1 or rows labeled by some —gq;
such that 6; = 0. (i.e, y:{1,...,0} —{0,1} is defined by y(j) = 1 if [p(j) =qi| N [& = 1] or [p(j) =
—qi| \[6; = 0], and y(j) = 0 otherwise. Mg := (Mj)y(j):l’ where M is the j-th row of M.)

We define a target vector T = (1,0,...,0). The span program M accepts & if and only if T €
span(Ms), i.e., some linear combination of the rows of Mg gives T.A span program computes a Boolean
function f if it accepts exactly those inputs & where f(8) = 1.
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A span program is called monotone if the labels of the rows are only the positive literals {qy,...,qn}
Monotone span programs compute monotone functions. (So, a span program in general is “non”-
monotone. )

We assume that no row M;(i = 1,...,¢) of the matrix M is 0. We now introduce a non-monotone
access structure with evaluating map y by using the inner-product of attribute vectors, that is employed
in our proposed scheme.

Definition 2 (Inner-Products of Attribute Vectors and Access Structures [20]). % (t =1,...,d and % C
{0,1}") is a sub-universe, a set of attributes, each of which is expressed by a pair of sub-universe id and
n,-dimentional vector, i.e., (t,V), wheret € {1,...,d} and v € Z \ {0}.

We now define such an attribute to be a variable p' of a span program M := (M, p), i.e., p' := (t,V)
where t is sometimes called category and V is called attribute vector. An access structure S is a span
program M := (M, p) along with variables q := (t,V),q' := (¢',V'),..., i.e., S:= (M,p) such that p :
{1,....0} = {(@,V),d, V), ...,~(t,¥), =(t',V),...}. Let T be a set of attributes, i.e., T := {(¢,%,) | X, €
zZy\ {0},1 <1 <d}, where t runs through some subset of {1,...,d}, not necessarily the whole indices.

When T is given to access structure S, map y: {1,...,0} — {0,1} for span program M := (M, p) is
defined as follows: Fori=1,...,¢, set y(i) = 1if [p(i) = (t,V))| AN [(t,%) €] A [V;- X, = 0] or [p(i) =
(8, )] A [(2,X%) € T]A[Vi - X # 0]. Ser y(i) = 0 otherwise. Access structure S := (M,p) accepts T iff
T=(1,0,...,0) € span((M;)y(;—1)-

Definition 3 (Linear Secret Sharing Schemes [20]). A secret sharing scheme for span program M =
(M,p) is:

1. Let M be an { X r matrix. Let the target vector T = (1,0,...,0) and the column vector fT =

(Fiyeo i )T Y Zy. Then, so := fi is a secret to be shared, and = (s1,....50)" :=M- fT is the
vector of € shares of the secret sy and the shrae s; belongs to p(i).

2. If span program M = (M,p) accepts 8, or access structure S := (M,p) accepts T, ie, T €
span((M;) ;1) with v: {1,....0} — {0,1}, then there exist constants {®; € Zp | i € I} such
that I C {i € {1,...0} | y(i) = 1} and ¥;c; 0;s; = so. Furthermore, these constants {®;} can be
computed in time polynomial in the size of matrix M.

2.3 Symmetric bilinear pairing groups

Definition 4 (Symmetric bilinear pairing groups). “Symmetric bilinear pairing groups” (p,G,Gr,g,e)
are a tuple of a prime p, cyclic multiplicative group G, Gr of order p, g # 1 € G, and a polynomial-
time computable nondegenerate bilinear pairing e : G x G — Gy i.e., e(g*,g") = e(g,g)" and e(g,g) #
1. Let %y be an algorithm that takes input 1* and outputs a description of bilinear pairing groups
(¢,G,Gr,G,e) with security parameter A.
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2.4 Security Assumption

Definition 5 (¢-DBDHE: g-Decisional Bilinear Diffie-Hellman Exponent Assumption). The g-DBDHE

problem is to guess b € {0, 1}, given (paramg,y, T;) & %;'DBDHE(IZ), where

-DBDHE
A (1%):

paramg := (p,G,Gr,g,¢) & Gopg (1),

(a92)

a,s 7, 5:=(g...,8l ’g RUPLCIPS

+1
To:=e(g.8)" . Ti :=R < Gr,
return (paramg, ¥, Ti,)7

forb Y {0,1}. For a probabilistic machine %, we define the advantage of A for the g-DBDHE problem
as:
-DBDHE DBDHE DBDHE
AdvS, (A):=Pr[B(1*,p) 0| p & G5 (1M)] —Pr[#(1*,p) = 0| p & G (M-
The q-DBDHE assumption is: For any probabilistic polynomial-time adversary 98, the advantage
AdVEAZDBDHE(l) is negligible in A.

2.5 Ciphertext-Policy Attribute-Based Encryption
We describe the syntax of EABEFD, and see Appendix [A]for the original syntax of general CP-ABE.

2.6 Functional Encryption for Inner Products

Our construction is in part based on the functional encryption for inner products (FEIP) proposed by
Abdalla et al. [1]] and see Appendix [B|for its details.

3 Expressive Attribute-Based Encryption with Fast Decryption (EABEFD)

3.1 Definitions of EABEFD

Definition 6 (Expressive Attribute-Based Encryption with Fast Decryption). An expressive attribute-
based encryption with fast decryption (EABEFD) scheme consists of the following algorithms. These are
randomized algorithms except for Dec.
1. Setup(1%,7)
Setup algorithm takes as input a security parameter A and format 7 *= (ny,...,ng). It outputs a
pair of public parameter and master secret key (PK,MSK).

2. KeyGen(PK,MSK,TI)
KeyGen takes as input a public key PK, master secret key MSK and a set of attributes T := {(t,X,) |
X=X 1y oy Xep,) € Zy \{0}; r € {1,...,d} ;x;1 = 1}. It outputs a user private key skr.

3. Enc(PK,m,A)
Enc rakes as inputs a public key PK, a plaintext m and an access structure A := (M, p). It outputs
a ciphertext CT .

4. Dec(PK,skr,CT »)

Dec takes as inputs a public key PK, a user secret key skr and a ciphertext CT 5. It outputs a
message m or a special symbol 1.
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An EABEFD scheme should have the following correctness property: for all security parameter
A, all attribute sets I' := {(7,X4,)}, all messages m and all access structures A, it holds that m =
Dec(PK,skr,CT ) with overwhelming probability, if A accepts I where

(PK,MSK) & Setup(1*,7i := (n1,...,na)),
skr <& KeyGen(PK,MSK,T),
CT s & Enc(PK,m, A)

Definition 7 (Restricted-selectively Payload-hiding Secure against the Chosen Plaintext Attack). For an
adversary <, we define AdvE?BEFD’r'PH(/I) = |Pr[p’ = u] — 1/2| to be the advantage of an adversary
in the following experiment for any security parameter A. An EABEFD scheme is restricted-selectively
payload-hiding secure against the chosen plaintext attack if the advantage of any polynomial-time ad-

versary is negligible:

Init
The adversary <f gives the challenge access structure A* := (M*,p*) to the challenger €. Here,
the number of rows of M* is (*.

Setup
Given 1*, € runs Setup(1*,7i := (n1,...,ny)) and gives PK to <.

Phase 1
Let p* : {1,....0°} = {1,....d} by p(i)* :=1t if p*(i) = (t,V) or p*(i) = —(¢t,V), where p* is
given in challenge access structure A*. & is allowed to issue a polynomial number of key queries
for some attribute sets I'; := {(t,X)}(i=1,...,q1) to €. Then, € runs KeyGen(PK,MSK,I';)
fori=1,...,q1 to generate attribute secret key skr, and gives it to </. Here, for any I'; where
i=1,...,q1, the following must hold: T ¢ span((M3),,) where M; is the i'-th row of M* and I
is defined as {i' | 1 <i < /{* and 3(t,%,) € I;,p* (i) =1}.

Challenge
o/ gives two challenge plaintexts mj,m} to €. € flips a random coin | Y {0,1}, and computes
CT y- & Enc(PK,m;,A"). Then, € gives CT y+ to <.

Phase 2
o/ is allowed to issue a polynomial number of key queries for some attribute sets U;(i = q; +
1,...,v) to € as in Phasel. Then, € runs KeyGen(PK,MSK,T;) fori=q;+1,...,V to generate
attribute secret key skr, and gives it to </. Here, for any I'; where i =1,...,q1,q1 +1,...,V, the
following must hold: T ¢ span((M3),,) where M is the i'-th row of M* and I is defined as
{11<i <0 and3(t,%) ey, p*(i") =t}

Guess

o/ outputs a guess W' of W. If W' = U, then <7 wins.

Remark: We compare Definitions 9] (selectively payload-hiding security) and [7] (restricted-selectively
payload-hiding security). Definition [7]is the restricted Definition [9]in that it has the stronger restriction,
ie,T ¢ span((M;) ;cp) for any I'; in Phase 1 and Phase 2. Intutively, this stronger restriction limits the
key query in terms of the category.

For example, we assume that there are attribute categories #; and t, in the ABE system. #; includes
attributes a; and b (or attribute vectors (¢1,d;) and (tl,z;l) respcetively). #, includes attributes a, and
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by (or attribute vectors (f2,d) and (tz,zz) respectively). We also assume the challenge access policy is
ai N ay. In the selectively payload-hiding security game, the adversary can query the private keys for
{a1,b2}, {b1,b2}, {b1,az} or etc., but cannot query the key for {a;,a,} because of key query restriction
(A* does not accept ;). In the restricted-selectively payload-hiding security game, the adversary can
query the private keys for {(¢1,d)}, {(nj;l)}, {(r2,d5)} or i(tz,zg)}. However, he/she cannot query
the keys for_{(tl,ﬁl), (tr,dn)}, {(t1,d1), (t2,02) }, {(t1,b1),(t2,02)} and {(t1,b1), (t2,d2)} because of the
restriction (7' ¢ span((M;-‘)jE,,)). In this case, I is {j | p(j) =11} or {j | p(j) = r2}. Therefore, the
adversary can query the private keys for {(t1,d1)}, {(t1,b1)}, {(t2,@2)} or {(t2,57)} only.

Here, we note that the security of our scheme supporting non-monotone access structure with inner-
product relations is not weaker than that of the previous scheme supporting monotone access structure
[26]. That is, our scheme supporting only monotone access structure without inner-product relation
achieves not only the restricted-selectively payload-hiding security (Definition [/)) but also the selectively
payload-hiding security (Definition[9). In the example as we have shown, if we assume (f1,a1), (2,a2),
(t3,b1) and (14,b,), both the adversary in Definition 9 and the one in Definition [7] can query the private
keys for {ay,by}, {b1,b2}, {b1,a2} or etc., but cannot query the key for {a;,a,} where the chllenge
access policy is a; Aay. It is because p in our scheme supporting only access structure without inner-
product relation equals to p in the previous scheme [26]. Therefore, our scheme achieves at least the
same level offered by the previous scheme [26]. That is, our scheme supporting non-monotone access
structures with inner product relations achieves the intermediate security between the one of the previous
scheme [26]] and the one in Definition E] where the access structure is non-monotone with inner-product
relations.

3.2 Construction

Letbep:{1,...,4} —{1,...,d} by p(i) :=¢if p(i) = (z,V) or p(i) = —(¢,V), where p is given in access
structure A := (M, p). We note that our proposal works with the restriction that an attribute can only be
used in at most one row in the access matrix M as well as the scheme [26]. That is, the p function is
injective. As in [20], we assume that input vector X; := (x;1,...,X;,,) is normalized such that x; | := 1.
We also assume that x; | is non-zero. If X; is not normalized, we can change it to a normalized one by

(1/x1) - %
1. Setup(1*,7 := (d,n1,...,nq)) :
paramg := (p,G,Gr,g,e) il %pg(lk), o, B,a Y Z,, gparam := (paramg,e(g,g)%, g% g"),
& Gforr=1,....d,
sy T fort=1,...,dsj=1,....n,
PK := (gparam, {h}{_;, {g"}{" 1), MSK := ({5 == (st »50m) Yoy 8% B),
return (PK,MSK).
2. KeyGen(PK, MSK,T = {(t,%) | % := (x1,1,-.-,%n,) € ZE\{O};1 <t <djx; = 1}):
& Z,,K:=g%¢" L:=g° K :=hfortst (t,%) €T,
for (¢,%;) €T,

U
T(t,)?,) < Z;,

n
kx) = T () Xejsej) = Tg)%e -,
P
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]2(,7)?’) :—g Z(1- T(IX;))(ZJ 1 %,j51,7) /B _g 2(1=T 5)) % St/ﬁ

return skr := (I, K, L, {K; }, (z,f,)en{k(t,?c,)’ (’»ft)}(t,f,)er)'

Remark: We explain how to modify FEIP [1] briefly. We use two parameters 7, 3,y and f3.
T(1,%,) 1s the value to prevent users from colluding and getting s; by using k(, ) and solving
simultuneous equations. f is the value to connect CP-ABE [16] and FEIP [1].

3. Enc(PK,m,A = (M,p)):

fi= (8,523 Vr)s A= ()q,...,/lg)T =M-fT, 7 &Z;,
C:=me(g,9)%, C :=g¢' c:= g’,, E:ZgBV’7
fori=1,...,¢,

6,7,

if p(i) = (t,¥ 1= (vi1,...,vin) € Z\{0}),
cin =g (g M), cig 1= g g L ey, = g i g%,
if p(i) = —(2,%),
1= g (MR )M e = g2 (g M) L i = g7 (g M)
return CT == (A,C,C,c,¢ {clj}fnfj 1)
4. Dec(PK,skr,CT,) :

If A:= (M,p) accepts I" := {(#,X;) }, then compute I and {®;},, s.t.T = Za)iMi,where M;

iel
is the i-th row of M, and
IC{ie{l,....0}|[p(i)=(t,v;)) A (t,X;)) €T A V;-%, =0] V
p(i) =) A (t,%) €l A Vi-X, #0]},
foriel,
”‘ (ci ™) ke,
,:1
Ki=e T[] k7 T k%% L
ielnp (i)=(t,%) i€INp (i)=—(t,V;)
e@ JT Ky T1 K)o K&
ieInp (i)=(t,vi) i€INnp (i)=(t,Vi) i€l
return C/K’.
Correctness :

K/. B {gr/(l T(rx;))f -5 (galihi—s) (l c ],p(l) = (t \_}L))
o v t

= He(g,g)fazw"lie(g, hagy) =

i€l

H e(g’g)*wir’z(lff(r.z,))frft H e(g’g)*(wi/‘_"i')?t)rlz(l77([,)?,))}}'5}
i€Inp (i)=(t,V;) i€INp (i)=(t,;)

[T elgg)® T e(g, g)( @I 0—T) i
ieInp (i)=(t,7) ieInp (i)=—(1,7)
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-e(g,8)%e(g,8)" [ [ e(g:hp) ™"
i€l

=e(g,g)* since Za)ili =s.
icl
The security proof of our construction can be found in Appendix|C} In Appendix [C} we explain why our
construction can achieve only r-PH security against the chosen plaintext attacks instead of selectively

payload-hiding security against the chosen plaintext attacks in [26] when an attribute category has some
attributes and/or an access structure is non-monotone.

4 Performance

Table 1: Comparison of Performance with Previous Works: |/|: the number of attributes which are used
for decryption, 7i: the maximum number of dimension of attribute vectors in private keys which are used
when a user decrypts a ciphertext

Schemes Computation Cost fo.r D ecryption Access structure
exp. \ pairing
HW 13 [16] Section 3.5]
(W11 [26] Section 5]) o(|1]) 2 Monotone(LSSS)
OT10 [20] o(|1)) o(|1]n) Non-monotone (LSSS & Inner-Product)
Z7ZCLL14 [27] - 2 AND(multiple values & wildcard)
MSTI17 [18] (LSSS) o(|1) 2 Monotone (LSSS)
MST17 [18] (DNF) - 2 Monotone (DNF)
AC17[4] - 6 Monotone (LSSS)
This work o(|1|A) 3 Non-monotone (LSSS & Inner-Product)

Table 2: Comparison of Performance with Previous Works: LSSS: linear secret sharing scheme, DNF:
disjunctive normal form, STD: standard model, ROM: random oracle model

’ Schemes H Security Model ‘ Assumption
Hgﬁ Bg gzzﬁgg ;ﬁ T selective (STD) |  ¢-DBDHE
OT10 [120] adaptive (STD) DLIN
Z7ZCLL14 [27] selective (ROM) g-DBDHE
MST17 [18] (LSSS) selective (STD) | Modified-BDHE
MST17 [18] (DNF) selective (STD) | Modified-BDHE
AC17[4] adaptive (ROM) DLIN
This work r-selective (STD) g-DBDHE

We show a comparison of performance with previous works in Tables [T} [2] [3] and [

In Tables[T]and 2] “exp.” and “pairing” mean the number of exponentiations and pairing operations
on elements of G. The scheme [20] is built in the additive group, so “exp.” means the number of constant
multiple calculations in OT10 [20]. |/| represents the number of attributes which are used for decryption.
7l represents the maximum number of dimension of attribute vectors in private keys which are used when
a user decrypts a ciphertext. LSSS and DNF mean linear secret sharing scheme and disjunctive normal
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Table 3: Comparison of Performance with Previous Works (cont.): |G/, |Gr| and |Z|: the bit length of
the element of G, Gy and Z,, respectively, |T'|: the number of attributes in private keys, n: the maximum
number of dimension of attribute vectors in private keys, d: the number of attributes which are managed
by the KGC, n,,,,: the maximum number of dimension of attribute vectors which are managed by the
KGC, /: the number of rows of the access matrix, 7i: the maximum number of dimension of attribute
vectors in ciphertexts, m: the number of clauses in a DNF

Schemes Parameter Size
SK \ PK | MSK ] CT
Wi 26 Seton 3] o(r)\c| O(d)|G| +|Cr] Gl | O(IGI+[GH]
OT10 [20] O(|ln)|Zy|+O(|T|n) |G| O(dnmar)|G| O(dnma)|G| | O(i1)|G| +|Gr|
ZZCLL14 [27) o(IT)[G|+|Z}] 0(d)|G[+ 0(d)|Gr| 20z 2G| +Gr]
MST17 [18] (using LSSS) e 0(d)|G[+ Gy G| 0(0)[G]
MST17 [18] (using DNF) o(T))[G]| 0(d)|G| + |G| G| O(m)|G|
AC17 [4] o(|1)|G| 3|G|+2|Gr] 4G +4]Z, | 0(0)|G|
This work O(IT[n)|Z,|+O(IT) G| O(dmar) |G| O(dnwa)|Z3] | O(R)|G| +Gr|

Table 4: Comparison of Performance with Previous Works (cont.): 71, ¢ and m: the seme as in Table[3] r:
the number of columns of the access matrix

Schemes Computation Cost for Encryption
hash \ exp.
HW13 [ 16, Section 3.5] i 0(0)
(W11 [26, Section 5])
OT10 [20] - O(tii?)
ZZCLL14 [27] - 2
MST17 [18] (using LSSS) - o(l)
MST17 [18] (using DNF) - O(m)
AC17 [4] O(¢r) O(¢r)
This work - Oo(¢n)

form. In the security model column, selective/adaptive/r-selective mean selectively/adaptively/restricted-
selectively payload-hiding security against the chosen plaintext attack respectively. STD and ROM mean
standard model and random oracle model.

In Table E], SK, PK, MSK and CT represent the bit length of private key, public key, master secret
key and ciphertext, respectively. |G|, |Gr| and |Z, | represent the bit length of the element of G,Gr and
Z,, , respectively. |T'| is the number of attributes in private keys. n represents the maximum number of di-
mension of attribute vectors in private keys. d represents the number of attributes which are managed by
the KGC. ny,, represents the maximum number of dimension of attribute vectors which are managed by
the KGC. / is the number of rows of the access matrix. 7 replesents the maximum number of dimension
of attribute vectors in ciphertexts. m replesents the number of clauses in a DNF.

In Table 4] “exp.” means the same as in Table|l] “hash” means the number of hash operations which
map arbitrary binary strings to elements of G. 7, £ and m replesent the seme as in Table[3] r is the number
of columns of the access matrix.

Tables[I]and[2]shows that our proposal is a trade-off variant of OT10 [20] (which can be viewed as one
of the most expressive CP-ABE schemes) because the cost of pairing operations is more expensive than
that of exponentiations on elements of G [[15]. Table |l| also shows that no schemes achieve a constant
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number of pairing operations and non-monotone access structure simultaneously except our proposal.
Table [3] shows that the proposal is more efficient in terms of the size of SK, MSK and CT than [20].
Table 4] shows that our proposal is more efficient in terms of the number of exp. than [20].

5 Conclusion

In this paper, we proposed the new CP-ABE scheme supporting non-monotone access structures with
inner-product relations, which needs only three pairing operations for decryption. There is no CP-ABE
scheme that supports non-monotone access structures with constant pairing operations for decryption
except our proposal as far as we know. We also introduced a new security model, r-PH security against
the chosen plaintext attacks that is weaker than selectively payload-hiding security against the chosen
plaintext attacks in [26]. We proved that our construction achieves r-PH security under the g-DBDHE
assumption.

Our construction can be viewed as the trade-off variant of [20]. Even if some users own the only
devices which have only low computation resources, they can be expected to use the CP-ABE in our
proposal. Extending our scheme such that p does not need to be injective and proving that our scheme
achieves selective security in the model stronger than restricted-selective security are left as future work.
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Appendix

A CP-ABE

Here, we explain the ciphertext-policy attribute-based encryption (CP-ABE) proposed by Waters [26]
briefly.

A.1 Definition of CP-ABE

Definition 8 (Ciphertext-Policy Attribute-Based Encryption). A ciphertext-policy attribute-based en-
cryption (CP-ABE) scheme consists of the following algorithms. These are randomized algorithms except
for Dec.

1. Setup(1*,U)
Setup algorithm takes as input a security parameter A and the attribute universe U. It outputs a
pair of public parameter and master secret key (PK,MSK).

2. KeyGen(PK,MSK,TI)
KeyGen takes as input a public key PK, master secret key MSK and a set of attributes . It outputs
a user private key skr.

3. Enc(PK,m,A)
Enc rakes as inputs a public key PK, a plaintext m and an access structure A := (M, p). It outputs
a ciphertext CT 4.
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4, DeC(PK,Skr,CTA)
Dec takes as inputs a public key PK, a user secret key skr and a ciphertext CT . It outputs a

message m or a special symbol 1.

A CP-ABE scheme should have the following correctness property: for all security parameter A, all
attribute sets I', all messages m and all access structures A, it holds that m = Dec(PK,skr,CT 4) with
overwhelming probability, if A accepts " where

(PK,MSK) & Setup(1*,U),
skr <& KeyGen(PK,MSK,T),
CT & Enc(PK,m, A)

A.2 Security of CP-ABE

Definition 9 (Selectively Payload-hiding Security against the Chosen Plaintext Attack). For an adver-
sary </, we define Adv;P'ABE"PH(l) := |Pr[u’ = u] — 1/2| to be the advantage of an adversary in the
following experiment for any security parameter A. A CP-ABE scheme is selectively payload-hiding se-
cure against the chosen plaintext attack if the advantage of any polynomial-time adversary is negligible:

Init
The adversary </ gives the challenge access structure A* := (M*,p*) to the challenger €.

Setup
Given 1*, € runs Setup(1*,U) and gives PK to <.

Phase 1
</ is allowed to issue a polynomial number of key queries for some attribute sets Ti(i=1,...,q1)
to €. Then, € runs KeyGen(PK,MSK,T;) for i = 1,...,q\ to generate attribute secret key skr,
and gives it to of . Here, we remark that A* does not accept T; fori=1,...,q1.

Challenge
</ gives two challenge plaintexts my,m; to €. € flips a random coin [ Y {0,1}, and computes
CT y- & Enc(PK,m;,A"). Then, € gives CT -+ to <.

Phase 2
o/ is allowed to issue a polynomial number of key queries for some attribute sets I';(i = g1 +
1,...,Vv) to € as in Phasel. Then, € runs KeyGen(PK,MSK,T';) fori=qi+1,...,V to generate
attribute secret key skr, and gives it to </. Here, we remark that A* does not accept T'; for i =
L,...,q1,...,V.

Guess

o outputs a guess W' of W. If W' = U, then </ wins.

In adaptively payload-hiding security against the chosen plaintext attack [20], there is no Init phase
and an adeversary issues a challenge access structure in Challenge phase, i.e., after key query.
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A.3 Construction of CP-ABE

Here we give a construction of [26] Section 5] ([16}, Section 3.5]) which our scheme is based on.
1. Setup(1*, U) :

paramg == (p,G,Gr,g,€) & Gopg(1*), a,a L Zy, hy,... . hy < G
gparam := (paramg, e(g,8)%,8"),
PK := (gparam, {h;}"_,), MSK := g%,

return (PK,MSK).

2. KeyGen(PK, MSK, I':={x|xe{l,...,U}}):

tﬁzp, K=g%" L=g, K,=H, VxeT,
return skr := (K, L, {K} cr)-
3. Enc(PK, me Gr, A= (M,p)):
Here, M is { x r matrix and p : {1,...,¢} — {1,...,U},

- U .,
v:(s7y27"'?yr)<—Zp7 C:me(g7g)as7 Cl:gs7
7L,-:\7-M,-T where M; is i-throw of M fori=1,... ¢,

— pahip— P
Ci=¢g" hp(sl.) fori=1,....4,

return CT  := (C,C',{C;}_|, A).
4, Dec(PK, skr, CTA) :
If A accepts I', then compute / and {®;},; s.t. T= Z w;M;,
icl
I=C{ie{l,....0}|p(i) €T},
K'=e(J]C L) -e(C’,KHKp_(if;")
icl icl
= e(g,8)%e(g,8)" e(g, ) Ther' M
=e(g,g)™ (since Y wid;=s),

il
return C/K’.

B FEIP

In this section, we explain the functional encryption for inner products (FEIP) proposed by Abdalla et al.
[[L] briefly.

B.1 Definition of FEIP

Definition 10 (Functional Encryption for Inner Products). A functional encryption for inner products
(FEIP) scheme consists of the following algorithms. These are randomized algorithms except for Dec.

1. Setup(1*,n)

Setup algorithm takes as input a security parameter A and the dimension of vector n. It outputs a
pair of public parameter and master secret key (PK,MSK).
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2. KeyGen(MSK,X)
KeyGen takes as input a master secret key MSK and a vector X. It outputs a private key sks.

3. Enc(PK.,y)
Enc takes as inputs a public key PK and a vector y. It outputs a ciphertext CT.

4. Dec(skz,CT)

Dec takes as inputs a private key skz for vector X and a ciphertext CT. It outputs an inner product
value X -y where ¥ is encrypted as CT and nothing else. (That is, a decryptor gets inner product
value only, not any more information of y.)

B.2 Construction of FEIP from DDH

We explain the DDH assumption briefly. We define %, as a probabilistic polynomial time algorithm
that takes as input a security parameter 1* and outputs a triplet (p,G,,g) where G, is a group of order

p which is a A-bit prime number. g is a generator of G, i.e., g € G,,. Then, the DDH assumption states
that the tuples (g,g% g",¢%) and (g, &", &%) are computationally indistinguishable, where (p,G,, g) vil

Yo (1*) and a,b, 7 & Z,. We show the construction of FEIP from DDH in [[1]] below:

1. Setup(1*,n) :

param := (p,G,,g) <E %gg(ll), 5:=(s1,...,5n) <£ Z"

p7
PK := (param,{h; = g"}!_|), MSK :=5,
return (PK,MSK).
2. KeyGen(MSK, X := (x1,...,%) € Z},) :
return SK; :=X-5.
3. Enc(PK,y:= (y1,...,yn) €Z}) :

r Zp,co:=g ,ci:=hi-g",
return CT := (co, {ci}i ).
4. DeC(Sk;g,CT) :
n

tmp = [ [ e /et = [ (") /g7 = g 0-rt5) — g5,
i=1

i=1

compute and return the discrete logarithm of tmp to the base g.

C Security Proof

Here, let ¢ and # be the challenger of g-DBDHE problem and the simulator of our proposed EABEFD
(i.e., the adversary of g-DBDHE problem) respectively.

Theorem 1. For any polynomial-time adversary of our proposed EABEFD <f and any security param-
eter A, the proposed EABEFD is restricted-selectively payload-hiding against chosen plaintext attacks
under the g-DBDHE assumption and the following equation holds where the challenge access structure
is A*:= (M*,p*) and M* is an 0* x r* access matrix and r* < g:

AdV;DBDHE(IQL) — AdVE;BEFDJ—PH(l/I)
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Proof. We employ the proof of [26] to prove the security of our proposed scheme.
Init
¢ runs % and gives ¢-DBDHE challenge (paramg,¥,7}) to . </ gives the challenge access

structure A* := (M*,p*) to A. Here, we assume that M™* is an £* x r* access matrix and r* < q.
P q

Setup

2 picks paramg from ¢-DBDHE challenge. Then, % computes f3 al Zy, 1) el Z, (fort =
.d;j=1,...,n,) and generates gP, {gsff}d " ._, by using g in paramg. Next, Z chooses
o & Z,, and sets implicitly & = +a4+1.Moreover, % generates e(g,g)* = e(g“,g“q)e(g,g)al
by using g-DBDHE challenge. In addition, for t = 1,...,d, & computes ¥ Y Z, and sets h; as
* 2 A0% Py

follows.: If p*(i') = (1, ¥;) for some i’ € {1,...,0*}, B sets hy = gl g™ . g Miz... @ Mir Oth-
erwise, & sets h; = g!. Further, % gives PK := (gparam := (paramG,e(g,g)a,g”,gﬁ),{ht}fizl,
{g* }fl;"{;j:l) to o/ and has ({5, := (s;1,... ,s,vnt)};lzl,{%}fizl,ﬁ) in secret.

Phasel

Fori=1,...,q1, < issues a key query for I'; := {(#,X;)} to Z. Then, # generates user’s secret
key skr, as follows. Here, we note that 7 ¢ span{(M;),_) for any I'; as described in Phase 1 of

Definition[7]
P generates G <£ Lipy W= (Wiyeooywype) € Zg s.t. w; = —1. Because I satisfies the restriction
(T & span{(M;) ) for any I';), there exists such w satisfying M; - w! = 0 for all i’ € I'. Next, &

W

sets 7= 0 +wja? +wya?" ' +---+wa?" 1. Then, & also sets L = g° [Ty=1 (g“qHﬁI) T =
gand K =g"g T, - (67 )" = g%,

Moreover, for any ¢ s.t. (¢,%;) € I';, & sets K, as follows.: If p*(i') = (¢,Vy) for some i €
{10}, Bsets K =L [1j—y, (gaj,'Gszl,...,r*;k;éj’ (8aq+l+j/7k)Wk)M;’-” =h;.

Otherwise, 4 sets K, = LY.

After that for any (7,%;) € I'i, # sets

T %) & Zy,

(05) =T 5

]}(Lm _ L(lfr(l‘fl))(z;tzlxl-jst.j)/ﬁ = (g° et (g° a9t f’)w ')(1 ) (T %1.550,7)/ B

— gZ(l—T(rﬁx,))fz'Fz/ﬁ

and generates k(; y,), k(, %) B gives skr, := (Ii,K,L{Ki}, s, (1 3)erss {k(,j,),ié(tj,)}(tj’)eri) to <.

=l ><L

Pl

Remark: If we try to prove that our scheme achieves selective security (not restricted-selective
security), we cannot prove it because we cannot generate w. The reason why we cannot generate
w is the diffenrence of map p* between our scheme and previous work [26]. In our scheme,
p* is the map {1,...,¢0} — {(¢,V), ..., —(¢,),...}. On the other hand, in [26], p* is the map
{1,...,¢} = {1, ..., U}. Thatis, p* in our scheme associates the row of challenge access matrix
with the pair of category and positive/negative attribute vector. p* in [26]] associates the row of
challenge access matrix with the attribute.

For example, we assume that there are attribute categories #; and #, in the ABE system. #; includes
attribute vectors d; and Bl (which are associated with attributes a; and b respectively). #, includes
attribute vectors d, and Bz (which are associated with attributes a; and b, respectively). We also
assume the challenge access policy is a; A —a;. In the selective security game, the adversary can
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query the private key for {a;, a,} because the set of attributes does not satisfy A* and the key query
restriction is satisfied. However, if the adversary can query the private key for {(¢,d 1) (tr,dr)}
in our construction, w (s.t. Vi',M; - w! = 0 where p*(i’) € S) does not exist except 0. That is,
Water’s proof methodology in [26] cannot be employed in proving our scheme achieves selective
security. Therefore, we need to introduce a new security notion, restricted-selective security, and
the stronger key query restriction than one in selective security.

Challenge
2% computes C = mLTbe(gs,g“/), C' = g and generates 1/ Yzx = ¢” and &= gP".
Moreover, 4 picks 5, ...,V - Y Z, and sets f as follows. (Here, y'; = 0.):
f=(s,sa+yysa>+y5,....sa" " +y,.)e er:,
Fori' =1,...,0*, % generates 6y Y Z,, and defines
{c,-/7.,-}§*:;"1’;j:1 as follows:

if p* (i) = (t,%7 1= (vir1,-.. Vi) € 22\ {0}),

r*
0sv.

/s Moy G ! /s
¢ ::grsm(H (ga) N2 _//)(gs) ge,/v‘ cin ::grs,zg /V’z ey Cipy = grs,_,,[g Vi
j=1

if p* (i) = ~(1,7),

YE rs,1 H M/ /y/ )—}’1) 7
:

o= rs,z H M/ ,y / ) 7,) ) Citgy = r;,nl H M/ ,y / ) y,) ’

After that, Z gives CT p- := (A*,C,C’,c,é¢,{cy ]}, 1jo1) 0.

Phase2
Fori=1,...,v, o issues key query for I'; := {(¢,%;)} to AB. 9 generates user’s secret keys as in
Phasel. However, it holds that T ¢ span((M;),,) for any I';.

Guess

o/ guesses U and outputs ', Then, .7 gives u’ to A. If u = y’, then % outputs b’ = 0 and gives
it to €. Otherwise, % outputs b’ = 1 and gives it to €.

Here, we have the following:
dv};DBDHE()L)
= |Pr[p' =0|b=0]—Pr[p' =0|b=1]|
= [Prlu=p"|b=0]-Prlu#pu" | b= 1]
= |Pr[u = u' | & in EABEFD's Game] —1/2|
_ AdVEABEFD,r-PH(M
= o
Furthermore, g-DBDHE assumption holds and »* < ¢, and thus
AdvEABEFD PR (4 §s negligible.
Hence, Theorem [I] holds.
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