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Abstract

:

Radio Frequency Identification (RFID) is a key component in automatic systems that address challenges in environment monitoring. However, tag collision continues to be an essential challenge in such applications due to high-density RFID deployments. This paper addresses the issue of RFID tag collision in large-scale intensive tags, particularly in industrial membrane contamination monitoring systems, and improves the system performance by minimizing collision rates through an innovative collision-avoiding algorithm. This research improved the Predictive Framed Slotted ALOHA–Collision Tracking Tree (PRFSCT) algorithm by cooperating probabilistic and deterministic methods through dynamic frame length adjustment and multi-branch tree processes. After simulation and validation in MATLAB R2023a, we performed a hardware test with the RFM3200 and UHFReader18 passive tags. The method’s efficiency is evaluated through collision slot reduction, delay minimization, and enhanced throughput. PRFSCT significantly reduces collision slots when the number of tags to identify is the same for PRFSCT, Framed Slotted ALOHA (FSA), and Collision Tracking Tree (CTT); the PRFSCT method needs the fewest time slots. When identifying more than 200 tags, PRFSCT has 225 collision slots for 500 tags compared to FSA and CTT, which have approximately 715 and 883 for 500 tags, respectively. It demonstrates exceptional stability and adaptability under increased density needs while improving tag reading at distances.
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1. Introduction


Radio Frequency Identification (RFID) is an essential tool using electromagnetic waves as the primary transmission medium to support bidirectional, non-contact automatic identification. Originating in the middle of the 19th century as simple radar-based systems, RFID has gradually developed into significant platforms to handle data in real time and track system operating status. It has been utilized in smart cities, healthcare, retail, and transportation. It supports safe asset tracking, supply chain management, warehouse management, and resource optimization. RFID-based methods to solve social and industrial problems are getting more attention from governments and organizations around the world.



RFID systems include three main components: tags, readers, and a data processing unit. Tags can be active, semi-passive, or passive: they contain antennas and chips for data storage, which can be used for operating status identification [1]. Readers communicate remotely with these tags to obtain or modify data, after which data processing units interpret the data for practical use. This paper does not differentiate between passive and semi-passive RFID tags since the anti-collision protocol is based on communication protocols rather than tag design. Still, it mainly focuses on passive tags attached to the prefabricated large-scale membrane components of the membrane contamination monitoring systems of inorganic salt solutions in wastewater purification factories. In this system, many challenges exist, but the most important one is tag collisions, where the system tends to have multiple tags transmit data simultaneously, resulting in communication interference and inefficiency. Researchers have developed numerous anti-collision methods over time. Predictive techniques, like tree-based algorithms, and probabilistic techniques, like ALOHA-based algorithms, are considered [2]. These methods still have drawbacks. For instance, the reliability of deterministic systems may suffer from computational complexity and be unable to adjust to environmental changes. At the same time, probabilistic approaches may be unable to achieve high efficiency with many tags and low latency [3]. Such problems make data access less reliable and less efficient. Tag collisions happen when more than one tag tries to send data simultaneously, making it impossible for readers to decode the information on each tag [4,5]. This problem is especially severe in places with large-scale intensive tags, like factories, large-scale water purification systems, or urban sensor networks [6], where several tags may be intensively deployed.



This paper advances the RFID anti-collision protocol and verifies the practical implications of composite algorithms, thus improving throughput, reducing collision time, speeding up data transfer, and minimizing delays.



	
This paper introduces the Predictive Framed Slotted ALOHA–Collision Tracking Tree (PRFSCT) algorithm to address the issue of tag collision in the RFID-enabled membrane monitoring system. PRFSCT uses deterministic and probabilistic techniques to improve the system in situations with many tags and changing external conditions. PRFSCT uses the Vogt prediction algorithm to change frame lengths according to time slots. It also has a multi-branch collision tracking tree that quickly fixes collisions by separating tags that collided repeatedly [7]. As a result, PRFSCT offers a versatile and scalable solution suitable for various RFID applications.



	
PRFSCT is specially designed for hybrid inorganic salt solution sensing systems based on dual-tag-coupled RFID. These systems use dual-tag setups to monitor changes in solution properties [8], necessitating accurate and timely data retrieval. In this application, multiple tags make collisions incidental, which shows the importance of advanced anti-collision techniques on specialized RFID-enabled membrane monitoring systems. Simulations and testing on actual hardware show a notable decrease in collisions, as well as average delay and an increase in total throughput when comparing the PRFSCT algorithm with its alternative.



	
This work improves RFID-enabled membrane monitoring system design by filling research gaps in collision prevention methods and providing strong solutions in massive-tag scenarios. The findings hold significant implications for academic research and practical deployment, paving the way for more efficient, scalable, and adaptable RFID solutions.






The rest of this paper is organized as follows. Section 2 describes the system model. Section 3 describes basic algorithm analysis. Section 4 describes the PRFSCT algorithm. Section 5 presents experimental research and discussion. Section 6 concludes the whole paper.




2. System Model


2.1. RFID-Based Membrane Contamination Monitoring Model


With the rapid development of science, technology, and industry, human demand for water resources is increasing; on the other hand, water pollution is becoming more and more serious. Among the discharged sewage, industrial sewage is the most harmful [9]. Industrial wastewater refers to the wastewater and waste liquid generated in the industrial production process, which contains industrial production materials, intermediate products, and pollutants generated in the production process that are lost in water [10]. If industrial wastewater is not treated properly, it seriously threatens life. The methods used to monitor various pollutants and ion concentrations in sewage are constantly updated with the changes in the times. At present, they can be mainly divided into spectroscopy, ion chromatography, electrochemical methods, and other methods. Spectral methods are the main methods for detecting ion concentrations in sewage, mainly including traditional atomic absorption spectroscopy (AAS) [11], atomic emission spectroscopy (AES) [12], Inductively Coupled Plasma Mass Spectrometry (ICPMS) [13], an emerging fluorescent method [14,15], fiber optic sensing, etc. Ion chromatography was initially used to quantitatively analyze trace inorganic ions in the test object. With the advancement of modern technology, this method has been applied to the determination of inorganic ions in sewage. There are some advanced methods, such as Electrical Impedance Tomography (EIT) [16], and Ultrasonic Time-Domain Reflectometry (UTDR) systems [17] and Liquid Pressure Sensing systems (LPSSs) using RFID [18] have been used.



Wastewater purification using membrane filtering systems, as shown in Figure 1a, is also a popular method for removing contaminants from water; nevertheless, contamination on the membrane surface is an important drawback that reduces its effectiveness. Inorganic salts such as calcium carbonate, calcium sulfate, and magnesium silicate cause fouling because they precipitate on the membrane and clog it [19,20]. Similarly, organic and inorganic fouling clog the membrane’s pores, reducing the rate at which water flows [17].



Due to the absence of line-of-sight requirements and the ability to perform real-time measurements, RFID dual-tag coupling is well suited for monitoring the dielectric properties of dense inorganic wastewater in a membrane system. Figure 1 shows membrane housing pipes and RFID tags affixed to the membranes’ outer surface. The tags sense the wastewater’s dielectric properties, record those parameters, and send them back to the central control system for evaluation [21,22].



With massive tags in a small area, there is a probability of tag collisions as one of the main problems when deploying RFID in a membrane system, as shown in Figure 1b. When a large number of tags try to communicate simultaneously with the reader, the tag collision occurs, causing a data loss. To deal with this collision problem, employ the PRFSCT algorithm, which helps to avoid tag collision. Also, learning about synchronization procedures and formation calibration used in weak-control AUV systems can benefit the PRFSCT anti-collision algorithm for dual-tag RFID-based membrane contamination monitoring systems [23]. Their use of Extended Kalman filters (EKFs) to handle drift issues and enhance accuracy, in particular, has the potential to inspire strategies for precise tag identification in collision-prone environments. Improving collision avoidance techniques for dual-tag RFID-based membrane contamination systems, which communicate between tags and readers, can benefit from interflow network coding in the hybrid coding-aware routing protocol HCAR [24,25], which indicates how advanced coding methods can reduce data redundancy and enhance transmission efficiency. Moreover, a combined system of the PRFSCT algorithm increases the reliability of the collision-free communication of RFID tags to minimize data inaccuracies due to the high density of tags.




2.2. Sensing System Model


Modern sensing applications encourage nonintrusive systems, which use radio frequency transmission to collect data without contact. PRFSCT uses a wireless sensor system based on dual-tag-coupling RFID as an application scenario [8], and proposes an improvement for anti-collision. Since wastewater contains dense inorganic salts, which are corrosive to invasive measuring instruments, this system uses two RFID tags configured as a capacitor to measure the dielectric properties of the medium indirectly. The system monitors changes in the coupling capacitance between the two tags, which varies based on the dielectric properties of the medium. Although the coupling capacitance of the dual tags cannot be measured directly, it can be reflected through the variance of tag-matching capacitance, as shown in Figure 2.



The self-tuning RFID chip adjusts the matching capacitance based on antenna impedance to accomplish conjugate matching. The matching capacitance value is stored in the chip’s memory register, as shown in Figure 2; the data upload interface allows users to transfer information from the RFID reader to the application software. This application software calculates the test liquid concentration to monitor its real-time concentration change. The system operating environment includes a container for the test liquid, dual-coupled tags, a reader, and application software on the PC, as shown in Figure 2.



The reader comprises the interface, radio frequency (RF), control, and power modules. The interface module sends feedback and data to the application software; the control module processes instructions and controls reader operation. The antenna wakes up the RF module. Multiple dual-coupled tag measurement containers are usually configured within a reader’s recognition range and filled with different solvents and inorganic salt solutions of various concentrations in engineering applications to reduce hardware costs. When the reader detects dual-coupled tags, collisions between tags in the same and between dual-tag groups are indistinguishable, resulting in loss of coupling information. As the number of tags increases and delays from anti-collision grow, monitoring results will be delayed, and thus may cause the reader to acquire data slower than concentration changes. An appropriate algorithm must be designed to achieve this system’s low latency and anti-collision at the same time. The power module powers the system. The application software is UHFReader18 CSHarp V2.61.




2.3. Collision Model


When readers communicate with massive tags, signal collisions are easily caused. Three common kinds of collisions are reader–tag, multi-reader, and multi-tag [26]. Figure 3 shows the different collision models. Figure 3a shows the reader and tag collision model; when multiple readers’ recognition areas overlap, and tags are in the overlapping regions, the tags will receive radio frequency signals from different readers, which will affect each other and cause the tags to respond incorrectly. Redividing the readers’ recognition range and avoiding overlap can fix this collision problem. When readers interfere, a multi-reader collision occurs; Figure 3b shows that the low-power reader 1 RF signal is blocked by high-power reader 2, preventing it from communicating with tags within its identification range.



Changing the reader–tag communication time so that only one reader is working and the others are silent can fix this collision problem. As shown in Figure 3c, the multi-tag collision occurs when many tags communicate information to a reader simultaneously, interfering and making it difficult to identify the tags. A specific anti-collision method is needed to handle this collision problem.





3. Basic Algorithm Analysis


To solve the tag collision problems, different methods are used, such as time division multiple access (TDMA), frequency division multiple access (FDMA), space division multiple access (SDMA), and code division multiple access (CDMA) [27]. Different methods prevent tag–reader communication difficulties. TDMA is popular compared to the other three methods because it requires less hardware, power, and algorithm complexity than the other three. TDMA divides a shared channel into time slots. Each tag communicates with the reader at a specific time, and time is isolated to avoid collision. This method is effective and straightforward to implement and is used in practical applications. Three types of time division multiplexing-based anti-collision algorithms exist: a tree-based deterministic anti-collision algorithm, ALOHA-based probabilistic anti-collision algorithm, and hybrid anti-collision algorithm.



3.1. Probabilistic Anti-Collision Algorithm Based on ALOHA


The ALOHA-based probabilistic anti-collision algorithm randomly selects a period to respond to the reader’s request. It applies an algorithm to ensure that only one tag communicates with the reader. Several variations in the ALOHA-based anti-collision algorithm exist, including pure ALOHA (PA), Slotted ALOHA (SA), Framed Slotted ALOHA (FSA), and Dynamic Framed Slotted ALOHA (DFSA) [28]. A brief overview of the four algorithms is as follows.



PA is the straightforward probabilistic anti-collision method. It relies on collision detection and random backoff. After receiving the RF signal, the tag randomly sends a data packet to the reader [29]. The reception is successful if the reader does not detect a collision. A collision causes the reader to send a backoff instruction to the tag, requesting a random delay before transmitting the data packet [30]. The method is continued until all the tags are identified. Figure 4 shows the schematic diagram of the PA algorithm. The channel efficiency of the PA algorithm is not high. Mathematical analysis shows that the relationship between the channel throughput S and the frame generation rate G of the PA is


  S = G   e   − 2 G    



(1)







By taking the derivative of Equation (1), we can conclude that when   G = 0.5  , the maximum throughput   S =      1   2 e      ≈ 18.4 %  .



SA divides the channel into equal-length time slots, and each tag sends a data packet to the reader at the start of each slot. So, the Slotted ALOHA algorithm eliminates several collision concerns that arise in pure ALOHA [31]. Only identification, collision, and idle will occur in each time slot. The reader will send a backoff instruction to the tag after a collision, allowing it to choose a random time slot to resend the data packet [32]. Follow the following steps until all tags are identified. Figure 5 shows the SA algorithm. The relationship between the channel throughput   S   and frame generation rate   G   of the SA algorithm is


  S = G   e   − G    



(2)







When   G = 1  , the throughput S reaches its maximum value      1   e     , which is about 0.368, which is twice that of the PA algorithm.



In the FSA algorithm, a “frame” is created by combining many time slots into one frame and executing the slotted algorithm in each frame. A tag will not transfer data in a frame until it reselects a time slot in the next frame if it collides [33]. This is performed until all tags are identified. FSA enhances the channel to use and lowers collisions, which affects system performance. However, “tag starvation” occurs when a tag fails to transmit data fora long time, leading to the omission of important information [34].



DFSA is proposed based on the Framed Slotted ALOHA algorithm, as shown in Figure 6. Before each frame, a specific estimating method determines the frame length, and the Framed Slotted ALOHA algorithm is executed. The DFSA algorithm adjusts frame length based on system tags [35]. It maximizes system performance, adapts to frequent tag changes, and is more flexible. If the number of tags changes too quickly, the algorithm may not modify the frame length in time [36], decreasing system performance. Table 1 shows the performance comparison of the ALOHA-based anti-collision algorithm.




3.2. Tree-Based Deterministic Anti-Collision Algorithm


The tree-based deterministic anti-collision algorithm allows the reader to accurately identify the location where tag data collide through tag encoding. The algorithm splits the colliding tags’ encoding according to an algorithm until all tags can be uniquely identified. The algorithm consists of a search tree (ST), query tree (QT), collision tracking tree (CTT), and other algorithms [40].



The ST technique works by broadcasting a query sequence Q, and all tags that satisfy its identification range send their identification codes to the reader [41]. A collision occurs if the reader does not receive valid information within the specified period. After detecting the collision, the reader sends the query prefix Q again and sets the highest and lowest collision bits to 0 and 1, respectively [42]. This is performed until all tags are identified.



The QT algorithm uses a multi-branch tree; QT traverses all tag identification codes in the reader’s identification range. In the binary query tree method, readers produce and broadcast an initial query prefix (0 and 1) in the query stack [43]. If only one tag answers, the identification is successful; if no acceptable information is received within the allowed period, the query is empty, or a collision occurs. This requires adding 0 and 1 to the query prefix, generating a new one and pushing it into the query stack. However, when the number of tags rises, the search tree method and the query tree algorithm require more sophisticated query conditions [44] and recursive steps to identify all tags, increasing tag identification costs. The identification process of the QT algorithm is shown in Figure 7.



The CTT algorithm outperforms the query tree. It employs collision bit detection to keep data before the highest collision bit then adds 0 and 1 to the query prefix to build a new one and push it onto the query stack [45]. The method is continued until all tags are identified. The collision tracking tree technique can eliminate idle time slots and boost system performance by maintaining valid information before the maximum collision bit. The algorithm must conduct collision bit detection and store several tag prefixes to identify each tag, which requires much hardware [46]. Table 2 shows the comparison of tree-based deterministic anti-collision algorithms.




3.3. Basic Algorithms Performance


To verify the basic algorithm’s performance, ALOHA-based probabilistic algorithms (PA, SA, FSA, DFSA) and tree-based deterministic algorithms (ST, QT, CTT) are simulated and analyzed using MATLAB, with simulation parameters shown in Table 3, where the tag ID length defines the size of the RFID tag identifier because each tag has a unique ID for transmission and collision handling, and the initial frame length parameter defines the number of time slots for tag transmission in each frame. The simulation starts with 100 slots, and the Vogt prediction algorithm will adjust this frame length based on collision during the simulation process. The initial number of labels’ parameter shows the initially active tags, which are basically initially 10; the system density and collision risk depend on the number of tags’ transmission. The label step parameter controls how the number of tags increases during the simulation process. In each iteration, 10 new tags are added to the system, simulating tag density and testing scalability. The results, shown in Figure 8, reveal that as the number of tags increases, the throughput of probabilistic algorithms first increases, then decreases, while collision rates rise monotonically.



The PA algorithm achieves a maximum throughput, as shown in Figure 8a, of about 18%, while the SA, FSA, and DFSA algorithms reach around 38%, with SA peaking earlier than FSA. Collision rates for all algorithms increase with the number of tags, with PA experiencing the fastest growth, followed by SA, FSA, and DFSA. When the number of tags approaches 500, PA and SA have near-1 collision rates, as shown in Figure 8b, while FSA and DFSA maintain around 85%. Based on throughput and collision rates, FSA and DFSA perform best among the ALOHA-based probabilistic algorithms. The DFSA algorithm, which dynamically adjusts frame length according to tag count, is selected as the system’s basic anti-collision algorithm. An analysis follows of algorithm performance of tree-based deterministic algorithms.



The tree-based deterministic algorithms (ST, QT, CTT) were simulated and analyzed, with results shown in Figure 9. The throughput of the ST and CTT algorithms decreases as the number of tags increases, while the throughput of the QT algorithm increases. The ST algorithm maintains about 13% throughput, the QT algorithm around 30%, and the CTT algorithm about 50%. Therefore, the CTT algorithm shows the best throughput performance and is selected as the basic anti-collision algorithm for this sensor system. Table 4, summarizes the research gap and corresponding contribution of this work.





4. PRFSCT Algorithm Design


The RFID anti-collision method uses two main algorithms, FSA and the collision tracking tree, each with its own advantages and limitations. In the framed-slotted ALOHA method, a tag within the reader antenna’s effective range randomly selects a slot in the frame to send its response. Figure 10, shows the schematic diagram of the FSA algorithm. A tag can only select a certain slot to react to once each frame. The number of tags and random fallback space are two important factors influencing the algorithm’s speed. The algorithm’s throughput rate is indicated by the average ratio of effective slots to total slots in each frame; the more effective the recognition, the higher the effective communication in each frame [56]. This algorithm is popular in RFID systems because of its simplicity and versatility [57,58]. As the number of tags increases, the probability of collision increases, and “tag starvation” may occur, decreasing system performance [59].



The CTT algorithm, as shown in Figure 11, traverses divides, and recursively processes to find collision tags and solve the collision problem. This technique avoids probabilistic algorithm “label starvation” and boosts system throughput [60]. CTT must detect collision bits and store several tag prefixes to identify each tag. Unfortunately, CTT is sophisticated and requires much hardware [61].



This work offers a Predictive Framed Slotted ALOHA–Collision Tracking Tree method (PRFSCT) to maximize the benefits of these two techniques and thus mitigate their drawbacks. The Section 2 hybrid inorganic salt solution sensing system uses an improved dual-tag-linked RFID-based membrane monitoring system and this composite algorithm. It meets the sensing system’s anti-collision needs and forecasts the next frame’s length based on empty and collision time slots, enhancing its performance. PRFSCT combines frame time slot ALOHA and the multi-branch collision tree. By dynamically adjusting frame length with the Vogt prediction method, resource overhead is reduced, and recognition efficiency is improved. The complete algorithm flow is depicted in Figure 12.



The PRFSCT algorithm is suggested for situations with many coupled dual tags within the reader’s recognition range. Here is an example that illustrates the algorithm workflow better and tells how the tag count reduces with this flow. Assume that the reader can recognize four pairs of dual tags (eight in total): Tag A1 (10101111), Tag A2 (10101110), Tag B1 (1100000), Tag B2 (11000010), Tag C1 (01011101), Tag C2 (01011100), Tag D1 (11001011), and Tag D2 (11001010). Start by running PRFSCT on the tags above. First FSA algorithm stage: The tag randomly selects a time slot to send a data packet to the reader once the reader emits a radio frequency signal within the identification range. The time slots occupied by each tag are shown in Table 5.



Start by running the PRFSCT algorithm on the above tags as follows.



First is the FSA algorithm stage: once the reader emits a radio frequency signal within the identification range, the tag randomly selects a time slot to send a data packet to the reader.



Secondly, Tag A1 and A2 are identified as a pair of connected dual tags, Tag C2 is identified as one, and the remaining tags are unknown due to collision.



Frame length prediction: This is based on three successful, two idle, and two collision time slots. The Vogt prediction algorithm calculates the next frame length from the number of time slots.



Third is the CTT algorithm stage: the CTT algorithm runs for tags in each collision time slot. The binary collision tree technique is used because time slots 5 and 8 have fewer collision tags than the threshold. C1 is recognized by prefix 0, B1 by prefix 11000, D2 by prefix 11001 in Slot 5, and B2 by D1 by prefix 11000 in Slot 7.



Fourth is verifying recognition: all tags are recognized, so the algorithm finishes.



The PRFSCT algorithm utilizes many optimization strategies to improve the efficiency and scalability of RFID systems in situations with numerous tags. The strategies involve the following:




	
Dynamic Frame Length Adjustment: The algorithm modifies the frame length in real time according to collision feedback. It uses the Vogt prediction algorithm to determine the appropriate frame length, hence decreasing idle slots and minimizing overhead. If collisions happen frequently, the frame length is reduced to speed up retries; if collisions are less frequent, the frame length is increased to increase throughput.



	
The approach reduces the number of identified tags by identifying those that belong to related pairings. It employs a tree-based approach to resolve collisions, utilizing collision tree algorithms for efficient tag selection.



	
Tag Selection: At each time interval, the tags randomly allocate their slots according to the initial identification given by the reader. Reduce the possibility of transmission in massive-tag situations to prevent simultaneous transmissions, minimizing collisions and delays.



	
Continuous Feedback Loop: In response to external changes, the algorithm modifies parameters like frame length and collision strategies (such as a binary or quaternary collision tree).








The optimization strategies enable the PRFSCT algorithm to effectively manage tag identification, decreasing collisions, minimizing delays, and ensuring scalability in high-density RFID systems.



PRFSCT Performance Analysis


The PRFSCT, FSA, and CTT algorithms are simulated on MATLAB to verify the algorithm’s performance. The total number of time slots, collision time slots, average delay time, and other parameters of the three are compared, and corresponding conclusions are drawn. The simulation parameter design is shown in Table 6, where tag ID length determines the size of the RFID tag identifier because each tag has a unique ID for transmission and collision handling, and the initial frame length parameter specifies the number of time slots for tag transmission in each frame. The simulation begins with 100 slots, and the Vogt prediction method adjusts the frame length based on collisions during the simulation process. The initial number of labels’ parameter displays the number of initially active tags, which are typically 10; system density and collision risk are determined by the number of tags transmitted. The label step parameters regulate how many tags are added during the simulation procedure. Ten new tags are added to the system in each iteration to simulate tag density and scalability. The simulation’s entire duration (in time slot) allows us to measure collision time, delay, and throughput.



This algorithm dynamically adjusts frame length using the Vogt algorithm unlike DFSA. The DFSA technique can only adjust frame length linearly. In contrast, the Vogt algorithm can quickly approach the ideal frame length when the number of tags and time slots differ substantially, saving overhead. Vogt estimates the remaining tags based on the preceding frame’s tag recognition status. The Vogt algorithm works as follows:



Count the number of successful time slots, collision time slots, empty time slots, and frame length in the previous frame, and calculate the expected value and sum of the three, respectively.


    E   s u c c   = n ×     1 −    1     L   0          n − 1    



(3)






    E   c o l l   =   L   0   ×     1 −    1     L   0          n    



(4)






    E   i d e l   =   L   0   −   E   s u c c   −   E   c o l l    



(5)




where in (3),     E   s u c c     denotes the expected value of successful time slots; in Equation (4),     E   coll       denotes the expected value of collision time slots; and in Equation (5),     E   i d e l     denotes the idel time slots,     L   0     denotes frame length, and   n   denotes the number of labels.



Calculate the minimum spatial distance between the statistical value and the expected value     D   min    ;


    D   min   =     min   n ∈     N   succ    + 2    N   coll    , 2    N   succ    + 4    N   coll        ⁡         E   succ   −   N   succ       2   +       E   coll   −   N   coll       2   +       E   idel   −   N   idel       2       



(6)







In Equation (6),     N   coll     denotes collision slots,     N   idel     denotes empty slots, and     N   succ     denotes successful time slots. When the number of labels    n    is in the range of     E   coll     within     E   idel    , the     E   succ     constraint interval is given by       N   succ   + 2   N   coll   , 2   N   succ   + 4   N   coll      .



Estimate the length of the next frame based on the empirical formula     L   1    :


    L   1   = K ×     D   min   + 2   N   succ   +   N   coll   − 1    



(7)







K is the proportionality coefficient, usually 1 to 1.5. The technique first counts the number of successful, collision, and empty slots in a frame and calculates their predicted values. Finally, these two groups of numbers are turned into vectors, and the minimal spatial distance of these vectors determines the number of remaining tags.



DFSA and Vogt algorithm simulations are shown in Figure 13; simulation analysis shows that as the number of tags increases, DFSA and Vogt estimation algorithms require roughly the same number of time slots to identify all tags. Still, Vogt estimation requires fewer collision frame time slots, and the difference between the two increases with the number of tags.



Since the Vogt estimation technique better adjusts dynamic frame time slots, this approach uses it to determine frame length.



The overall performances of PRFSCT, FSA, and CTT algorithms were simulated on MATLAB and compared for total time slots, collision time slots, and average delay time to determine the composite algorithm’s performance. A simulation analysis of the three algorithms is shown in Figure 14. Simulation results show that the PRFSCT, FSA, and CTT algorithms have more time slots and collisions as the number of tags increases. The PRFSCT algorithm grows the slowest. When the number of tags to identify is the same, the PRFSCT method needs the fewest time slots. When identifying more than 200 tags, the PRFSCT method has the fewest collisions.



Figure 15 shows the delay time simulation of these three algorithms. The simulation results show that the average delay times of the PRFSCT, FSA, and CTT algorithms grow with tag count. The PRFSCT and FSA algorithms increase slowly with the number of tags, and their growth rates are similar and slow, while the CTT algorithm increases rapidly. The PRFSCT algorithm proposed in this paper outperforms the FSA and CTT algorithms regarding total time slots, collision time slots, and average delay time, making it suitable for the dual-tag-coupling system as an anti-collision algorithm.





5. Experimental Verification


5.1. PRFSCT Algorithm Verification


To verify the improvement of the anti-collision performance of the tag by the PRFSCT algorithm, this experiment adopts the control variable method by changing the number of tags or the anti-collision strategy adopted and counting the number of dual-coupled tags read by the reader per unit of time. In unit time, the more dual-coupled tags are read, the smaller the difference in the number of reads between dual-coupled tags, indicating that the anti-collision performance of the algorithm is better. At the same time, obtaining the information carried by the tag can verify whether the anti-collision algorithm will impact the valid information. The parameter settings of the reader in this experiment are shown in Table 7. Table 8 shows the corresponding numbers selected for the dual-coupling tag.



This experiment calculates and compares the changes in the matching capacitance of the tags before and after the anti-collision strategy, as shown in Table 9, to verify its impact on the capacitance reading results.





 





Table 9. Capacitance values of coupling tags using anti-collision and without anti-collision strategy.






Table 9. Capacitance values of coupling tags using anti-collision and without anti-collision strategy.





	
Numbers of Tags

	
With Anti-Collision Strategy

	
Without Anti-Collision Strategy




	
Capacitance

	
Capacitance






	
2

	
3.1361

	
2.1342




	
4

	
2.1347

	
2.1322




	
6

	
2.1318

	
2.1316




	
8

	
2.1341

	
2.1321




	
10

	
2.1322

	
2.1314









Figure 16 shows that whether the anti-collision approach is used or not, the tag capacitance value is steady between 2.131 and 2.136, and the inaccuracy is acceptable. The sensor system’s capacitance measurement is unaffected by the anti-collision approach. This sensor system can use PRFSCT for anti-collision processing.



Test the PRFSCT algorithm in this system. Analysis of the collision mechanism shows that the reader reads tags at a predetermined pace. When tags collide, the reader discards the superimposed, indistinguishable tag signals, resulting in a statistically significant decrease in tag readings per unit time. Therefore, the number of times tags are read per unit time can indirectly indicate if and how often they clash.



In this verification, with other conditions fixed, the number of dual-coupled tags to be identified (2, 4, 6, 8, 10; the placement of tags and readers is shown in Figure 17) or the anti-collision strategy (PRFSCT algorithm or no anti-collision algorithm) is changed, and the average number of times the reader reads the tag per unit time is counted in Table 10 and Table 11. The results are shown in Figure 18.



Figure 18 shows that under the same anti-collision technique, the average number of tags read per unit time falls with an increasing number of tags, with the front tag being read more often than the rear tag. When there are the same number of tags, the anti-collision algorithm reduces tag readings per unit time, and the front tag is successfully identified more than the back tag.



Calculate the Euclidean distance   d   and standard deviation   σ   of the data as shown in Table 10 and Table 11 to measure the difference in the number of times the front and rear tags are read under different conditions, the difference between different anti-collision algorithms, and the similarity and fluctuation between various data. The results are shown in Table 12.



The Euclidean distance d is the distance between two vectors in N-dimensional space, which measures the similarity between vectors. The Euclidean distance d can be calculated using Formula (6).


  d =    ∑   i = 1    n          x   i   −   y   i       2       



(8)







In Formula (8),     x   i     and     y   i     are the elements of the nth dimension in the N-dimensional vector   i  . The standard deviation measures the degree of statistical distribution, which measures the degree of the dispersion of a data set. The standard deviation σ can be calculated using Formula (7).


   σ =        ∑   i = 1    n          x   i   − μ     2       n      



(9)







In Formula (9),     x   i     is the ith element in the data set;   μ   in the data is the population mean. In this experiment, the smaller the Euclidean distance is, the closer the number of times the tags are read per unit time is, and the stronger the algorithm’s adaptability to changes in the number of dynamic tags is. The smaller the standard deviation, the smaller the change in the number of times the previous and next tags are read per unit time, and the better the algorithm’s stability. According to observation and analysis, we can say that



	
The system processes tag answers slower when using the anti-collision technique. The space between the two diminishes as the number of tags to be read increases, demonstrating that this method affects tag anti-collision.



	
As the number of tags to be read increases, the anti-collision strategy’s Euclidean distance is smaller than the non-anti-collision strategy’s, suggesting superior adaptability to tag dynamics.



	
The anti-collision technique has a lower standard deviation than the non-anti-collision strategy as the number of tags read grows.







5.2. Impact of Space in Collision Avoidance


The experiment showed that the tag can capture the reader’s RF signal reflected by obstacles and return the modulated signal to the reader for recognition. The cause of this phenomenon is examined in this section, along with reflection experiments. First, analyze the phenomenon. RFID uses electromagnetic waves to communicate. These electromagnetic waves encounter barriers during propagation, causing multipath effect reflection, refraction, and diffraction. An impediment like a metal surface, wall, or ground reflects a radio frequency signal. The tag can capture and manipulate reflected signals that the direct path cannot reach. The radio frequency signal will diffract and change direction when it hits an obstruction’s edge or gap, allowing it to avoid the impediment and be caught by the tag. RF transmissions often travel many paths to reach their destination. Even with the direct channel blocked, the reflected or diffraction path can send the signal to the tag and reader. Multipath propagation enhances the likelihood of the reader or tag capturing the signal, allowing communication in complicated situations. The multipath effect can boost or attenuate signals, although it usually increases tag read rates. Multipath propagation sends electromagnetic wave signals through different paths and requires different times, so this feature can be used to send query signals to the tag at the same time and have the tag-modulated signals return to the reader at different times, achieving the anti-collision function.



Experimental Process


In this experimental process, two sets of dual-coupled tags, obstacles, and readers were put in three ways in this experiment (Figure 3a–c). The first group of tags in the second placement method is almost out of the reader’s recognition range, so there is no collision problem; the two groups of tags in the third placement method have roughly the same distance from the reader, so there is a collision problem; in the first placement method, the multipath effect changes the distance from group B tags to the reader, so there may be a collision problem.



According to different placement positions, the number of times the reader reads the tag in a unit time under various conditions can be obtained, as shown in Table 13. Analysis of experiment results: Placement method 1′s two tag groups had similar recognition rates and tag reading rates to placement method 2. Front and back tag reading rates in installation technique 3 varied greatly. This illustrates that placement method 3 has tag collision, while placement methods 1 and 2 do not. By altering tag placement, the difference in tag distance can be exploited to prevent collisions. This approach uses TDMA to avoid collisions. This approach exploits the propagation distance difference in the RF signal to avoid collisions, unlike the algorithm that processes the tag response at the receiving end.





5.3. Tag Anti-Collision Model Based on Distance Difference


This section presents a distance-based tag anti-collision model that uses tag propagation distances to reach the reader. First, the working environment of the RFID system is modeled: suppose the reader is located at (0, 0), and there are tags   (   x   k   ,   y   k   )   in the reader recognition range, and their positions are, respectively, located at   K   and   k = 1,2 , … … , K  . There is also an obstacle that can fully reflect the electromagnetic signal, and its position is located at   (   x   0   ,   y   0   )  . Among   K   tags,   M   tags communicate with the reader through direct radiation, and the direct radiation communication distance is     d   m    ,   N   tags communicate with the reader through reflection, and the reflection communication distance is     D   n    :


    d   m   =      x   k     2   +     y   k     2     



(10)






    D   n   =        x   k      -      x   0       2   +       y   k      -      y   0       2    +      x   0     2   +     y   0     2     



(11)







The tag anti-collision model based on distance enhances RFID communication by reducing tag collisions through the evaluation of both direct and reflected signal channels. Each tag sends a message to the reader either directly or by reflection from an obstacle. The model computes the communication distances—    d   m     for direct signals and     D   n     for reflected signals—according to the tag’s position and the obstacle’s location. Assume that the   k  th signal sent by the tag is     s   k   ( t )  , and the received signal    y ( t )    is the superposition of all tag signals:


  y   t    =    ∑   m = 1    M        h   m     s   m      t    -   τ    m , direct          +   ∑   n = 1    N        h   n     s   n      t    -   τ    n , reflect           + N    t    



(12)







Among them,     h   m     is the direct path loss,     h   n     is the reflected path loss,   N   t     is the noise,     τ    m , direct        is the direct propagation time,     τ    n , reflect        is the reflected propagation time, and   c   is the speed of light.


    τ    m , direct     =       d   m     c     



(13)






    τ    n , reflect     =       D   n     c     



(14)







At the receiving end, the reception time difference between the two tags should be as long as possible to ensure that tags do not collide as much as possible. At the same time, to ensure the quality of the received signal, it is necessary to ensure that when receiving a certain signal, the power of the remaining tag signals is as small as possible. Therefore, the problem can be transformed into solving the following optimization problems.


          max  ⁡     ∑   k = 1    K              h   k     s   k     0       2         y   τ       2   +   σ   2                  max  ⁡     ∑   k = 1     K - 1          τ    k + 1       -      τ   k                



(15)







Among them,     h   k     represents the   k  th direct or reflected loss of the tag;     τ   k     represents   k  , the direct propagation time or reflected propagation time of the tag; and     σ   2     represents the noise power. By changing the position of obstacles and tags, the direction of the reader antenna, etc., the value of Equation (14) can be maximized, and the distance difference between tags can be used to implement the anti-collision strategy. The model differentiates between direct and reflected signals, enhancing clarity and minimizing interference from overlapping tag signals. This division enhances the system’s capacity to recognize and control signals from a massive number of tags on its own. Additionally, the approach minimizes collisions and improves communication reliability by optimizing the time difference in tag signal reception. The optimization problem defined in Equation (15) seeks to mitigate the influence of residual signals through the regulation of reception times and signal intensity, hence enhancing performance in practical RFID implementations.



Through improved communication and increased system efficiency, this model significantly reduced tag collision rates in experiments.





6. Conclusions


In this paper, the PRFSCT algorithm is created to overcome the tag collision problem in dual-coupled RFID-based membrane contamination monitoring systems. The proposed approach combines probabilistic anti-collision algorithms based on ALOHA with tree-based deterministic anti-collision algorithms and the Vogt prediction algorithm for frame length and tree branch number modifications under real-time settings. This strategy effectively reduces collision rates and delays, hence significantly improving system performance. According to simulation results, the PRFSCT algorithm outperforms compared to the established ALOHA-based deterministic and multi-branch collision tree algorithms in terms of time slot utilization, collision rate, and delay. In addition to that, the method has been shown to be reliable and stable in hardware testing and software simulation, and it has been shown to be useful in real-world scenarios, including hybrid sensing scenarios. This proposed strategy may improve the efficiency of RFID devices in areas where massive tags are closely spaced, like industries using massive RFID tag environments that can employ the PRFSCT algorithm. It speeds up inventory tracking by reducing tag collisions and improving logistics and warehouse management throughput. Intelligent manufacturing optimizes machine communication for real-time data exchange. The system enhances hospital asset and patient tracking and remote wildlife and asset tracking in environmental monitoring. In the future, researchers may attempt to improve the approach so that it may be utilized in larger deployments and other sensor-based networks with frequent collisions.
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Figure 1. Integration of RFID-based membrane water purification system; (a) large-scale industrial membrane filtration setup; (b) RFID tags affixed to membrane housings. 
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Figure 2. Block diagram of wireless sensing system. 
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Figure 3. Collision model: (a) reader and tag collision model; (b) multi-reader collision model; (c) multi-label collision model. 
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Figure 4. Schematic diagram of pure ALOHA algorithm collision. 
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Figure 5. Schematic diagram of Slotted ALOHA algorithm collision. 
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Figure 6. Schematic diagram of dynamic framed slotted ALOHA algorithm collision. 
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Figure 7. QT algorithm collision diagram. 
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Figure 8. Comparison of ALOHA algorithm throughput and collision rate: (a) throughput rate curve; (b) collision rate curve. 
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Figure 9. Tree algorithm throughput comparison. 
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Figure 10. Schematic diagram of Framed Slotted ALOHA algorithm collision. 
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Figure 11. CTT algorithm collision diagram. 
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Figure 12. PRFSCT algorithm flow chart. 
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Figure 13. Simulation comparison of DFSA and Vogt algorithms: (a) number of collision time slots; (b) total number of time slots. 






Figure 13. Simulation comparison of DFSA and Vogt algorithms: (a) number of collision time slots; (b) total number of time slots.



[image: Electronics 14 00787 g013]







[image: Electronics 14 00787 g014] 





Figure 14. Algorithm time slot number simulation: (a) total number of time slots; (b) number of collision time slots. 
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Figure 15. Algorithms’ delay simulation. 
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Figure 16. Matching capacitance change statistics. 
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Figure 17. Placement of tags and readers: (a) 2 tags; (b) 4 tags; (c) 6 tags; (d) 8 tags; (e) 10 tags. 
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Figure 18. Statistics of average tag reading times. 
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Table 1. Performance Comparison of Anti-Collision Protocols for ALOHA Class Tags.
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Protocol

	
Tag Requirement

	
Advantages

	
Disadvantages

	
Efficiency

	
Complexity






	
PA

[7,37]

	
Timer

	
Tags can transmit information at any time

	
High probability of collision and partial collision issues

	
18.4%

	
Low
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High




	
SA

[3,30]

	
Random number generators, timers, synchronization circuits

	
Eliminates some collision issues

	
Repeated conflicts are serious

	
36.8%




	
FSA

[34]

	
Reduces duplicate conflicts

	
Prone to a large number of idle or conflicting slots

	
36.8%




	
DFSA

[38,39]

	
Effectively saves time slots

	
The requirements for readers are relatively high

	
42.6%











 





Table 2. Comparison of ST, QT, and CTT Anti-Collision Protocols.
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	Protocol
	Tag Requirement
	Advantages
	Disadvantages





	ST

[41]
	Random number generators, synchronous circuits, counters that store static information
	Reduces collision and idle slots
	Adaptability to dynamic changes in tags is weak



	QT

[3,30]
	Prefix matching circuit
	Quick and efficient
	Not suitable for a large number of tags



	CTT

[47]
	Manchester encoding, precise response timing
	Faster identification
	Higher tag complexity










 





Table 3. Basic algorithm simulation parameter setting.






Table 3. Basic algorithm simulation parameter setting.





	Parameter
	Values





	Tag ID length
	10 bits



	Initial frame length
	100



	Initial number of labels
	10



	Label step
	10



	Simulation time
	500










 





Table 4. Research Gap and Contributions.






Table 4. Research Gap and Contributions.





	Identified Challenges
	Existing Solutions
	Innovation and Contribution





	Tag Collisions in High-Density RFID Systems [48]
	FSA and other collision avoidance algorithms manage collisions but scale poorly with tag density.
	The PRFSCT algorithm dynamically adjusts frame lengths and uses multi-branch tree processes to handle larger tag density, improving ALOHA techniques.



	Collision Prediction and Slot Allocation [49]
	Previous systems like Slotted ALOHA did not adapt frame size to traffic or environmental considerations, resulting in slot inefficiency.
	This work improves slot utilization and reduces collisions by introducing dynamic frame length adjustment based on predicted tag activity.



	Efficiency in RFID System Performance [50,51]
	Previous studies concentrated on theoretical evaluations without hardware validation, restricting algorithm application.
	The PRFSCT method outperforms other algorithms in stability and adaptability under different tag density.



	Throughput and Delay Reduction in RFID Systems [52]
	There was little RFID system delay and throughput work because collision reduction was the main focus.
	This study improves system performance by reducing collisions, and delays, and increases throughput.



	Real-Time Tag Handling [53]
	Most RFID systems struggle with tags in dynamic situations.
	The research presents a collision-aware tag reading algorithm for real-time performance in dynamic environments.



	Tag Identification in Complex RFID Networks [54]
	The scalability and effectiveness of anti-collision algorithms remain a challenge in large, dense RFID networks.
	The PRFSCT algorithm’s scaling and high-density network handling offer a revolutionary tag identification solution in complex situations.



	Broad Anti-Collision Protocol [55]
	Large RFID systems cannot use most anti-collision methods due to their complexity or inefficiency.
	A new broad RFID tag anti-collision algorithm for industrial applications improves performance and simplifies.










 





Table 5. Tag time slot selection diagram.






Table 5. Tag time slot selection diagram.





	Time Slots
	Tags
	Tags’ ID (Binary)





	Slot 1
	Tag A1
	10101111



	Slot 2
	Tag C2
	01011100



	Slot 3
	-------
	-------



	Slot 4
	-------
	-------



	Slot 5
	Tag B1   Tag C1   Tag D2
	11000010   01011101   11001010



	Slot 6
	Tag A2
	10101110



	Slot 7
	Tag B2   Tag D1
	11000010   11001011










 





Table 6. Composite algorithm simulation parameter settings.






Table 6. Composite algorithm simulation parameter settings.





	Parameter
	Values





	Tag ID length
	14 bits



	Initial frame length
	100



	Initial number of labels
	10



	Label step
	10



	Simulation time
	1000










 





Table 7. Reader parameter settings.






Table 7. Reader parameter settings.





	Parameters
	Values





	Working frequency band
	UHF



	Operating frequency
	927.4 MHz



	Power
	14 mW



	Baud rate
	57,600 bps



	Tag query interval
	100 ms










 





Table 8. Dual-coupling-tag numbers.






Table 8. Dual-coupling-tag numbers.





	Dual-Coupling Tags
	Serial Numbers





	Group 1
	154, 155



	Group 2
	157, 159



	Group 3
	160, 162



	Group 4
	163, 164



	Group 5
	024, 027










 





Table 10. The number of times each tag is read per unit time after the anti-collision strategy is adopted.
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	Group 1
	Group 2
	Group 3
	Group 4
	Group 5





	154   155
	157   159
	163   164
	160   162
	027   024



	210   210
	
	
	
	



	186   184
	152   144
	
	
	



	163   152
	129   122
	116   111
	
	



	152   136
	128   115
	122   119
	139   132
	



	144   121
	136   134
	131   117
	141   111
	138   126










 





Table 11. The number of times each tag is read per unit time without anti-collision strategy being adopted.






Table 11. The number of times each tag is read per unit time without anti-collision strategy being adopted.












	Group 1
	Group 2
	Group 3
	Group 4
	Group 5





	154   155
	157   159
	163   164
	160   162
	027   024



	267   259
	
	
	
	



	254   185
	258   142
	
	
	



	237   176
	192   167
	106   64
	
	



	217   157
	91   63
	131   110
	205   190
	



	193   172
	128   102
	146   129
	96   61
	199   191










 





Table 12. Euclidean distance and standard deviation parameter calculation.






Table 12. Euclidean distance and standard deviation parameter calculation.





	
With Anti-Collision Strategy

	
Without Anti-Collision Strategy




	
Euclidean Distance

	
Standard Deviation

	
Euclidean Distance

	
Standard Deviation






	
21.0079

	
5.9798

	
108.8994

	
32.4436











 





Table 13. Statistics of tag reading times under different placement methods.






Table 13. Statistics of tag reading times under different placement methods.





	
Tag Group

	
Double Coupling

	
Placement Method 1

	
Placement Method 2

	
Placement Method 3






	
Group B

	
Front Label

	
234

	
6

	
254




	
Back Label

	
230

	
0

	
185




	
Group A

	
Front Label

	
259

	
213

	
258




	
Back Label

	
237

	
220

	
142
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