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Abstract: We propose and implement a software-defined network architecture that inte-
grates the QKD SDN Controller within the QKD node, enabling it to use quantum keys to
secure its communication with SDN agents while optimizing QKD-keys consumption. ©
2023 The Author(s)

1. Introduction

In recent years, quantum key distribution (QKD) has emerged as a robust technology for enabling quantum-safe
data communications with information-theoretic security [1]. It is becoming increasingly important to consider
such quantum-safe communication solutions as advances in quantum computing edge closer to the prospect of
eavesdroppers having sufficient computational power to break the computational hardness assumptions of classical
public key cryptography. Various demonstrations have already shown how QKD can be integrated into existing
optical networks through multiplexing. However, the problem of how QKD integrates with the management layer
of existing networks remains understudied, yet, it is vitally important to ensure the acceptance of QKD into
practical telecom networks as well as augment quantum networks through advanced management functionality.

There is currently a trend in telecom networks towards more dynamic, reconfigurable connectivity, controlled
by software, rather than relying on fixed connections. The software-defined networking (SDN) approach is an
important part of this, introducing clean abstraction of the control and data planes. This brings significant benefits,
including more efficient resource utilization and simplified centralized management.

While a number of works have demonstrated proof-of-concept SDN QKD networks [2–6], including in-field
deployments [5, 6], the optimal architecture for leveraging and interfacing SDN functionality with off-the-shelf
QKD systems remains an open question. Initial SDN QKD studies focused on bespoke implementations of inter-
faces, such as custom RESTful APIs or extending the OpenFlow SDN protocol [3]. Since then, various standards
have been developed for QKD, including a RESTful API for key delivery (ETSI GS QKD 014 [7]) and YANG
models for QKD nodes in SDN networks (ETSI GS QKD 015 [8]).

Building upon recent standards, we architect a flexible and secure SDN-enabled QKD node design which is
compatible with typical QKD technology using standardized interfaces and discuss how SDN can include QKD
modules, key management system and transport-layer control and monitoring. Using this design, we demonstrate
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Fig. 1. QKD network architecture. All nodes can host multiple QKD devices and generate and serve
keys to applications (e.g., encryptors). Additionally, all SDN-enabled nodes host SDN agents and
potentially QKD SDN controllers (left). A classical SDN Controller establishes and manages the
optical paths between the various nodes.
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a 4-node SDN quantum network including multiple QKD links and reconfigurable optical switching, enabling
automated failover protection and a scalable, dynamic design for future quantum-secured telecom networks.

2. Architecture Overview

Although many published works point out that QKD keys may (or should) be used to secure the communication
between SDN controllers and SDN agents, how to do it remains an open question. Our solution is two-fold: first,
we describe how to implement the QKD SDN controllers and agents within the QKD node, and then we describe
how to optimize QKD keys utilization to avoid key material starvation.

Fig. 1 shows a many-nodes QKD network, highlighting two types of QKD nodes. On the left is a QKD node with
a controller, and on the right is a node without it. The main idea is to implement both the controllers and agents
as Secure Application Entities (SAE). According to ETSI GS QKD 014 [7], an SAE is an entity that requests one
or more keys from a node’s Key Management Entity (i.e., Key Management System - KMS, in our architecture).
In practice, any security rules and procedures enforced to encryptors must also be followed by the controllers and
agents. For instance, all secure applications are given X.509 Certificates to make themselves identifiable by the
KMS. All communication between controllers and agents and the node’s KMS is made over HTTP/2.0 using a
TLS 1.2/1.3 channel.

With access to keys, those keys can be used to encrypt the controller-related messages exchanged between
agents and controllers. We suggest that this communication be performed using either NETCONF or RESTCONF
protocols, relying on standards for increased compatibility. This work uses a combination of NETCONF and ETSI
GS QKD 015 [8] YANG models. By default, NETCONF messages are encoded using XML. Due to the notorious
verbosity of XML, if all the contents of the messages are encrypted, precious key material may be unnecessarily
wasted. With this in mind, we designed our agents and controllers to encrypt specific fields of the XML data
instead of the whole message. There are different encryption levels, and users can choose between them. As cipher
options, it is possible to use one or both One-Time-Pad (OTP) and Advanced Encryption Standard (AES). Fig. 2
shows examples of how the partial encryption schemes work on a short XML message sent during a NETCONF
operation to delete a QKD link. For a UTF-8 encoded string with 349 characters (i.e., one Byte per character), it
would be necessary to use 3048 bits of key material to one-time-pad the whole message and then apply AES-256,
Fig. 2a). Fig. 2b) shows the partially encrypted message when encrypting only the data, disregarding the XML
tags. Finally, c) shows an intermediary approach in which the tags (and data) qkdn id and qkd links are encrypted.

 

<?xml version='1.0' encoding='utf-8'?>
<nc:config xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">

<qkd_node xmlns="urn:etsi:qkd:yang:etsi-qkd-node">
<qkdn_id>70541ba0-2222-4000-2222-0000070541ba</qkdn_id>
<qkd_links>

<qkd_link nc:operation="delete">
<qkdl_id>a11ce215-1111-4000-1111-000000b0b215</qkdl_id>

</qkd_link>
</qkd_links>

</qkd_node>
</nc:config>

<?xml version='1.0' encoding='utf-8'?>
<nc:config xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">

<qkd_node xmlns="urn:etsi:qkd:yang:etsi-qkd-node">
<key_id>b763970e-3e71-11ed-9438-00505697bb64</key_id>     
<qkdn_id>QFi/wUNHzyER5QI1461L3wr7mKcLvSXBxLpa+v0x1

HZy90q5vit8PNhvOMB5COu2</qkdn_id>
<qkd_links>

<qkd_link nc:operation="delete">       
<qkdl_id>zvl3M9gqN9ssulqJZv4g8egzZ+nslM6RCJ07uGLKQ

Kl0n9wiWLelAQPdpTEsXcGy</qkdl_id>
</qkd_link>

</qkd_links>
</qkd_node>

</nc:config>

<?xml version='1.0' encoding='utf-8'?>
<nc:config xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">

<qkd_node xmlns="urn:etsi:qkd:yang:etsi-qkd-node">
<key_id>b763970e-3e71-11ed-9438-00505697bb64</key_id>       
<protected>1J2BziVWlOVX/VHoO1VPudY5afVjlHbmdQJXKNyj

oCDtwCStL+bsmC18yloLFOvxmEmyUYU43UC/N9AmNudUkV 
MHx16aXZRLxXdTO74fl9hzmBPMMGGLvYukyxsLhoBzW0LQa
hqZaEA1rtYkL9wQVz4AQjoA1ujpJxVXDTNNVFjNpE8rxXAITBd
apOAGTNEdBf917vwf6/awqYM1fxR2GX12T0F7yPEC9Pp15W
iKvpT8/GXJE+mG1PY8EGchzgid38juQ9qXkxRN35znGjzmCeyk
F5PjbwVX+PonIZMKKH19Q/sjZVwOBG3 +JRsrB8P8VTrVmw0
EbhnhIbURyyy+6XujJLWVjjA1hQYvkisSSTU+Szi9qq7+71CVJLZ
zXIgQ qzVrVPg1xaQMcK0+cRhkdZGIRIQ/QRtbGOQQmOXNA
==</protected>

</qkd_node>
</nc:config>

Key material if encrypting 
the whole message: 3048 bits

Breakdown:
- OTP: 2792 bits (349 chars*) 
- AES: 256 bits

Key material used:
1664 bits (-45.4%)

Breakdown:
OTP: 1408 bits (176 chars*) 
AES: 256 bits

*1 Byte / character UTF-8

Key material used:
832 bits (-72.7%)

Breakdown:
- OTP: 576 bits (72 chars*) 
- AES: 256 bits

New field with key_id

a)

b)

c)

Fig. 2. a) XML containing a delete QKD link operation sent from the controller to a node via
NETCONF. b) Same XML encrypting only the data inside the tags. c) Encryption of tags and data.
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Fig. 3. Monitoring data acquired by the SDN Controller during 24 hours of operation. The secret
bit rate (SBR) and quantum bit error rate (QBER) showed in purple and teal colors, respectively. a)
shows the two switching operations performed back and forth from links L1 and L5. Due to L5’s
higher losses, a reduction in SBR is perceived. b) monitored data of links L2, L3 and L4.

This approach to partially encrypt the contents of the XML messages rewards massive savings in key material
usage, which can be critical in extreme long-distance links with low key rate generation.

3. Testbed Description and Results

To demonstrate the feasibility of our architecture, we deployed a 4-node SDN quantum network with multiple
QKD links. Each node includes a controllable optical switch, a pair of QKD devices, and multiple servers for
the QKD software, Key Management System, and SDN agents. The SDN Controller resides in node N1. The
topology is shown as an inset in Fig. 3. When the network was operational, we tested automatic recovery from a
link outage, which, for example, made link L1 unavailable. In this case, our SDN controller switched the existing
link to a new set of fibers (link L5) to enable continuous QKD key generation despite the link L1 outage. Fig. 3
shows 24 hours of operational data, including the eight hours while L1 was unavailable. During the first eight
hours of operation, the four pairs of QKD devices ran over links L1 to L4, with losses of ≈4.5 dB each. Then, the
classical SDN controller issued a command to switch the connection between N1 and N2 from link L1 to a lossier
link L5 (≈9.5 dB), resulting in an expected decrease in key material generation rate. After another eight hours, the
network is reverted to the initial configuration. These results are shown in Fig. 3a), whereas b) shows monitored
QBER and SBR of links L2, L3, and L4.

4. Conclusion

We architect a flexible and secure SDN-enabled QKD node design compatible with typical QKD technology using
standardized interfaces and discuss how SDN can include QKD modules, key management system, and transport-
layer control and monitoring. We also propose partial data encryption and potential QKD key material savings.
Finally, we demonstrate a 4-node SDN quantum network using this design, including multiple QKD links and
optical switches. Further analysis of the network monitoring clearly shows the SDN controller acting upon the
QKD network, paving the way to reconfigurable and scalable, quantum-safe networks.
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