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Abstract—Hardware Trojans (HTs) pose a significant threat
to the modern and pending integrated circuit (IC). Due to the
diversity of HTs and intrinsic process variation (PV) in IC design,
detecting and locating HTs is challenging. Several approaches
have been proposed to address the problem, but they are either
incapable of detecting various types of HTs or unable to handle
very large circuits. We have developed a scalable HT detection
and diagnosis approach that uses segmentation and gate level
characterization (GLC). We ensure the detection of arbitrary
malicious circuitry by measuring the overall leakage current for
a set of different input vectors. In order to address the scalability
issue, we employ a segmentation method that divides the large
circuit into small sub-circuits using input vector selection. We
develop a segment selection model in terms of properties of seg-
ments and their effects on GLC accuracy. The model parameters
are calibrated by sampled data from the GLC process. Based on
the selected segments we are able to detect and diagnose HTs by
tracing gate level leakage power. We evaluate our approach on
several ISCAS85/ISCAS89/ITC99 benchmarks. The simulation
results show that our approach is capable of detecting and diag-
nosing HTs accurately on large circuits.

Index Terms—Gate-level characterization (GLC), hardware
Trojans (HTs), scalability, segmentation, thermal conditioning.

I. INTRODUCTION

H ARDWARE TROJANs (HTs) [2] are malicious hardware
components embedded by adversaries in order to make

the IC design malfunction or leak confidential information. Re-
cently, HT attacks have drawn a great deal of attention in the
hardware security community. The goal of HT diagnosis is to
detect and locate the malicious HTs on the target circuit, so that
they can be either masked or removed from the hardware. One
of the ramifications of the current horizontal IC manufacturing
model is that it is difficult to detect HTs during the manufac-
turing process, because anyone who realizes the circuit has com-
plete access to the hardware and may conduct malicious modi-
fications. Therefore, it is necessary and important to detect and
diagnose HTs after manufacturing.

Among all the HT detection and diagnosis approaches, side
channel analysis has been widely adopted because of its low in-
strumentation cost [3]–[7]. Side channel analysis detects HTs by
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observing the variations in IC manifestational properties such as
delay, leakage power, and switching power. Since the presence
of HTs would make at least one of the properties (e.g., leakage
power) vary from its nominal specification, HTs are detectable
by monitoring the delay/power characteristics of the circuit. In
modern and pending technologies, process variation (PV) [8]
is inevitable due to the nature of the IC manufacturing process.
Although PV can be used to facilitate a variety of IC security ap-
plications, such as physically unclonable functions (PUFs) and
true random number generators [9], it complicates the HT de-
tection scheme, since any HT impacts can be easily explained
as consequences of PV.

A number of recently published papers [9]–[14] proposed
gate level characterization (GLC) approaches to capture HTs
by tracing the side channels at gate level under the presence
of PV. The existing approaches formulate a system of equa-
tions in terms of the gate level properties and the overall delay/
power measurements. The presence of HTs results in inconsis-
tent gate-level properties that are obtained from the solution of
a system of equations. Nevertheless, there are two unsolved is-
sues that may cause the failure of HT detection. First, in the
system of equations, it usually happens that a large group of
gates (variables) are correlated with each other in the sense that
they have collinear coefficients due to the same gate type and
same switching activities. Second, in modern IC design, espe-
cially with the fast development of deep submicron technolo-
gies, the transistor density keeps increasing, and it is common
that a single IC has millions of gates. The huge number of gates
results in large equations that require long running times.

We have developed a new approach for HT detection and di-
agnosis that employs a divide-and-conquer paradigm. The key
idea is to divide the large circuit into small sub-circuits by using
input vector control, so that the segmented circuits have desir-
able properties (e.g., small number of gates) for obtaining ac-
curate HT detection results. We develop a segment selection
model in terms of the properties of segments (e.g., controlla-
bility ratio and correlation ratio) and their impacts on the GLC
accuracy. The model parameters are calculated based on the
GLC accuracy results. We further introduce a test point insertion
scheme to deal with possible large segments after the segmen-
tation process. Next, we augment the capability of the segmen-
tation approach using thermal conditioning-based GLC, which
eliminates the collinear correlation problem by changing the
thermal properties of the circuit and altering the coefficients in
front of the scaling factors in the system of equations. Based on
the segmentation approach we are able to obtain accurate GLC
results and diagnose HTs correctly on large circuits by tracing
gate level leakage power. The main contributions of this paper
include the following:

• a segmentation technique that solves the scalability issue
in IC characterization and HT diagnosis;
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• a segment selection model to select segments with desir-
able properties from a large IC;

• a test point insertion scheme to further split a large segment
into smaller subparts;

• a systematic way of conducting HT detection and diagnosis
using segmented GLC and constraint manipulation.

II. RELATED WORK

Recently a number of approaches have been proposed for
HT detection. Physical inspection [15] is a physical approach
which scans the surface of an IC repeatedly in order to find
the abnormal components. Many scanning techniques and vi-
sual inspection methods have been applied to scan the circuitry,
but the downside of this approach is that it is too expensive to
implement and thus not suitable for large scale HT detection.
Functional testing [16] simulates the input vectors on the cir-
cuit and monitors the outputs to see if they match the expected
patterns. This approach is easy to implement but it cannot de-
tect the parametric Trojans that modify the characteristics of
the original circuit but do not necessarily impact the function-
ality. Built-in-self-test (BIST) techniques [17] add additional
circuitry to the target IC to monitor the abnormal signals, which
are originally designed to detect manufacturing errors but are
also applicable to HT diagnosis. BIST could detect the HT in-
ternally and thus give accurate results, but it requires extra cir-
cuitries for each specific design, which greatly increases the cost
of the IC design.

In order to address the above shortcomings, gate level charac-
terization [10], [13] was proposed for HT detection. The basic
idea is to observe the circuit externally by characterizing the
power/delay characteristics of all the gates. If HTs exist, their
behaviors can be observed because they would add additional
power consumption or delay to the original circuit. The basic
assumption for using gate level tracing is that an accurate GLC
is available for the circuit. However, due to the existence of PV,
this goal is difficult to achieve, since it is hard to differentiate
the variations of power caused by PV and caused by HTs.

GLC under the impact of PV is an attractive HT detection
paradigm. The basic approaches that have been proposed [10],
[12], [18], [19] characterize the physical properties of each gate
by measuring the overall manifestational properties of the en-
tire IC. A system of linear equations is obtained from multiple
measurements based on the abstraction of PV scaling factors. A
linear programming approach can be used to solve the system
of linear equations and to obtain the characterization results.
The current GLC approaches are able to obtain accurate results
even if there are relatively large measurement errors, because
they consider minimizing a norm of the measurement errors in
the objective function so that the calculated measurement errors
are close to the actual errors, and thus the characterized scaling
factors are close to their actual values. However, what has not
been considered in the current approaches is the scalability issue
arising from the fact that there are a large number of gates (in
the magnitude of millions) in modern IC designs. The resulting
large systems of equations may easily exceed the computational
limit of the LP solvers.

Furthermore, IC partitioning techniques have been proposed
for scalable HT detection. Virginia Tech University research [7],
[20] uses test generation techniques to isolate regions in an IC so
that different levels of dynamic power increase can be detected
between ICs with and without HTs. The essence of the approach
is that IC partitioning is conducted in order to increase the like-
lihood of HT activation. Our segmentation-based HT detection
approach is different from the Virginia Tech University research
in the sense that we employ partitioning in order to obtain small
segments of circuits and thus ensure scalability of HT detec-
tion. Also, there are numerous other differences including that
the Virginia Tech University research targets only detection, but
we conduct both detection and diagnosis of embedded malicious
circuitry.

III. PRELIMINARIES

We introduce the preliminaries and system models for our
GLC and HTH detection process, including process variation,
GLC, and thermal conditioning.

A. Process Variation

PV in IC manufacturing is the deviation of IC parameter
values from nominal specifications, due to the nature of
the manufacturing process [8], [21], [22]. PV is caused by
the inability to precisely control the fabrication process at
small-feature technologies [21]. For example, lithographic lens
aberrations result in systematic errors on transistor sizes, and
dopant density fluctuations impose random variations on design
parameters. Also, PV impacts various levels of the IC design,
including wafer-level, die-level, and wafer-die interaction [22].
The effect of PV plays a more and more important role with the
rapid growth in CMOS scaling and performance enhancement.

There are two parameters that are greatly impacted by PV,
namely threshold voltage and effective channel length .
Due to the large variation in the two parameters, the parametric
properties of an IC, such as propagation delay and leakage
power, often deviate from the nominal design values. In this
effect, the variation of is especially important because it
impacts both propagation delay and leakage power in a super-
linear manner [21]. Borkar et al. [8] shows that there are wide
variations of leakage power (up to 20 ) and frequency (up to
30%) on a single wafer due to PV. It is commonly accepted that
PV has shifted the design practice from the deterministic do-
main to the probabilistic and statistical domains [23], because
the design process under PV has to deal with a range of possible
parameter values. Therefore, it has been suggested that PV may
wipe out most of the potential gains in design optimizations in
the current and future technology generations [21]. We use the
transistor model from Asenov et al. [24] and quad-tree spatial
correlation model from Cline et al. [25] to generate instances
of ICs that are subject to PV.

B. Gate Level Characterization

GLC is the process of characterizing each gate of an IC
in terms of its physical properties (e.g., effective channel
length) or manifestational properties (e.g., propagation delay
or leakage/switching power). GLC has formed a natural basis
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for side channel-based HT detection and diagnosis. We use the
following gate-level power model [26]:

(1)

(2)

Equation (1) is the subthreshold leakage power model [26],
where is effective channel length, is threshold voltage,
is gate width, is supply voltage, is substhreshold slope,

is mobility, is oxide capacitance, is thermal voltage
, and is drain induced barrier lowering (DIBL)

factor. The gate-level switching power model [26] is specified
in (2), where the switching power is dependent on oxide capaci-
tance , gate width , effective channel length , switching
probability , and supply voltage .

From the power models, the impact of PV can be modeled
as a PV scaling factor which indicates the increased/decreased
power value due to PV. Therefore, a system of linear equations
can be formulated in terms of the full-chip leakage power mea-
surements and gate level power values:

(3)

where is the full-chip leakage power for input vector ;
is the PV scaling factor of gate ; is the nominal leakage
power for input vector , which is dependent on the parameters
in (1) and the input vector. Specifically, the value of can be
found in a lookup table in [27]. and are systematic and
random measurement errors, respectively.

C. Thermal Conditioning

One of the major issues in GLC is that a large number of gates
are correlated with each other in the system of power measure-
ment equations, because their coefficients (the nominal leakage
power values) often have the same ratio [13]. This correlation
issue is common in modern IC designs because gate replica-
tion is a common technique for improving speed. The corre-
lation problem can be solved by thermal conditioning, where
thermal control is applied on the correlated gates, and their nom-
inal values are thus varied to break the collinear correlation. The
idea is based on the observation that gate level leakage power
increases exponentially with temperature. Specifically, another
form of the leakage power model shows the relationship be-
tween leakage power and temperature [28]

(4)

where is the temperature for a gate of interest, and , , ,
, and are empirical constants that can be found in [28]. The

first term denotes the subthreshold leakage, which increases ex-
ponentially with the linear increase of temperature. The second
term is gate leakage, which does not depend on temperature.

Fig. 1. Overall flow of our segmentation-based HT detection and diagnosis
approach. We use a three-phase process including segmentation, HT detection
and diagnosis, and post-processing.

IV. OVERALL FLOW

In this section, we introduce the overall flow of our segmen-
tation-based HT detection and diagnosis approach. The flow in-
cludes three phases, namely segmentation, HT detection and di-
agnosis, and post-processing, as shown in Fig. 1. In segmen-
tation, our goal is to divide the circuit into small segments so
that each individual segment has desirable properties (e.g., small
number of gates) and all gates in the segment can be easily
characterized by our GLC-based HT detection and diagnosis
approach. We achieve this goal by selecting a number of seg-
ments as the training set and finding properties that impact the
GLC accuracy of each segment. Based on the segment selec-
tion model, we select a set of most suitable segments that cover
all the gates on the circuit. After segmentation, we begin the
process of HT detection and diagnosis for each individual seg-
ment. In particular, we apply the set of input vectors and mea-
sure the total leakage power for each of them. For each measure-
ment value, we formulate a linear equation by summing up the
leakage power of each gate and considering the measurement
errors. For HT detection, we further add a single HT variable in
each of the linear equations that represents the presence of HTs.
Next, we solve a system of linear equations using a linear pro-
gram (LP) solver and obtain quantification for each PV scaling
factor and the value of the HT variable in the case of HT detec-
tion. Finally, we repeat the process of GLC times and conduct
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post-processing based on the obtained results. We apply max-
imum likelihood estimation (MLE) that selects the most likely
scaling factor values as our eventual results for GLC. Also, we
adopt statistical methods (e.g., resampling) to validate our pre-
diction results and repeat the previous segmentation and GLC
steps if necessary. The entire GLC process terminates when the
validated GLC accuracy is within a predefined threshold value.

V. SEGMENT SELECTION MODEL

We solve the scalability issue in GLC as well as in the hard-
ware security applications using segmentation techniques. The
main idea is to partition the circuit into multiple small compo-
nents and characterize each component of the circuit. In this
section, we discuss our segment selection model for selecting
segments that are amenable for accurate characterizations.

A. Problem Definition

Our goal in segment selection is to find segments that are
likely to enable accurate GLC. Our definition of a segment is
based on the controllability of a set of inputs over a set of gates.
In particular, we employ the following two definitions.

Definition 1: Controllability. A set of inputs has control over
a set of gates if the output signals of the gates can be controlled
by varying the set of inputs while freezing the other inputs.

Definition 2: Segment. A segment is a sub-circuit that con-
sists of gates and interconnects that can be controlled by a subset
of inputs to the maximal possible extent.

We measure the GLC accuracy using relative characteriza-
tion error, namely the mean error of the characterized gate level
scaling factor compared to the real value

(5)

where represents the GLC error; is the number of gates
in the circuit; and and are the calculated scaling
factor of gate and its real value, respectively.

In order to evaluate a segment in terms of its resulting GLC
accuracy, we define the following properties of a segment by
considering the key factors that may affect the GLC process,
namely the number of equations and variables, the degree of
correlation, and the level of imbalance of the gate level scaling
factors.

• Controllability Ratio. We define the controllability ratio as
the ratio between the number of unique equations and the
number of variables that are available in a segment. The
number of different equations of a segment can be calcu-
lated as the number of input patterns that can be obtained
by varying the set of input vectors. The controllability ratio
is an indicator of the controllability in the segment (
is the number of inputs, and is the number of gates):

(6)

Fig. 2. Flow of segment selection model creation.

• Correlation Ratio. We define the correlation ratio as the
ratio between the number of correlated gates in the system
of linear equations and the total number of gates in a seg-
ment. The correlation ratio indicates the degree of corre-
lation in the segment ( is the number of correlated
gates):

(7)

• Gini Coefficient. We use the Gini coefficient [29] as a prop-
erty that indicates the level of imbalance of the gate level
scaling factors in a segment. The Gini coefficient can be
calculated as the relative mean difference of a set of un-
ordered data. In our case it is the difference between every
possible pair of the scaling factors in the segment ( is the
average value of the scaling factor over all gates):

(8)

• Number of Gates. We also consider the number of gates
( ) in a segment as one of the properties. The intuition is
that the size of the segment would impact the GLC accu-
racy due to the computational limit of the LP solver.

B. Model Creation

Our goal in segment selection modeling is to create a predic-
tion model for GLC accuracy in terms of the properties of seg-
ments. Consequently, we use the model to predict the resulting
GLC accuracy when selecting different segmentation strategies.

The basic flow of the model creation is shown in Fig. 2. We
first select a set of segments from the target circuit so that a good
and small enough set of training data can be found that helps
make the predictors more accurate. Next, we conduct GLC on
each selected segment and observe the GLC accuracy under the
properties of each segment. After collecting the values of prop-
erties and GLC accuracy, we build up a regression model for
the GLC accuracy prediction. We calibrate the model parame-
ters by solving a system of equations using linear programming.
The model characterization is a recursive process, in which we
use different sets of segments obtained from pre-processing and
keep calibrating the parameters until the variation of parame-
ters between consecutive runs is smaller than a user specified
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Fig. 3. Model training data for GLC accuracy and property values in ISCAS benchmark C432. (a) Controllability ratio. (b) Correlated ratio. (c) Gini coefficient.
(d) Number of gates.

threshold. In the next phase, the prediction can be performed
with respect to the other unknown segments.

1) Pre-Processing and Model Training: We conduct prepro-
cessing by randomly selecting a small subset of the inputs. After
that, we apply all the possible input vectors on the selected in-
puts and observe the gates controlled by the input vectors. We
repeat the pre-processing and select many candidate segments
for the model training. The property values of each segment can
be calculated using (6) to (8). In model training, we conduct
GLC on each segment and calculate the GLC accuracy. We are
able to collect a group of training data in terms of GLC accu-
racy and the properties of the segments. Fig. 3 shows the data
collected from the model training process on ISCAS benchmark
C432. We observe that the relationship between the GLC accu-
racy and the property values match our intuition. For example,
the GLC accuracy is improved when the controllability ratio in-
creases, and when the correlation ratio decreases.

2) Model Characterization: Our objective in model charac-
terization is to fit the training data into a closed form model, so
that it can be used for GLC accuracy prediction as well as seg-
ment selection. In order to model the relationship between GLC
accuracy and segment properties, we consider the following re-
gression model:

(9)

where is the relative characterization error, when executing
the th sample of the training set. is the value of the th prop-

erty in the training sample. The number of properties as well as
the values of are determined in the simulation design process.

is the prediction coefficient for the th property. It is the key
factor of our prediction model, which will be determined in the
training process. is the error when conducting the th itera-
tion of training. It represents the imprecision of the model when
applied to predict the GLC accuracy in different segments. We
assume that the errors follow a random distribution.

We regard (9) as a system of linear constraints in a linear pro-
gram, in which and are constant values obtained from the
training set, and and are unknown variables. Our goal is
to minimize the possible errors in prediction, so we have the
following objective function in the LP which minimizes the

-norm of all the errors

(10)

C. Segment Selection Algorithm

With the prediction model obtained in the training process,
we are able to predict the GLC error according to the properties
of a segment. We use the predicted GLC accuracy as a metric for
segment selection. Our goal is to obtain a minimum GLC error
using segment selection. The segment selection algorithm is a
heuristic algorithm which keeps combining one-input segments
in order to improve GLC accuracy. The combining operation
stops and the algorithm starts with a new segment until there
are no improvements in GLC accuracy according to the predic-
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tion model. This is an iterative process where different starting
segments are used in order to cover all the gates in the circuit.
The segment selection algorithm is shown in Algorithm 1.

Algorithm 1: Segment selection algorithm

input: Input Set

Controlled Gate Set
.

output: Selected Segment Set .

1 while not all gates covered in the circuit do

2 Select starting close to the uncovered gates;

3 ; // selected input set

4 repeat

5 ; // current GLC accuracy

6 ; // current segment

7 Add to , where ;

8 until ;

9 Add to ;

10 Return ;

D. Dealing With Large Segments

After applying the aforementioned segment selection algo-
rithm, we find that in the cases of large circuits, the number
of gates in each segment is still very large. For example, in
ISCAS89 benchmark S38584 there are around 875 gates in a
single segment, and in ITC99 benchmark b17 the number is up
to 1900. This is due to the fact that the depth of these large
circuits is very high, and it is usually the case that the inputs
have control over a large set of gates. In this case, the method of
freezing a set of inputs cannot provide us with small segments.

We address this issue by further dividing the large number of
gates in a single segment using IC partitioning techniques. We
place additional controlling test points to the segments in the
scan chain flip-flops, integrated with the regular scan chain that
is used for manufacturing testing. In particular, we freeze the
input that controls the maximum number of gates in the segment
and replace it with an extra controlling test point that provides
the maximum number of uncharacterized gates while keeping
the segment size small. In order to find the place to insert the test
point, we search the inputs of all gates in the segment and locate
the input that maximizes the difference between the number of
uncharacterized gates and the size of the segment

(11)

where is the number of uncharacterized gates provided
by the new test point, and is the segment size. The test
point insertion is an iterative process, where we repeatedly add
new test points until the resulting segment size is small enough
to be processed by the LP solver.

VI. SCALABLE HT DETECTION AND DIAGNOSIS

We conduct HT detection and diagnosis using the segmen-
tation approach. Since the HTs may be placed anywhere on the
circuit, the goal of the diagnosis process is to detect the HTs and
determine their locations if any exist. We achieve this goal by
conducting thermally conditioned GLC on each segment of the
circuit so that the scalability issue caused by large circuits can
be addressed.

A. Technical Issues

HTs are difficult to detect and diagnose due to the following
reasons. First, there are many types of HTs that have been made
by adversaries. For example, there are functional HTs that af-
fect the functionality of the IC, while other HTs are parametric
that do not necessarily change the logic but rather modify the
parametric properties of the chips (e.g., propagation delay or
leakage power). To make things worse, there are HTs that are
condition-based, which only trigger when certain conditions are
satisfied (e.g., for a specific input vector). All of the above pos-
sible types make the detection of HTs non-trivial. Second, since
the HTs can be placed anywhere on the chip and use any input
signals, it is difficult to tell the exact locations even if we have
detected their existence. Third, the adversaries try to insert small
HTs into very large circuits so that the variations caused by HTs
are hardly observable.

B. Objective and Flow

Our goal is to detect the existence of HTs (HT detection), and
if there are any, to further identify their types, input pins, and lo-
cations (HT diagnosis). We use the side channel based method,
namely GLC of the leakage power profiles, to identify HTs on
the circuit. By using leakage power, we can ensure the detection
of arbitrary malicious circuitry, because any HTs would cause
systematic bias in the total leakage power, no matter they are
activated or not. The main challenge we face is to make the
small variation caused by HTs observable in large circuits. We
solve this problem by using the aforementioned segmentation
technique.

Our flow of HT detection and diagnosis is as follows. We
first conduct preprocessing, in which we segment the large cir-
cuit into a few segments using Algorithm 1. Next, we apply
thermal control on each segment and obtain leakage power mea-
surements while varying the input signals. After obtaining the
system of equations shown in (3), we manipulate the constraints
and add one more variable (called the HT variable) into all the
equations to indicate the variation caused by HTs. By solving
the system of equations using the same method as in GLC, we
obtain the characterization results for the HT variable and make
conclusions about HTs based on its value. The detailed proce-
dure of conducting HT detection and diagnosis is discussed in
the next subsections.

C. HT Detection

HT detection indicates whether any HTs exist on the circuit
or not. Our approach to HT detection is to employ a constraint
manipulation paradigm based on GLC. The basic idea is that we
first assume that HTs are present in the circuit. Since we do not
know any information about the type, location, or input signals,
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we just use a single HT variable to represent the existence of
HTs in the LP formulation. Next, we solve the LP and check
the value of the HT variable in the solution, which serves as an
indicator for the existence of the HT. In particular, if the HT
variable is close to 0, we conclude that no HTs are on the chip;
otherwise, we confirm the presence of HTs and continue with
the next step to diagnose their detailed characteristics.

Algorithm 2: HT diagnosis algorithm

input: 1. Circuit with HT for HT diagnosis;

2. , threshold value of HT variable that indicates the
presence of HT.

output: , locations (inputs) of the HT on the circuit.

1 ;

2 for each segment of the circuit do

3 for each input in the segment do

4 Assume HT is embedded at input ;

5 Take measurements and formulate LP in the form of
(13) with the HT variable ;

6 Solve the LP;

7 if then

8 add to

9 Return ;

The equations after constraint manipulation are the following,
as modified from (3):

(12)

where is the HT variable we add as the indicator for HT.

D. HT Diagnosis

HT diagnosis is the process through which we infer the de-
tailed information about the detected HTs, including their types,
locations, and input signals. Our generic approach is exhaustive
search, in which we first identify the type, location and input sig-
nals of the HT, and we verify our identifications by employing
additional constraint manipulation based on (12), where we add
a new HT variable according to our identifications

(13)

where is the new item we added for HT diagnosis.
is the leakage coefficient of the HT gate, which is dependent
on the type, location, and input signals of the HT that we have
identified. is the variable representing the PV scaling factor
of the HT gate. After solving the LP, if the current identification
is correct, we will obtain close to 0, and to be the
estimated scaling factor for the HT. Otherwise is a large
value which represents the discrepancy caused by an incorrect
identification.

We show the HT diagnosis procedure in Algorithm 2. We ex-
amine each potential location using our generic GLC approach.
As soon as we find that the HT value is much lower than those
for other cases, we know that we have found the location of the
HT. The key observation is that we conduct HT diagnosis on a
per segment manner. Therefore, even if HTs may have multiple
inputs (e.g., NAND gate), the running time is still relatively low
because of the small segment size.

VII. SIMULATION RESULTS

We evaluate our HT detection and diagnosis approach on the
ISCAS85, ISCAS89, and ITC99 benchmarks. For each bench-
mark, we target two types of HT attacks, namely gate resizing
and adding additional gates.

For the gate resizing attack, we employ segmentation-based
GLC approach to characterize the size of each gate on a per seg-
ment manner. For the additional gates attack, we simulate two
cases where the HTs do not exist or are embedded at random lo-
cations on the target circuit. We use as a HT a single inverter
scaled to its smallest size and placed to a randomly selected
location on the circuit. As discussed earlier, our HT detection
scheme uses an extra HT variable as the indicator of HTs. We
repeat the leakage power measurement 50 times so that we can
have a large enough sample space to simulate the real measure-
ment errors. By doing this, we expect to have a decision line
which enables us to determine whether HTs exist or not. Table I
shows the results in terms of the value of the HT variable we
obtained for each set of measurements. We can see that for each
benchmark the HT variable is always a large value (between 63
and 1349) when HTs exist, while it is a value close to 0 (between
0 and 15.8) when HTs do not exist. The results show that there
is no overlapping, and we observe a large enough gap between
the two situations. Therefore, a decision line can be obtained to
determine whether there are any HTs embedded in the circuit.

After detecting any HTs on the target circuit, we start the HT
diagnosis process to locate the HTs. We simulate the HT diag-
nosis process on the same benchmarks as in the HT detection
process. In HT diagnosis, we use the HT variable as the indi-
cator of a correct or incorrect identification. The identifications
are based on the type, input signals, and the physical location of
a HT. The results in Table II show that when the identification
correctly identifies the actual location of a HT, the HT variable
is small (from 0 to 2.5), while an incorrect identification always
induces a large value (from 189 to 2615).

The number of guesses in our HT diagnosis is dependent on
the number of gates being analyzed. If is the total number
of gates, the number of guesses in our HT diagnosis approach
is for 1-input HT, and for 2-input HT, and in
general for -input HT. For large circuits, the number of
guesses can be very large. However, the essence of our approach
is that this procedure is applied on individual segments instead
of the complete design. Therefore, is in the range of hundreds
or less for each segment. Hence, we can detect even HTs with
large numbers of inputs in practical amount of time. Even for
our largest example, we finish in 10 hours. Also, since we are
doing HT detection segment by segment, it is easy to parallelize
the whole procedure.
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TABLE I
HT DETECTION AND DIAGNOSIS ON ISCAS AND ITC BENCHMARKS

VIII. CONCLUSION

We have developed a scalable HT detection and diagnosis ap-
proach based on segmentation and gate level characterization.
We ensure the detection of arbitrary malicious circuitry by mea-
suring the overall leakage current, because any HTs must impact
the overall leakage current even if they are not activated. By
freezing a subpart of the input vectors and varying the others,
we partition a large circuit into small components. We develop a
segment selection model that predicts the GLC accuracy of the
segments based on a learning data set and by linear program-
ming. Next, a segment selection algorithm is used for selecting
segments that result in small GLC error. We conduct GLC on
each segment of the circuit and diagnose HTs by observing the
variations on leakage power profiles. The simulation results on
several ISCAS85/ISCAS89/ITC99 benchmarks show that HTs
can be detected and diagnosed accurately on large circuits.
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