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Abstract

In this paper, we study multibeam satellite secure comnatioic through physical (PHY) layer secu-
rity techniques, i.e., joint power control and beamformiBy first assuming that the Channel State Infor-
mation (CSI) is available and the beamforming weights amdfixa novel secure satellite system design is
investigated to minimize the transmit power with indivitlsecrecy rate constraints. An iterative algorithm
is proposed to obtain an optimized power allocation stsat€i@reover, sub-optimal beamforming weights
are obtained by completely eliminating the co-channekfatence and nulling the eavesdroppers’ signal
simultaneously. In order to obtain jointly optimized poveadlocation and beamforming strategy in some
practical cases, e.g., with certain estimation errors ef @8I, we further evaluate the impact of the
eavesdropper’s CSI on the secure multibeam satellite rmysdesign. The convergence of the iterative
algorithm is proven under justifiable assumptions. Theqyerance is evaluated by taking into account
the impact of the number of antenna elements, number of headigidual secrecy rate requirement,
and CSI. The proposed novel secure multibeam satelliteersystesign can achieve optimized power
allocation to ensure the minimum individual secrecy ragumement. The results show that the joint
beamforming scheme is more favorable than fixed beamformsalgme, especially in the cases of a
larger number of satellite antenna elements and higheesgcate requirement. Finally, we compare the

results under the current satellite air-interface in DVB-&hd the results under Gaussian inputs.

Index Terms

Multibeam satellite, beamforming, physical layer segu@ind power allocation.



. INTRODUCTION

The issues of privacy and security in satellite networkseh@ken on an increasing important role,
especially in military applications. Currently, the sexwatellite communication (SATCOM) is realized
only through upper layer protocols (e.g., in [1], [2]). Inigipaper, we will investigate the multibeam
satellite secure communication through physical (PHY)etagecurity techniques [3], [4], i.e., joint
power control and beamforming schemes with individual eegrrate constraints, which can be an
alternative approach for satellite secure communicataver limitation and co-channel interference are
two challenges for multibeam satellite systems (e.qg., Jr[8). Hence, power control and beamforming
could be two approaches for improving the system capacitadijysting the beam pattern such that
the overall transmitted power is minimized or the Signalrterference plus Noise Ratio (SINR) is
maximized.

In this paper, we consider the joint power and beamformint widividual secrecy rate constraints.
An iterative algorithm is proposed for updating the trarssign power in each iteration, such that a
target secrecy rates are achieved for each beam with mimmaer consumption. We first study the
secure SATCOM system design through a power control probiéim fixed beamforming. Next, the
beamforming weights are achieved by co-channel intertererancelation and nulling the signal at
the eavesdropper. Moreover, the impact of Channel Statenhation (CSI) of eavesdropper on secure
SATCOM system design is studied.

In addition to security issues, the efficient resources mameent is also important for the SATCOM
systems, e.g., bandwidth and power allocation. The auth{@} [10] investigate the dynamic bandwidth
allocation techniques for satellite systems. For the pavesitrol techniques in the satellite scenario, a
power allocation policy is proposed in [5], which suggeststabilize the system based on the amount
of packets in the queue and the channel state, and a routirigiateis made for the maximum total
throughput. In [11], a tradeoff strategy is proposed betwdiferent objectives and system optimization.
However, the co-channel interference is not taken into @etc@and a convex optimization problem
is solved. A joint power and carrier allocation problem isalissed in [6], however, only uplink is
considered. In [7], [8], the authors focus on the capacitynapation in multibeam satellite system, and
the duality of in frequency and time domain is studied. Thénoation problem of power and carrier
allocation has been addressed in terrestrial networks [&23, [13]). The authors in [13] propose an
axiomatic-based interference model for SINR balancindlemm with individual target SINR per user,

but the conclusions are not directly extrapolable to a k&tedcenario. To the best of our knowledge,



the security issue is not discussed together with powenrabahd beamforming in SATCOM systems.
Beamforming is a sub-optimal strategy to reduce co-chaimteiference, but it has reduced complexity
compared to Dirty-Paper Coding (DPC). In [14] and [15], &t beamforming has been used to null the
signal for each co-channel receiver. In [16], the authardiet the Zero-Forcing Beam-Forming (ZFBF) in
the scenario of multiantenna broadcast where the weightselected such as the multi-user co-channel
interference is cancelled (zero-interference conditi@)r work is different from the aforementioned
literatures, since we introduce the physical (PHY) layezusity for multibeam satellite systems and
focus on the power control and co-channel interference gemantointly.

Previous work (in [5]-[8], [11]-[15]) addresses the prabieof power control by SINR balancing and

beamforming separately, and without taking into accouatdbcure communication issues. For security
in SATCOM networks, there exits various works ( [1], [2]). Wever, most of it only focus on the upper
layer security and realize through protocols, e.g., Autication, Authorization, and Accounting Proto-
cols (AAA), Transport Layer Security protocol (TLS), IP Seity (IPSEC), Point-to-Point Tunnelling Pro-
tocol (PPTP), Internet Keying Exchange (IKE), and InterBSetcurity Association and Key Manage-
ment Protocol (ISAKMP) (in [2]). The PHY layer based sequiif wireless communication has been
investigated since the contributions in [3], [4]. Recentie application of PHY layer security in wireless
communication is attracting more attention. E.g., in [1Z%}, the relay cooperating schemes are studied
in order to maximize the achievable secrecy rate or minirtfizetransmit power. All the relays forward
a weighted version of the decoded/amplified signal to théirsn, thus, a maximized secrecy rate or
minimized transmit power can be achieved by optimizing tleégiting factor of each relay. The authors
in [20] generalize the secure communication over the fadingnnels, the power allocation is derived
to minimize the outage probability. Some recent work (in[E228]) has been proposed to improve the
performance, e.g., achievable secrecy rate, by takingraalga of multiple antenna systems. The authors
in [21]-[25] investigate the PHY layer security by using Mplle-Input Multiple-Output (MIMO) systems.
In [26], [27], the authors study the achievable rates in GaunsMultiple-Input Single-Output (MISO)
channels with secrecy constraints and conclude that thmalpgolution can be achieved by beamforming
in terms of the input covariance matrices. The Single-Injudtiple-Output (SIMO) case is studied
in [28].

The main contributions of this paper are:

« We apply the PHY layer security in SATCOM scenarios, whicmasel in the satellite networks.

Since currently the security SATCOM is realized through erplayer protocols.

« We model the system as a MISO wiretap channel, which is diffefrom the aforementioned



papers in various aspects. Existing MIMO/MISO models fomuishe antenna-level for the terrestrial
networks, while we focus on the beam-level for multibeam S8M systems. It means that, for a
specific ground terminal, it corresponds to a specific bearthersatellite, the received signals by
this terminal from other beams are considered as co-chamegference.

« The nature of the studied problem is different from the prasiworks. Existing works focused on
the analysis of the achievable secrecy rate. Our aim is toactexize the secure SATCOM system
through PHY layer design, i.e., power allocation and beamiiog design under the individual

secrecy rate constraints.
The main results of this paper can be summarized as:

« We prove that the proposed novel multibeam SATCOM systenigdesan achieve the secure
communication by jointly optimizing the power allocationdabeamforming. As expected, in order
to achieve the target secrecy rate, more power will be corduim the cases of worse legitimate
users’ CSl and better eavesdropper's CSI.

« Two schemes, power control with fixed beamforming and wiihtjbeamforming, are investigated
and compared. We show that the joint beamforming scheme i® rfavorable than the fixed
beamforming scheme, especially in the cases of a larger euwibantenna elements and higher
individual secrecy rate constraints.

« By comparing the results under the Gaussian inputs with ésalts under the current air-interface

in DVB-S2, we come to the same conclusions.

The rest of this paper is organized as follows: In Sectiowd,model the multibeam downlink system
to obtain a mathematical expression of the secrecy SINR aarksy rate. The power control problem
with fixed beamforming and iterative algorithm are studied®ection Ill. In Section IV, we propose and
solve a joint power control and beamforming problem. Thenifeaming weight vector for each beam is
obtained by joint ZFBF and eavesdropper nulling. The immgddhe eavesdropper’s CSI on the system
design is presented in Section V. The performance of theritthgo and numerical results are presented
in Section VI. In Section VII, we draw the conclusions.

We adopt the following notation: Bold uppercase lettersadermatrices and bold lowercase letters
denote vectors(-)*, ()7 and (-)¥ denote conjugate, transpose, and conjugate transpopectesly,
() denotes the Moore Penrose inverg¢;} denotes the expectation, yar denotes the variance af
diag{x} denotes a diagonal matrix with the elements of vegtatong its main diagonal ;. x denotes

an all-zero matrix of sizé\/ x N,

x|| denotes the Euclidean norm of the veckorI,, is the identity



matrix of sizeM x M, [X];; denotes théi, j) entry of the matrixX, [x]; denotes thegth entry of the

vectorx, andlog(-) denotes the base-2 logarithm.

[I. SYSTEM MODEL

In the multibeam SATCOM system, we assume a security sae(ed., military application, as shown
in Fig. 1), where only a few beam&{) are illuminated by coherently processing (e.g., beamifogjn)/
antenna elements. THe illuminated beams servE decentralized legitimate users in the same frequency
band. One eavesdropper, denogds located outside/inside the satellite coverage. Batftiteate users
and eavesdropper are assumed equipped with a single anf@mrafore, for each of the specific user,
the system can be seen as a MISO wiretap channel. It is différem the MISO model in [26], [27],
because we focus on the beam-level and co-channel intecters taken into account. Our aim is to
realize secure communication between the satellite andetfitmate users by transmit power control

and beamforming. Next, we introduce the different sub-nwde

A. Channel Attenuation Amplitude Model

The attenuation due to the atmosphere depends on the freguba elevation angle, the altitude of
the station, and the water vapor concentration [29]-[32]discussed in [33], the atmosphere attenuation
(e.g., rain attenuation) is negligible at lower frequencig., less than 10 GHz, but has a strong impact
on the performance at higher frequencies, e.g., Ka-bandabode frequencies, which is the frequency
band applied in current SATCOM systems [6]-[8]. Attenuat@lso depends on the distance that the
electromagnetic wave propagates through space, i.e., lpsash We assume an instantaneous analysis
with fixed channel transfer coefficients. The channel atiion amplitude matrixA € CX*% is defined
as

A =diag{ai,ag,...,ax}, Q)

whereq; denotes the channel attenuation factor for legitimate usehere i = 1,2,..., K. The channel

attenuation factor for the eavesdropper is defined.as

B. Antenna Model

We assume an Array Feed Reflector (AFR) antenna system [7]1[8, which is able to exploit the
spatial characteristics of the propagation channel. Ea&eimbis synthesized by adding array elements,
hence, we can provide flexible power allocation by coningllihe On-Board Processor (OBP). The array

antenna system can achieve large performance gains, degemad the number of antenna elements



and their relative position in space. However, these gaimsecat the cost of the increased hardware

complexity. We suppose that the antenna gain madiof size M x K is given as

g1 912 ... 91K
921 g22 ... G2K

G = ,
am1 9m2 - MK

where g;; is the square root of the gain between tite beam on-board antenna element and the

jth legitimate user. The antenna gain betwedhantenna elements and the eavesdroppeg.is=

[91679267 .. ag]\/fe]T'

C. Overall Channel Model

Let H = GA be the overall channel matrig)/ x K) for the legitimate users, and l&t. = a.g. be
the overall channel gain vectoi/ x 1) betweenM antenna elements and the eavesdropper. The overall
channel between the satellite antenna elements and thienletg@ users can be estimated accurately, e.g.,
by introducing a feedback channel. However, in practice, ¢hannel condition between the satellite
antenna elements and the eavesdropper is difficult to beastl or is even totally unknown. In [34],
the authors studied the possibility to estimate perfedtey €SI of the eavesdropper. However, it is only
applicable in networks combining multicast and unicastgmaissions, in which the terminals play dual
roles as legitimate users for some signals and eavesdfgreothers.

In this paper, we do not focus on the CSI estimation, howeverstudy the system design of power
control and beamforming with given CSI knowledge. Spedifjcthe two cases of complete eavesdropper
CSI knowledge and imperfect eavesdropper CSI knowledgedimcussed. The first case is a common
assumption in the PHY security literatures [19]-[21]. Thtemuation factor can be estimated for the
eavesdropper according to the method proposed in [29]-#]the second case, which is more realistic

in practical, we assume that only imperfect estimates ofetngesdropper’'s CSl are available.

D. Received Sgnal Model

Let s be the transmitted data symbol to UgeThe amplitude of the signal transmitted to each user is
normalized to one, i.€E{|s;|*} =1, for k=1,2,..., K. We denote byP, the allocated power to the
kth beam and, hence,= [P, P, ..., Px]" is the power allocation vector to all the beams. All signaés a

mapped onto the antenna array elements by the beamformingrser, € CM*1 for k=1,2,... K.



Hence, the beamforming matriWv € CM*X is given by W = [w1, ws,...,wg]. Without loss of
generality, we assume thdwy| = 1, for £ = 1,2,..., K. Under this assumption, the transmitted
power for each beam (e.g., bedmis given by P.E{|s.|?} = P.
The block matrix model of the satellite broadcast scenarighiown in Fig. 2. The signals received by
the kth user can be expressed as desired signal and interfersnce a
Yr = \/Fkhfwksk + Z \/Pjh;‘gszj + ng, (2)
ik
wherehy, (the kth column ofH) is the channel vectofM x 1) betweenM antenna elements and the
user in thekth ground cell.n;, is signal-independent zero-mean complex circular Ganssiase with
varianceo; at beamk.
The signal received by the eavesdropper is given as
Ye = \/Fkthksk + Z \/Pjthij + N, 3)
J#k
where the termy/P,hl'ws; is the desired signal if the eavesdropper intend to wiretagkth user.
h!'w; denotes the channel gain between the eavesdropper anghtrentenna element, and. is a
zero-mean complex circular Gaussian noise at the eavgseitof/e assume that the noise level at the
legitimate user (e.g., uséi is equal to that of at the eavesdropper, i.e.{xat = var{n.} = o2,Vk .

This is a reasonable assumption since the sensitivity dhallterminals is often similar.

E. Sgnal-to-Interference Plus Noise Ratio

Let Ry = (hxhi)T, for k=1,2,..., K, andR. = (h.hZ)T. According to the formulation of the
received signal in (2) and (3), we can derive the SINR of thyitileate userk as
B Pkwl‘?Rka
o2 + Z ijJHRkwj7
i#k
and the SINR of the eavesdropper, which intend to wiretapsitpeal transmitted to user as
- PkW]]jReWk
o? + Z ijfRewj'
i#k

L'y (4)

Fek (5)
F. Secrecy Rate Model

As we have indicated in the introduction, there have beerraéprecedents that investigate the PHY

layer security of the MIMO wiretap channel, but they only dscon the terrestrial networks. Certainly,



these results also cover the special case of the MISO chaRaelthe case of one eavesdropper, an

achievable secrecy rate for a specific user (e.g., forktheuser) is given as [19, Eq. (10)]

Rk maX{Rk - Rek}v (6)

s —

where the achievable of the maximum was shown in [25], [2ThWaussian inputsR;. is the achievable
rate of the link between the satellite and tttl user, andR,;, is the achievable rate of the link between
the satellite and the eavesdropper. Note that the secréeyirg6) is achievable unless the maximum
value is negative, in which case, the achieved secrecy sarero [4]. In this paper, we focus on the
practical scenario in which the secrecy rate is positive.

In [26], [27], the authors discuss how to maximize the défewe by adaptively adjust the power
allocation. Conversely, we restrict ourselves to the diffee betweenR, and R... Our aim is to
characterize the best power allocation scheme over matib®@ATCOM systems subject to the individual
secrecy rate constraints, i.e. the differerfée— R, for each user.

By assuming Gaussian inputs, the difference betwgrmand R.; can be written as

1+1; ( I —T
Ry — R... = 1 1+T%) -1 1+T =1 =1 14+ ==
k ek =log (1 +1T) —log (1 +Tcx) 0g1+Tek og |1+ 15T,

) — log (1 +F’;) . ()

whereT'¥ is defined as the secrecy SINR, which is the updated SINR iafteducing the eavesdropping,

and it is given by
Iy — Deg

k2 .
s 1+ T

(8)

From (4) and (5), we notice thdt® is a function of two parameters, i.e., the beamforming matri
W and the power vectop. In the next sections, we will discuss how to minimize the raitepower
consumption (sum of the elements insipeunder the SINR constraint per beam by taking into account
both fixed and optimized beamforming matrix. From (7), we saa that the optimization problem with
a secrecy SINR constraint is equivalent to the secrecy @st@int. If we consider that the secrecy rate
required by thekth user isR’;, the secrecy SINR requirement can be derived;as 2R _ 1. Therefore,

in the following section, we focus on the power control peshlwith a secrecy SINR constraint per user.

[1l. POWER CONTROL PROBLEM WITH FIXED BEAMFORMING

In this section, we assume that the beamforming mavix= [W1,Ws,...,Wg] iS optimized, with
|lwkl| = 1, for £ = 1,2,..., K. We focus on the secure SATCOM system design through power

allocation with individual SINR constraints.



A more general solution based on [35] is proposed to solvepthwer control problem. By doing
the multibeam satellite power control, the overall trarigpoiwer of each beam is optimized, so that the
received secrecy rate of each user satisﬂész R’;’, for k =1,2,..., K, i.e., the secrecy SINR has
Ik >~y fork=1,2,..., K, (Wherey, is the predefined targeted SINR threshold in order to redfige
required secrecy rate), while the overall transmitted powged by all beams is minimized. Hence, the

power control problem can be defined as

mgn ;Pk, 9)
subject toT* (W, p) > v, k=1,2,..., K.

The minimum power is achieved when the SINR is equal to thgetavalue, i.e.I'’* = ~; for
k=1,2,..., K. The problem in (9) is a Nondeterministic Polynomial (NPjchproblem [36, Chapter 5,
pp. 109]. Therefore, an iteration algorithm is proposednd & solution. Many iteration algorithms (e.g.,
in [37]-[39]) have been proposed in order to decrease theplmdity. However, the algorithm in this
paper is different, since the eavesdropper is present.

We first construct the complete iteration expressioii(@), which is a power-update equatigy’ =
[Pr, Py, ..., PR|T is the power vector for all thé& beams at thexth iteration step. Then, for each beam
(e.g., beank), the interference functiofi,(p) can be derived. The power allocated to each beam can be

iteratively updated until converge with the individual sy SINR constraints. The algorithm steps at
the (n + 1)th iteration are as follows:
Iteration Algorithm:
p"t! =1I(p") (10)

The power-update for theth beam at thén + 1)th iteration is

Pt = b £ I(p"), (11)
F g — (L4 )y,

wherey; andpl, are defined as

5 ©
n k kk
= — = 5 12
J#k
and
I O,
i = % = o (49
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respectively, wherd’} andI"}, are the updated SINR of the legitimate useand the eavesdropper at
the nth iteration stepOyx = Wi/ Rywy, Orj = WH Ry W, O = Wi R, Wy, andO,; = wi' R, w;.

The computation 00, O, ©.;, andO.; dominates the computational complexity of the algorithm.
Sincewy is a M x 1 vector,R; andR,. are M x M matrices, thus, the expressions in (12) and (13)
require a computational complexity @d(M/*) for updating the allocated power per user. Thus, the
computational complexity is quite high for the cases of éeamgmber of beams. However, in this paper,
we assume a security scenario (e.g., military applicatisijere only a few beams are implemented,
hence, the number of antenna elem#ntis quite low (e.g., max. 20 as we assumed), and the proposed
algorithm computational complexity is reasonable. In &@ddj since the satellite channel is relatively
stable, the computations needed are less frequently. Mereas we have noted in the antenna model
section, although the array antenna system can achieve p@gormance gains with large number of
antenna element¥, these gains come at the cost of the increased hardware exitgiEind computational
complexity.

In [35], [40], the authors have proved that if the interfereriunction isstandard, the algorithm will
achieve the optimal solution if there exists at least onsif#@ solution. The interference functidip(p)
is standard if for all p > 0 the following three properties are satisfied [35], [40]:

o Positivity: I(p) > 0.

« Monotonicity: If p > p’, then I (p) > Ix(p’) or Ix(p) < Ix(p).

« Scalability: For allp > 1, pIx(p) > Ir(pp).

For the proposed interference function (11), we obtain tilewing theorem:

Theorem 1. The interference functioti,(p™) in (11) is astandard function under the following three
conditions:

o Condition 1:b; > ¢;.

o Condition Zibkflk > Ckfle, bkfle > Ckflk, andbkﬁkﬁf > Ckfleflg, bkfleflg > Ckflkflg, V.2

« Condition 3:1/by.[hy];h, > \/cx[h.] by, Vk,j # k.

Whereb, = Ok, ¢ = (1 4+ 7x)Oc, andh,, denotes the channel gain vectdt x 1) of the interference

The inequality between two vectors, e.¢.,> y, means that; > y; for i = 1,..., K, wherex = [z1,z,...,2k],
y = [y17y27-"7yK]-
“The inequality between two matrices, e X,> Y, means thafX]:; > [Y]i;, Vi, j.
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contribution to the desired user, defined as

~ @kjv if j 7£ kv
(hy]; =
0, otherwise

h, denotes the channel gain vectdr x 1) of the interference contribution to the eavesdropper, ddfin

as

3 Ocj, if j#k,
[he]; =
0, otherwise

The proof Theorem 1 is presented in Appendix A.

In a practical scenario, the overall channel gain of the lipktellite - desired user” is much larger
than that of the link “satellite - co-channel users”, i.€y, > ©Oy; for Vj # k, the overall channel
gain of the link “satellite - desired user” is larger thanttled the link “satellite - eavesdropper”, i.e.,
O, > O.; for Vj. The magnitudes oB;; and ©.; are roughly equal. Therefore, with the lower
secrecy SINR request., the above three conditions are indeed satisfied. In the afagery high SINR
requirement, we can introduce optimization of the sagebintenna beamformer in order to decrease or

eliminate the co-channel interference and the eavesdrapieeference, and thereby the above conditions

can still be satisfied.

IV. JOINT POWER CONTROL AND BEAMFORMING

The level of co-channel interference and wiretapped sidmakach user depend both on the gain
between interfering transmitters and user, as well as orethed of transmitter powers, i.e., the optimal
beamforming vector may vary for different power allocatfolicy. Hence, in this section, we first obtain
a sub-optimal beamforming weight vector by completely &lating the co-channel interference and
nulling the eavesdroppers’ signal simultaneously. Thiea,gower solution can be optimized when the
secrecy rate is equal to the target value.

In the joint power control and beamforming problem, the otiye is to find the optimal weight
matrix W and power allocation vectgs such that the secrecy SINR threshold is achieved by all the

users, while minimize the transmission power. The problem e formulated as
min P, 14
min Xk: ke (14)

subject toI'*(W,p) >y, k=1,2,... K.
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This problem can be solved in two steps: Firstly, we obtam leamforming weight matriW by
joint ZFBF and eavesdropper signal nulling, in which all teechannel signal and eavesdropper signal
are completely eliminated. Secondly, the optimized powlecation solution can be obtained by solving

I'" =, for k=1,2,..., K, under the beamforming weights obtained in the first step.

A. Joint Zero-Forcing Beamforming and Eavesdropper Nulling

In order to completely eliminate the co-channel interfeezand null the signals at the eavesdropper, we
assume thal/ > K. Note that in the case a¥/ < K, we cannot completely eliminate the interference
from the co-channel users and nulling the signals at thesglopper; appropriate system design for the
case ofM < K is an interesting future research direction.

By ZFBF (in [41], [42]), the weights are selected such as theltannel interference is canceled (zero-
interference condition), i.e., for the desired useh!w; = 0 for j # k. Similarly, the eavesdropping
interference can also be completely nulled by beamforméng. (in [17]-[19]), i.e., for the desired user
kE,hIw, =0 for k=1,2,... K.

Hence, the secrecy SINR can be reformulated from (8) as

I'"(W,p) = Py Riewi: _ Pelbi wil®

o2 02

(15)

Therefore, in order to minimize the transmitted poweyr, for & = 1,2,..., K, under the secrecy
SINR constraintsy,, we have to maximize the gain between the satellite antendatee kth user, i.e.,
max\h{wkyz, for k=1,2,..., K. It means that we have to solN€ maximize problems jointly. The
kth optimization problem can be formulated as

max |h£wk|2, (16)
Wi

hlw; =0, for j #k,
subject t hZWk =0,

wfjwk =1.

Note that the overall optimization problem is composedsobptimization problems as expressed in
(16) (fork =1,2,..., K). In an equivalent way, we re-formulate t& jointly maximize problems a&’

independent maximization problem, e.g., the problem to solve #ith beamforming weight vector can
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be formulated as
max Ihlw|?, 17)

HT wi, = Ok x1,

subject t
w,?wk =1,
whereH,, is defined as
Helij = (18)
[he];, if j=k.

The solution of the beamforming problem in (17) is given b9,[Eq. (23)] as

_ (IM — Fe)hz
| (Tar — Fe) b’

W for k=1,2,..., K, (29)
where
Fe - (Hek)THelm

—1
where (He;)" = (Hop) (Hek(Hek)H) is the Moore Penrose inverse H.;, (in [43]).

As discussed in Section Ill, the minimum power is achievecmvithe SINR is equal to the target

value, i.e.,I'* =, for k = 1,2,..., K. Therefore, we can obtain the solution from (15) as
2
VO
Po=—+——, for k=1,2,... . K 20
k ‘thkP’ ) s L3y ( )

wherew,, is the solution of the beamforming weight vector for thith beam.

V. IMPACT ON CSI OF EAVESDROPPER

The channels between the satellite and the desired usersecastimated accurately, since they are
legitimate channels. However, in practice, the channetwdsn the satellite and the eavesdropper can
only be estimated, and the estimation contains errors difidfowing two subsections, we will investigate

the system design with unknown or imperfect CSI of the eawgsakr.

A. Unknown Eavesdropper CS

In this case, we assume that the entriebiofire random variables, arl, = E {(fleﬁf)T} is known
a priori. Therefore, in order to minimize the power consumpsubject to given target secrecy SINR,

we can use a sub-optimal way to cancel the co-channel intexde, i.e., ZFBF.
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We can formulate théth beamforming weight vector optimization problem as
max |hlwy|?, (21)
Wi
_ hlw; =0, for j #k,
subject t
w,ljwk =1.

This problem is similar to the problem formulated in (16)shwe obtain the solution as

(In; — F)h
| (Tns — F) by ||’

Wi = for k=1,2,... K, (22)
where
F = (H;)'Hy,

-1
where (H,)" = (H;,)? (Hk(Hk)H) , and H;, is the co-channel contribution matrix/ x (K — 1)

defined as
Hy = [hy,...,hy_1, hypq,... hil, (23)

whereh; (j # k) is the jth column of the channel matrid.
After obtain the beamforming vector for each beam, the pailecation solution can also be obtained

by the iteration algorithm in (11), i.e.,

Pl = T , (24)
g g — (1 i)y,

wherey; andpl, are re-defined imfheorem 2.
Theorem 2: The interference function in (24) is standard function under the conditionh;, > ¢,

whereb, = wi Ry wy, ¢ = (14 7,)wH Rowy. p andu”, are defined as

wHR W,

i = kTa (25)
and
Ha
wi R.wy
B = e (26)

Z P] W Rewj +o
J#k

respectively.

See Appendix B for the proof of Theorem 2.
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B. Imperfect Eavesdropper CS

The perfect channel gaih, € CM*! between the satellite antenna elements and eavesdropper is

modeled as
he — fle + Ae> (27)

whereh, € CM*1 s the imperfect eavesdropper channel estimation,apd C*! corresponds to the
channel estimation error. We assume that the entrieA ofire random variables, which is independent
of h,, andRy, 2 E {(AEAE)T} is known a priori. Thus,

R, =E{(h:h/)"} =R+ Ra., (28)

whereR, = (h.h)T.
By joint ZFBF and nulling the eavesdropper’s signal, we obthe beamforming vector, e.g., for the
kth beam, as expressed in function (19). Howe¥&y; is replaced withH,, which is defined as
_ H];;, if j#k,
Helij = (29)
[he];, if j=k.
We can solve the power control problem with the iterationoathm in function (24), therpl, is
re-defined as
_ wfRAewk
> PIwiRA, wj+0°
j#k
As expressed imheorem 2, the interference function in (24) gandard with p7 and 7, given in

T (30)

(25) and (30), respectively.

VI. SIMULATION RESULTSANALYSIS

In order to evaluate the performance of the proposed systesigms, we perform Monte Carlo
simulations consisting of 1000 independent trials to aobthe average results. We define the SATCOM
system payload parameters the same as in [7] and assumeh¢habise powew? is -10 dBm. For
simplicity, the secrecy SINR request for all the beams isum&sl to be equal, i.eq. = o for
k=1,2,...,K. The channel for each link is modeled as a product of an atenfactor and a random
phase. For example, the channel between the legitimateiused the antenna element is defined
as h,,. = aie’s, and the channel between the antenna elements and the epuEdish,,, = a.e’,

whereg is a random phase uniformly distributed within 277), and it is independent of: and k.
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We first fix the number of antenna elementsiMb= 8, the number of beams t&" = 5, the channel
attenuation facton, = o, = 0.8 for £ = 1,2,..., K to investigate the convergence of the iteration
algorithm. In Fig. 3, the curves show the total power congionpat each iteration step for different
target secrecy SINR. The results show that the algorithnvergie. Notice from the figure that the black
curve with higher target SINRy{ = 8 dB) converges slower than that of the red curve with lowegear
SINR (y = 6 dB), since more power is needed to achieve higher SINR reopgnts.

Fig. 4 illustrates satellite transmit power versus the nendf antenna element®/. The fixed beam-
forming vector (e.g., for beant) is assumed agwy| = 1. The curves show that the transmitted
power in the scheme of fixed beamforming is almost independithe number of antenna elements,
and the transmitted power in the scheme of joint beamforndegreases as the number of antenna
elements increases. From the optimization point of view,dhtellite transmitted power can be saved by
increasing the number of antenna elements. However, frensdkellite payload designers’ point of view,
the complexity and the weight of the satellite will increasethe number of antenna elements increases.
Therefore, the optimal number of antenna elements shoultatznced by taking into account all these
views.

In Fig. 5, we evaluate the transmitted power according tfeiht number of beams on the satellite.
We fix the number of antenna elementsidt= 15 and increase the number of bearisfrom 2 to 12.

All other parameters are the same in Fig. 4. As expected,dhepconsumption increases as the number
of beams and secrecy request increase for both schemegidlypéhe transmitted power increases very
quickly in the case of a large number of beams. In Fig. 6, weukita the power allocation according
to the channel attenuation amplitude of the eavesdroppemaorizontal axis in the figure indicates the
channel attenuation amplitude degradation in dB, e.g., théBns the clear sky scenario. From the figure,
we see that the joint beamforming scheme is almost indepedi¢he eavesdropper’s channel condition,
which means that the satellite can adapt the channel dagradsy optimizing the beamformer design.
For the fixed beamforming scheme, the transmitted powerdeitirease as the eavesdropper's channel
condition deteriorates.

The performance of the transmit power as a function of theesgcSINR request is shown in Fig. 7.
For simplicity, we assume that the channel attenuation iunagls for all the users are the same, and the
channel attenuation amplitude of the eavesdropper is abasn,. = 1, clear sky. All other parameters
are the same as previous figures. For both fixed beamformidgja@nt beamforming schemes, the
curves in Fig. 7 show that, as the channel condition detiesr more power will be consumed in order

to compensate the signal attenuation. We can also conctadethis figure that the joint beamforming
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scheme is more favorable than fixed beamforming scheme inabe of a higher secrecy SINR request,
since the power allocation is more sensitive to the higheresy SINR request (e.g., whepg > 6 dB).

The performance of a single legitimate user (e.g., User ®vaduated in Fig. 8. We assume that the
channel attenuation amplitude of User d;) is changed from 1 (i.e., clear sky) to 0.2, and all other
parameters are the same in Fig. 3. As expected, the poweatdlb to Beam 1 will increase as the
channel condition of User 1 deteriorates, especially incidiee of a bad channel condition. In Fig. 9, we
compare the power allocation with and without the availalflthe eavesdropper’s CSI. The value of the
parameters is the same in Fig. 7. Under the given total powetation (e.g., 100 Watts), the achieved
secrecy SINR per user with known eavesdropper’s CS| pedabout 2 dB better than the case of no
CSIl available. In addition, this gap increases as the availetal power increases.

In Fig. 10, we compare the results with Gaussian inputs atid thé current air-interface in DVB-S2.
The value of the parameters is assumed to be the same as in Figr. the case of the joint beamforming
scheme, the sum of power consumption increases as theapfitiency requirement increases for both
Gaussian inputs and DVB-S2 cases. The power consumptidmeodDVB-S2 case is always larger than
the Gaussian inputs case, and the gap between them tendsréaske as the spectral efficiency increases.

Table | shows the maximum number of users for different systeesigns. We assume th& =
10Watt, vo = 6dB, and M = 20. The first row indicates the maximum capacity of the systesigite
for a fixed power allocation and a fixed beamforming systenigdesvhich is the baseline reference
system design. We can notice that the capacity of the systsigm only with the flexibility in power
allocation is around two times better than the reference ane the capacity of the joint power control
and beamforming system design is five times better than tleeerece one. In addition, the table also
shows that the capacity of the joint power control and beamifty system design is not sensitive to the

eavesdropper’s channel condition.

VIlI. CONCLUSIONS

By PHY layer techniques, we realize secure communicatiomoltibeam SATCOM systems while
minimizing the overall transmitted power. The power cohpmblems is developed in different cases
and an iterative algorithm is proposed to solve the proble8pecifically, we first assume that the
beamforming weights are fixed, and propose a novel secur€€SNI system design that minimizes the
satellite transmit power with individual secrecy rate daaists. A joint power control and beamforming
problem is investigated to realize secure communicatidre Beamforming weight vector is solved by

completely eliminating the co-channel interference anlinguthe eavesdroppers’ signal simultaneously.
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Furthermore, the impact of channel condition of eavesdeom the secure system design is studied.
After the numerical simulation, we conclude that the prgubsultibeam SATCOM system design can
realize the secure communication by joint power control b@@mforming. In order to achieve the target
individual secrecy rate per user, more power will be consliinethe cases of worse legitimate users’
CSI and better eavesdropper’'s CSI. The results also shawh#goint power and beamforming scheme
is more favorable than the fixed beamforming scheme in thescaklarger number of antenna elements
and higher secrecy SINR request. Under a given overall pbméation (e.g., 100 Watts), the maximum
secrecy SINR achieved per user with known eavesdropperisp@3orms 2 dB better than the case
without CSI available. By comparing the results with Gaasshputs and with the current air-interface

in DVB-S2, we come to the same conclusions.

APPENDIXA

PROOF OFTHEOREM 1
A. Proof of Positivity

The interference functiod,(p) in (11) can be rewritten as

ay ay

Ii(p) = — = (31)
o>4+pTh,  o’+pTh. f(p)
whereb, and ¢, are defined in Section Ill, and, = v, > 0. f(p) is defined as
p) = by, . B o? (b — cx) + (bkaﬁe - Ckaflk) (32)
o2+ pTh, o2+ pTh, (0'2 + prle) (02 + prlk)

Under the assumed conditions, we obtain-c;, > 0 andb,p”h, —c¢;p”hy, > 0. Therefore f(p) > 0,

and the positivity is proved.

B. Proof of Monotonicity

A preference operator aaquivalent relation “«<” is defined for indicating that two expressions are
equivalent. E.g., I, (p) monotonically increasing’ “ f(p) monotonically decreasing”, wherg&p) is
defined in (32).

Let o(p) be defined asp(p) = ag_(;» and, hence, f(p) monotonically decreasing® “p(p) <

0,if p > 0". ¢(p) can be formulated as

_Ofe) __ ahe by ¥ (p)
#p) Ip (02 + prle)2 (02 + prlk)z (02 + prlk)2 (02 + pTﬂe)z’ (33)
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where

2

P(p) = crhe (02 + prlk)2 — bihy (02 + prle) (34)

Thus, p(p) < 0,if p > 0" & “4(p) < 0,if p > 0". For the jth element ofy)(p), i.e., ¥ ;(p), it
can be presented as

2

~ ~ 2 ~ ~
v;(p) = 2ck[hc]; (o + p i) — 2be[hel; (o2 + ") (35)
Thus, in order to prove)(p) < 0, it is equivalent to prove
cxlhel; (0% + P hy) < \/bilhyl; (0 +pTh). (36)

or,

(Verlel; = Voulhel;) o + 7 (Vaulho) e — il ) <o. 37

Under the Conditions 2 and 3, we find tf\#t:k [h.]; — \/bk [hy]; < 0andy/c[he];hg —/br[hy]jhe <

0, respectively. Therefore, the inequality in (37) is satidfand the monotonicity is shown.

C. Proof of Scalability
The scalability condition can be rewritten as £if> 1)

pay, pay,

b Cr__ > pbr pck___’ (38)

o24+pThy o2+pTh, o2+ppThy, o2+ppTh,

sinceI;(p) > 0, the condition in (38) is equivalent to
b b
K %k POk Pk (39)
o2 +p'hy,  o2+p’h, o2+ pp’h; 0?2+ ppTh,
Inequality (39) is equivalent to
A

<0, (40)

(02 + pThy) (02 + pThe) (02 + ppThy) (02 + ppTh.)
where A is given by

A =¢5 (1—=1p)(bp —cx)+ ol (1 — pz) (bkafle — Ckaflk) + azp(l —p) [bk(pTﬁe)z — Ck(prlk)Q} ,
(41)
where the condition in (40 “A < 0". b, > ¢ Is satisfied under the Condition 1, ahgp’h, >

crp’hy, andb,(pTh,)? > ¢, (pThy)? are satisfied under the Condition 2. Singe> 1, A in (41) is

proved thatA < 0. Therefore, the scalability is also proved.
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APPENDIX B
PROOF OFTHEOREM 2
As we proved in Appendix A, by replacinly, andh, with h; = 0, and
Wff{ewj, if 7 #k,

[h]; = (42)
0, otherwise

respectively, we will prove the positivity, monotonicity@ scalability in the following.

A. Proof of Positivity

f(p) in (32) can be re-formulated as

b c o2 (b, — cx) + bep’he
f(P):_I;_ 2 kT~ - o 8 f : (43)
o o2+ p'h, o? (02 + pThe)
Sinceby > ¢, it follows that f(p) > 0, the positivity of I (p) is proved.
B. Proof of Monotonicity
©(p) in (33) can be re-formulated with;, = 0 as
of(p crhe
»(p) = 8( ): k —— > 0. (44)
P (0.2 + pThe)
Therefore,f(p) increase monotonically witlp, the monotonicity ofl;(p) is proved.
C. Proof of Scalability
We can re-formulate) in (41) as (leth;, = 0)
A =0% (1= p) (b — ) + 0 (1= p?) bep B + 02p (1 = p) by (P ). (45)

Sincep > 1 andb; > ¢ , A in (45) is shown thatA < 0. Therefore, the scalability is also proved.
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ar =a. =0.8for k =2,3,4,and5.
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Fig. 10.

e = 1.
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TABLE |
MAXIMUM NUMBER OF USERS(Pror = 10 WATT, 79 = 6dB, M = 20)

System setup Maximum number of users

Fixed power, fixed beamforming 4
ap = 0e =1

Power control, fixed beamforming 9

ap =ae =1

Power control, fixed beamforming 13

ar =1, ae = 0.5

Joint power control and beamforming 20

ap = 0e =1

Joint power control and beamforming 21

ar =1, ae = 0.5




