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yber-physical systems (CPSs) have become very complex,

more sophisticated, intelligent and autonomous. Examples

of CPS include smart grid in the energy sector, smart factory
and industry 4.0, intelligent transportation systems, healthcare
and medical systems, and robotic systems. CPSs offer very com-
plex interaction between heterogeneous cyber and physical
components; additionally to this complexity, they are exposed
to important disturbances due to unintentional and intentional
events which make the prediction of their behaviors (catego-
rized as “Normal” or “Faulty”) a very difficult task. Meanwhile,
cyber security for CPS is attracting the attention of research
scientists in both industry and academia since the number of
cyber-attacks have increased and their behaviors have become
more sophisticated, commonly known as zero-day threats.

Conventional cyber security mechanisms, such as intrusion
detection and prevention systems (IDS/IPS), and access con-
trol do not have the capability to detect, prevent and block this
category of cyber-attacks since the zero-day threats exhibit an
unknown misbehavior that are not defined in signatures’ database
of the security systems. Recently, a new era of cyber security
mechanisms based on artificial intelligence (Al) are under devel-
opment to protect CPSs from these zero-day attacks. In the con-
text of cyber security, machine learning technologies are used to
manage a huge amount of heterogeneous data that come from
different sources of information with a goal of generating auto-
matically different attack patents and hence predicting accurately
the future attackers’” misbehavior. Game-theoretic approaches
have been used in the context of cyber defense to solve the deci-
sion-making issues (i.e., the suspect device is an attacker or not)
and attack prediction. In decision-making issues, the cyber secu-
rity game is used to study the interaction between the security
agents (e.g., IDS and IPS) and their opponents (e.g. attackers)
with a goal to determine the optimal decision making of security
agents to classify the suspected opponent as attacker or not.

Preventing the occurrence of zero-day attacks requires the col-
laboration between different Al systems including machine learn-
ing and game theory, as well as security expert intervention. In
fact, human intervention in decision-making leads to an improve-
ment in attack detection since the purpose of human-machine
interaction is to reduce the number of false positives.

Another example to illustrate the migration of security solu-
tions to use more intelligent principles and technologies is identity
management & access control (IAM), which switches from simple
login/password checking to voice and facial recognition.

This Special Issue (SI) aims to bring together researchers from
academic and industry to share their vision of Al application in
the cyber security context, and present challenges and recent
works and advances related to Al-based cyber security applied
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to CPSs. In response to the Call for Papers, we received over 40
paper submissions. After a careful review process, 10 outstand-
ing articles have been selected for this SI.

The articles in this Sl are classified into two categories:

+ Al-assisted cyber defense to detect attackers targeting CPS.
+ Cyber protection based on machine learning for CPS.

In “BLCS: Brain-Like based Distributed Control Security in
Cyber Physical Systems,” the authors propose a distributed con-
trol security architecture for fog radio and optical networks in
CPSs. They investigate the functional entities of the security
architecture and interworking procedure in the insecure control
mode. According to the experiment results, the authors proved
that malicious CPS nodes are detected with high accuracy, while
packet loss, latency and blocking probability are reduced.

In “An Intelligent Edge Computing-Based Method to Count-
er Coupling Problems in Cyber-Physical Systems,” the authors
propose an Al method based on an edge computing system to
protect the CPS from coupling problems and optimize the utiliza-
tion of sensors. Based on a machine learning algorithm and edge
computing system, the authors develop two buffer queues to
reduce the coupling degree of the system in parallel. The exper-
iment results demonstrate that the Al method based on an edge
computing system decreases the cost of scheduling, increases
resource utilization, and prolongs the lifetime of the CPS.

In “Fast Authentication and Progressive Authorization in
Large-Scale loT: How to Leverage Al for Security Enhancement?”
the authors propose a security provisioning approach based on
an artificial intelligence (Al) algorithm to achieve fast authenti-
cation and progressive authorization in large-scale Internet of
Things (IoT) networks. In the simulation results, they prove the
effective protection of loT wireless communication against the
cyber-attacks.

In “Toward Integrated Virtual Emotion System with Al Appli-
cability for Secure CPS-enabled Smart Cities: Al-based Research
Challenges and Security Issues,” the authors present an inte-
grated virtual emotion system based on an Al algorithm that
treats the virtual emotion barrier, virtual emotion map, and vir-
tual emotion block for securing CPS-enabled smart cities. Future
work related to the Al-enabled virtual emotion system is dis-
cussed in this research work.

In “Learning-Assisted Secure End-to-End Network Slicing for
Cyber-Physical Systems,” the authors highlight the security issues
of network slicing, study the machine learning solution to secure
the slices from network attacks, and analyze the robustness of
their solution against Denial-of-Service (DoS) attacks. The experi-
ment result shows that the learning-security solution reduces the
occurrence of DoS attacks targeting network slicing.

In “Machine Learning based Side-Channel Leakage Detection
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in Electronic System-Level Synthesis,” the authors propose a
machine learning algorithm based on a clustering approach to
achieve faster and more effective leakage detection executed
by cyber-attacks in a CPS network. According to their simulation
results, the proposed clustering-based leakage detection system
exhibits high accuracy detection against network attacks.

In “Federated Learning for Data Privacy Preservation in
Vehicular Cyber-Physical Systems,” the authors focus to protect
vehicular cyber physical systems against data leakage attacks.
The proposed security system is based on a federated learn-
ing mechanism, which relies on two security phases to ensure
privacy preserving, data transformation and collaborative data
leakage detection. Numerical results show that the proposed
security system mitigates effectively cyber-attacks targeting
vehicular CPSs.

In “Reinforcement Learning Empowered IDPS for Vehicular
Networks in Edge Computing,” the authors propose an intrusion
detection framework based on reinforcement learning algo-
rithms to secure the vehicles’ network from internal and external
attacks. The main purpose of this work is to improve over the
time both attacks detection and prevention decision as demon-
strated in the experiment results.

In “Artificial Intelligent-based Distributed Belief Propagation
and Recurrent Neural Network Algorithm for Wide-Area Moni-
toring Systems,” the authors propose an area monitoring mecha-
nism based on distributed belief propagation and a bi-directional
recurrent neural network to protect the CPS network against
GPS spoofing attacks. The proposed monitoring mechanism
authenticates each received power by analyzing and evaluating
the GPS timing error to detect malicious GPS signals and hence
detect spoofing attacks. In the simulation results, the authors
prove that their mechanism exhibits fast detection time and low
timing error estimation accuracy.

In “Pseudonym Limitation for Privacy in Cooperative Trans-
port Systems,” the authors present an experimental study of
data-set messages exchanged between vehicles and they have
shown, under some conditions, that it is possible to identify driv-
ers’ behavior based only on data correlation between collected
data messages, and hence the track of drivers is possible even
when they use pseudonym changes.
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