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IOT STANDARDS
IoT Standards will look at different segments of the IoT market as it relates to implementation and use of standards. Each column will 
select a particular vertical, and lay out the relevant standards and technologies that affect the evolving IoT hyperspace. The pace of the 
columns will start broadly with the vision of narrowing the subject of subsequent articles toward more specifi c applications of standards, 
whether in the development, application, test, or commissioning of IoT technologies.

The Industrial Revolution brought about sweeping changes in 
economic and social organization. These changes included a wider 
distribution of wealth and increased international trade. Managerial 
hierarchies also developed to oversee the division of labor. The 
Industrial Revolution brought rapid urbanization (i.e., the movement 
of people to cities). Changes in farming, soaring population growth, 
and an ever ncreasing demand for workers led masses of people to 
migrate from farms to cities. Almost overnight, small towns around 
coal or iron mines mushroomed into cities. The Industrial Revolution 
had many positive eff ects. Among those was an increase in wealth, 
the production of goods, and the standard of living. People had 
access to healthier diets, better housing, and cheaper goods. In 
addition, education increased during the Industrial Revolution.

The Fourth Industrial Revolution (4IR) represents a funda-
mental change in the way we live, work, and relate to one 
another. It is a new chapter in human development, enabled by 
extraordinary technology advances commensurate with those 
of the fi rst, second, and third industrial revolutions. The 4IR is 
a fusion of advances in artifi cial intelligence (AI), robotics, the 
Internet of Things (IoT), genetic engineering, quantum comput-
ing, and more. 

With the 4IR already well underway across the globe, the 
attention is now shifting to the 5th Industrial Revolution (5IR). 
Across the globe, conversations are shifting from the technol-
ogy that encompasses the 4IR to the human interaction with 
technology in the 5IR. While, Industry 4.0 off ers mass produc-
tion with little or no human involvement, Industry 5.0 brings 
personalization and the human touch back to manufacturing. 
Collaborative robots are well positioned to become Industry 
5.0 tools, helping humans create the personalized products 
demanded by consumers. The 5IR is dawning upon the world 
in unforeseeable ways as we increasingly rely on Industry 4.0 
technologies including AI, big data, IoT, digital platforms, aug-
mented and virtual reality, and 3D printing.

With people at the center of processes, Industry 5.0 focuses 
on three increasingly important aspects: quality of life, inclusion, 
and sustainability. Industry 5.0 aims to make workers’ lives safer 
and more comfortable, while ensuring access to technologies 
that enable automation and increase productivity.

evoLution of the automation Paradigm
Automation has been at the core of Industrial Revolutions from 
the beginning. However automation itself has been undergoing 
metamorphosis continuously to enable the unprecedented 
advancements in the industrialization across domains. Starting 
with mechanical, followed by electrical and electronic (ana-
log and digital), and now leveraging computer, software, and 
communication/network technologies, automation has been 
evolving through one avatar after the other and is still under-
going much accelerated transformation using disruptive but 
profound technologies including IoT, AI, robotics, 3D printing, 
digital twin, augmented reality and so on. It has moved from 
being classifi ed as fi xed, programmable, fl exible, or integrated 
automation to a new paradigm in automation — software and 
remote controlled with embedded AI.

Humans power industries of all kinds, bringing irreplaceable 
skills like judgment, reasoning, and imagination to the table. 

MENTOR’S MUSINGS ON
DISRUPTIVE TECHNOLOGIES 
AND STANDARDS INTERPLAY IN 
INDUSTRIAL TRANSFORMATION
by N. Kishor Narang
Technology Philanthropist, Innovation & Standardization Evangelist

In the last two and a half centuries, the transformation in the 
industrial domains has been anything but ordinary, and has further 
accelerated in the last couple of decades. But with the availabil-
ity of massive computing power, innovations in data processing 
technology, and the advent of IoT, big data, and machine learn-
ing algorithms in the last decade, the industrial environment has 
undergone a phenomenal transformation in every aspect. How-
ever, the focus until now has been on productivity, processes, and 
cost efficiencies resulting in drastic increase in GHG emissions 
amounting to a quarter of total GHG emissions from Earth. This 
column takes a holistic view of the Industrial IoT paradigm includ-
ing but not limited to machine learning, providing strategic insights 
to develop a digital circular economy strategy framework for the 
sustainable digital transformation of the industrial sector. 

introduction
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With intuitive, agnostic, and end-to-end software on their side, 
there is no limit to what industrial workers can achieve.

m2m >> iot >> ioe >> aiot >> iomt >> iiot
With the evolution of communication and compute technolo-
gies, this new wave has quite rapidly evolved from machine-to-
machine (M2M) to IoT and its multiple variant like the Internet 
of Everything (IoE), Artifi cial Intelligence of Things (AIoT),Inter-
net of Medical Things (IoMT), and Industrial IoT (IIoT).

IoT adoption has increased significantly in the last five 
years due to the availability of massive computing power, 
innovations in data processing technology, and the advent 
of machine learning and natural-language processing algo-
rithms. IoT has opened an entirely new arena for customers 
to address their long-standing issue of connecting devices 
and using the resulting data to positively infl uence decision 
making processes. IoT also opens an entirely new spectrum 
of use cases where customers can operationalize actions on 
the IoT devices in real time—something that was not possible 
a few years ago.

IIoT refers to the combination of IoT technology and data 
with manufacturing and other industrial processes, often with 
the goal of increasing automation, effi  ciency, and productivity. 
This is where IoT gets applied in practice in various industries, 
such as:
• Factory equipment, machines, and devices used in manu-

facturing
• Health monitoring devices in healthcare
• Sensors and supervisory control and data acquisition 

(SCADA) systems in oil and gas production
• Telemetry data from autonomous vehicles

IIoT helps organizations leverage the power of data that 
their machines created over several years and use that for real-
time analytics to drive faster, more accurate business decisions.

Looking from a slightly diff erent perspective, IIoT refers to 
interconnected sensors, instruments, and other devices net-
worked together with computers’ industrial applications, includ-
ing manufacturing and energy management. This connectivity 
allows for data collection, exchange, and analysis, potentially 
facilitating improvements in productivity and effi  ciency as well 
as other economic benefits. The IIoT is an evolution of a dis-
tributed control system (DCS) that allows for a higher degree 
of automation by using cloud computing to refi ne and optimize 
the process controls. It is also about connecting devices and 
making them more available and intelligent, but on a much 
bigger scale.

IIoT connects people, products, and processes to power 
digital transformation. Using industrial IoT platforms, companies 
connect, monitor, analyze, and act on data in new ways. Com-
panies use IoT and IIoT for innovative management and for 
monitoring widely dispersed processes. IIoT today drives how 
to design, manufacture, and service products, to how to create 
value and engage with customers.

IIoT is a vital element of Industry 4.0. IIoT harnesses the 
power of smart machines and real-time analysis to make better 
use of the data that industrial machines have been churning out 
for years. The principal driver of IIoT is smart machines, for two 
reasons. The first is that smart machines capture and analyze 
data in real time, which humans cannot. The second is that smart 
machines communicate their fi ndings in a manner that is simple 
and fast, enabling faster and more accurate business decisions.

IIoT empowers manufacturers to digitize nearly every part of 
their business. By reducing manual processes and entries, man-
ufacturers are able to reduce the biggest risk associated with 
manual labor: human error. This goes beyond just operational 
and manufacturing errors.

digitaL tranSformation
In the wake of technological advancements, especially in the 
fi eld of ICT , all ecosystems including smart factories now fi nd 
themselves making three classes of transformations — improve-
ment of infrastructure — to make it resilient and sustainable; 
addition of the digital layer — which is the essence of the smart 
paradigm; and business process transformation — necessary to 
capitalize on the investments in smart technologies.

In the genesis of digital transformation in any paradigm, 
domain, or ecosystem, sustainability is the true destination, 
resilience is the core characteristic, smart is merely the acceler-
ator, and standards are the chromosomes of digital infrastruc-
ture. And it is not only about the integration of information 
technologies (IT) and operational technologies (OT), as the 
network technologies have evolved to a level of complexity and 
advancements (5G and software defi ned networking) that play 
a crucial role in the digital transformation. Last but not least, the 
new kids on the block, IoT and AI, have become so pervasive 
and ubiquitous that they enhance the value proposition of digi-
tal transformation comprehensively in any ecosystem.

Digital transformation is NOT a technology; it is a complex 
paradigm with domain-specifi c implications as we are living in 
an ephemeral world, and AI and machine learning (ML) are 
powering the digital transformations happening in every indus-
try around the world.

Industry 4.0 takes the emphasis on digital technology from 
recent decades to a whole new level with the help of intercon-
nectivity through IoT, access to real-time data, and the intro-
duction of cyber-physical systems. The digital transformation 
offered by Industry 4.0 has allowed manufacturers to create 
digital twins, which are virtual replicas of processes, production 
lines, factories, and supply chains. A digital twin is created by 
pulling data from IoT sensors, devices, PLCs, and other objects 
connected to the Internet. Digital twin technologies enable 
combining powerful simulations and analytics in a virtual, soft-
ware-led environment that brings to life data for better perfor-
mance, promising signifi cant business benefi ts.

Digital transformation helps create the Industries of the 
Future by making manufacturing and process industries smarter, 
sustainable, more agile, and resilient through open, intuitive, 
agnostic, and end-to-end software-centric automation. IIoT and 
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data analytics expertise can help bring unprecedented flexibility 
and automation to each level of an industrial enterprise. This 
can be achieved through connected products, edge control, 
and digital solutions that improve energy efficiency and lower 
carbon footprint.

The industries of the Future are leading unprecedented dig-
italiszation of industrial automation applications which rely on 
new business models that combine smart control, a digitally 
connected workforce, and optimized assets to drive operational 
profitability safely.

Accelerating digital transformation takes more than just the 
right IIoT platform. You also need pragmatic applications of 
technology that will make an impact on your business.

Shifting Perspectives in the IIoT Paradigm
Real-time IoT data holds the insights needed by digital transfor-
mation initiatives to succeed. However, legacy technical archi-
tectures and platforms limit IoT data’s value by not scaling to 
support AI and ML modelling environments, workloads, and 
applications at scale. As a result, organizations accumulating mas-
sive amounts of IoT data, especially manufacturers, need an IoT 
platform purpose-built to support new digital business models.

Machine Learning and IoT: Game Changer?
Machine learning strives to minimize human intervention in 
tasks that can be automated—and it is fully applicable to IoT. It 
opens many opportunities to automate and optimize the world 
of IoT. Using ML algorithms, organizations can use IoT data to 
discover patterns and build models that can then be scored in 
real time on the IoT data to operationalize the models. Com-
mon use cases with ML algorithms in IoT are:
•	 Smart traffic prediction using classification, anomaly detec-

tion, and clustering techniques
•	 Energy usage prediction using linear regression, classifica-

tion, and regression trees
•	 Food safety prediction using a naive Bayes algorithm.
•	 Smart city and smart citizen initiatives with K-means clustering

ML strives to minimize human intervention in tasks that can 
be automated, and it is fully applicable to IoT. ML opens many 
opportunities to automate and optimize the world of IoT. Using 
ML algorithms, organizations can use IoT data to discover pat-
terns and build models that can then be scored in real time on 
the IoT data to operationalize the models.

ML can have a greater impact on people’s lives when 
applied to IIoT than in consumer applications. When applied 
to IIoT, ML can enable organizations to identify when an object 
should be replaced before it fails, or in the case of healthcare, 
help clinicians make sense of massive amounts of data in com-
puter-assisted diagnosis.

For example, a single jet engine creates/produces about a tera-
byte of data in five hours. That is an unfathomable amount of data 
coming from just one engine, and with 50,000 flights a day, this is 
an example of the scale of the data we are starting to deal with.

In highlighting the impact of the successes and failures of 
industrial ML models, a true positive could mean identifying a 
cancerous tumor before it is too late. And if you have a false 
negative, it means you have a crack in a pipe that your system 
missed. Organizations must also get comfortable with having 
more false positives. If you can live in a world with lots of false 
positives, you will do better than if you had no ML at all, which 
will ensure an “abundance of caution” built into ML models used 
in industrial applications.

Unlike data-driven models that may contain biases, industrial 
ML is grounded in the laws of physics. You can build physical 
models to capture the understanding of devices and simulate 
things that have not happened yet in the real world. However, 

there are some drawbacks to industrial ML. For one, physical 
models do not easily learn from new data, and not all physical 
laws have been built into large complex systems. That means 
we have an imperfect model, and we just hope that the imper-
fections are not fatal. Refinements to industrial ML models are 
not easy to make either, since experts with doctoral degrees are 
often needed in specialized fields relevant to specific use cases 
and applications.

A data-driven model, however, does not require explicit 
understanding of the physical world. You just throw in lots of 
data and optimize the model based on metrics that you have 
set up. It will naturally improve as you throw more data at it, 
and it is extensible to more data sources. That said, there is 
uncertainty over whether data-driven models can be general-
ized to other similar systems. It is also difficult to derive real 
physical intuition for those models.

Work is underway to combine physical and data-driven ML 
models in its systems, and to ensure that the information gen-
erated from those models is trusted and understood by users. 
Even if the models are correct, if people do not trust and accept 
them, they are not going to wind up being used. In the end, we 
need to create not just better algorithms, but also make ML 
suggestions understood to people with domain expertise. We 
also need to build systems that take in feedback, and are cogni-
zant of the end user and the effects of a good and bad answer.

The key to getting more value from IIoT and IoT platforms is 
getting AI and ML workloads right. Despite the massive amount 
of IoT data captured, organizations are falling short of their 
enterprise performance management goals because AI and ML 
are not scaling for the real-time challenges organizations face. 
If you solve the challenge of AI and ML workload scaling right 
from the start, IIoT and IoT platforms can deliver on the prom-
ise of improving operational performance.

More organizations are pursuing edge AI-based initiatives to 
turn IoT’s real-time production and process monitoring data into 
results faster. Enterprises adopting IIoT and IoT are dealing with 
the challenges of moving the massive amount of integrated data 
to a data center or centralized cloud platform for analysis and 
derive recommendations using AI and ML models. The combina-
tion of higher costs for expanded data center or cloud storage, 
bandwidth limitations, and increased privacy requirements are 
making edge AI-based implementations one of the most com-
mon strategies for overcoming IoT’s growth challenges.

IIoT/IoT platforms with a unique, differentiated market focus 
are gaining adoption the quickest. For a given IIoT/IoT platform 
to gain scale, each needs to specialize in a given vertical market 
and provide the applications and tools to measure, analyze, and 
run complex operations. An overhang of horizontally focused 
IoT platform providers rely on partners for the depth vertical 
markets required when the future of IIoT/IoT growth meets the 
nuanced needs of a specific market. It is a challenge for most IoT 
platform providers to accomplish greater market verticalization, 
as their platforms are built for broad, horizontal market needs.

In order to use IIoT and IoT to improve operational perfor-
mance, enterprises must face the following challenges:
•	 IIoT and IoT endpoint devices need to progress beyond 

real-time monitoring to provide contextual intelligence 
as part of a network. The bottom line is that edge 
AI-based IIoT/IoT networks will be the de facto standard 
in industries that rely on supply chain visibility, velocity, 
and inventory turns within three years or less. Edge AI is 
the cornerstone of the IoT and IIoT deployment plans. 
Enterprise IT and operations teams want more contextu-
ally intelligent endpoints to improve end-to-end visibility 
across real-time IoT sensor-based networks. Build-out plans 
include having edge AI-based systems provide perfor-
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mance improvement recommendations in real time based 
on ML model outcomes.

•	 AI and ML modeling must be core to an IIoT/IoT archi-
tecture, not an add-on. Attempting to bolt-on AI and ML 
modeling to any IIoT or IoT network delivers marginal results 
compared to when it is designed into the core of the archi-
tecture. The goal is to support model processing in multiple 
stages of an IIoT/IoT architecture while reducing networking 
throughput and latency. Organizations that have accom-
plished this in their IIoT/IoT architectures say their endpoints 
are most secure. They can take a least-privileged access 
approach that is part of their zero trust security framework.

•	 IIoT/IoT devices need to be adaptive enough in design 
to support algorithm upgrades. Propagating algorithms 
across an IIoT/IoT network to the device level is essential 
for an entire network to achieve and keep real-time syn-
chronization. However, updating IIoT/IoT devices with 
algorithms is problematic, especially for legacy devices and 
the networks supporting them. It is essential to overcome 
this challenge in any IIoT/IoT network because algorithms 
are core to AI edge succeeding as a strategy. Across e-logic 
controllers (PLCs) in use, supporting control algorithms and 
ladder logic. Statistical process control (SPC) logic embed-
ded in IIoT devices provides real-time process and product 
data integral to quality management success. IIoT is active-
ly being adopted for machine maintenance and monitor-
ing, given how accurate sensors are at detecting sounds, 
variations, and any variation in process performance of a 
given machine. Ultimately, the goal is to predict machine 
downtimes better and prolong the life of an asset.
Some further insights:

•	 Business cases that include revenue gains and cost reduc-
tions win most often.

•	 Design IIoT/IoT architectures today for AI edge device 
expansion in the future.

•	 Plan now for AI and ML models that can scale to account-
ing and finance from operations.

•	 Design in support of training ML models at the device 
algorithm level from the start.

Security Considerations and Challenges 
When Adopting IIoT

The adoption of IIoT can revolutionize industries, but this 
increased connectivity can create additional security issues. 
Companies that work with OT understand the importance of 
worker safety and product quality. But with the integration of 
operations, the Internet, automation, and smart machines, sever-
al challenges arise with availability, scalability, and security.

Most industries are well versed in managing availability and 
scalability since they are crucial to functioning and can easily be 
integrated in an IIoT system. Security is where most organiza-
tions tend to falter. Many businesses still utilize legacy systems 
and processes, and new technologies can complicate integra-
tion and end-to-end security.

The increase in smart devices, particularly employee devices 
used for work, give rise to a plethora of security vulnerabilities. 
Organizations are responsible for the secure implementation 
and setup for any connected devices. But device manufacturers 
also have to prove they can keep devices safe, which is not 
often the case.

Cyber-security issues are rising. Successful hackers can crack 
connected systems and potentially shut down operations. To 
handle these security issues, manufacturing companies need to 
approach IIoT like any IT company would: with a focus on the 
security of physical and digital components.

Another challenge with IIoT adoption is securely integrating 
industrial operations with IT. User data has to be in sync with 
global privacy regulations. Gathering data is essential to gen-
erating essential insights for a company, but personal informa-
tion needs to be separated and stored in encrypted databases. 
Storing personal data with business data can lead to serious 
risks of exposure.

Several other security problems are associated with IIoT. 
These could be exposed ports, a lack of sufficient authenti-
cation practices, or even the use of obsolete applications. All 
these small problems, in addition to having an Internet network, 
can be dangerous for companies. Unsecured IIoT systems can 
result in operational disruption and financial losses.

The more connected an environment is, the higher the 
security risks:
•	 Software vulnerabilities are easy prey for hackers to attack.
•	 Devices and systems connected to the Internet are pub-

licly searchable.
•	 Hacking attempts increase, leading to targeted attacks 

and data loss.
•	 Operations are disrupted from system manipulation or 

sabotage attempts.
•	 System malfunction results in device damage, or worse 

still, physical damage to employees.
•	 Extortion attempts result from compromised operational 

technologies.
•	 Increased fines may be incurred if private information is 

made public against regulations.
The last concern is that IoT and IIoT suffer from technology 

fragmentation, which can lead to inoperable systems if process-
es are not handled correctly or efficiently. Adoption of IoT tech-
nologies has increased exponentially in the past five years — but 
successful implementation still eludes some.

The Imperative for Ethical 
Guardrails in ML and AI

Generally, the use of ML and AI is synonymous with good inno-
vation and positive applications of this technology. The emer-
gence of these technologies has already begun to profoundly 
reshape our lives, our interactions, and our lived environments. 
AI itself will also become smarter with each passing year. It 
will not only become more productive, but will also develop 
intelligence that humans do not yet have, accelerating human 
learning and innovation. As we look forward to the gains, effi-
ciencies, and new solutions that AI creates for nations, busi-
nesses, and everyday life, we must also think about how to 
maximize gains for society and our environment. The fact that 
AI will have a major impact on society is no longer in question. 
Current debate turns instead on how far this impact will be 
positive or negative, for whom, in which ways, in which places, 
and on what timescale. It would be interesting to undertake a 
meta-analysis of the ethical challenges presented by emerging 
technologies collectively referred to as ML and AI.
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tranSParent, interPretabLe, and unbiaSed ai

Artifi cial intelligence use cases are proliferating, from many busi-
ness applications to more and more facets of day-to-day living. 
And as awareness of AI becomes more prominent, justifiable 
concerns about the fairness and power of ML algorithms, and the 
eff ects of AI on privacy, speech, and autonomy are growing. In 
the private sector, businesses must grapple with how to develop 
and deploy ethical AI, while in the public sphere, government 
policy is being crafted to ensure safe and fair AI use.

What does responsible and ethical AI look like? “Ethical” is 
a subjective term, while responsibility, or being accountable for 
your choices, is essentially doing the right thing when it comes 
to implementing software.

It is less about what you perceive as right or wrong, and 
more about how you are going to be held accountable for the 
outcomes of the things you build. I feel like every company 
can move in that direction, regardless of where they are on the 
spectrum of ethical-ness in their AI.

Being accountable for the outcomes is important; however, 
it is not about whether the system is biased or fair, but rather 
whether it does what is claimed. The importance of transparency 
in datasets and testing evaluation canno’t be overstated. As part 
of that, the focus is often on the human factors, such as partic-
ipatory design techniques, multi-state coding approaches, and 
human-in-the-loop test methods, rather than the bigger picture.

None of these really are a panacea against the bias, which 
is part of a broader socio-technical perspective that connects 
these AI systems to societal values. And I think this is where 
experts in the area of responsible AI really want to focus to 
successfully manage the risks of AI bias so that we create a 
system that is not only doing something that is claimed, but 
doing something in the context of a broader perspective that 
recognizes societal norms and morals.

We need to understand the broad consequences of failing 
to have the necessary guardrails, even if unintended. It could 
decide where we go to school, who we might marry, if we 
can get jobs, where we will live, what healthcare we get, what 
access to food we will have, and what access to capital we wi’ll 
have. The risks are high, and they require a serious evaluation 
of the way that we implement them.

Unfortunately, many of the data scientists and business unit 
experts who are in the position to design, build, and implement 
ML models or algorithms are not ethicists by trade. They general-
ly did not study ethics in school or have the opportunity to learn 
about the concept of questioning in product design. They do not 
know what questions to ask, or cannot identify what they can be 

held accountable for in terms of the performance or intention of 
their models and the data being used to train them. Employees 
lower in the business hierarchy tend to assume that these ethics 
questions are above their pay grade.

With every line of business now leveraging AI, we need 
to each take responsibility for understanding and finding a 
defense for why we are using this technology, what the scope 
of that use is, and how we are collecting the data that creates 
those predictions.

All humans have developed their own idea of what is ethical 
or non-ethical. And if they are building AI systems, they are 
imbuing their own view of ethics and ethical behavior into the 
system — which may or may not have an alignment with socie-
tal practices or societal values that we want to propagate.

It is critical to start pulling in more people from the social 
sciences and that data scientists start thinking about the human 
dynamic in the relationship with AI so that we do not end up 
building something that hurts a person.

That is ultimately the biggest failure: building an AI that 
infringes on someone’s rights, hurting someone’s ability to do 
something that they would have had a right to do, but the AI 
models inadvertently decide against it. This is something most 
companies are battling with: how to do that well.

imPLementing reSPonSibLe and ethicaL ai
To start on the path to ethical AI, an organization needs an AI 
manifesto. Leaders need to understand what it means to be a 
data-driven business, and then set an intention that they are 
going to build it responsibly. When you build an AI solution, it 
needs to include transparency, and interpretability of the mod-
els such that someone who is not necessarily a data scientist 
can understand how the models operate.

A focus on privacy is also essential, especially when building 
the right datasets. It is expensive to do that responsibly, and it is 
expensive to make sure that every constituency is represented, 
or at least empathically noted, in your training data. It is where 
a lot of organizations struggle — but it is worth it, as it ensures 
that the software is fair and equitable and avoids potential set-
backs or even company catastrophes. Ethical AI also requires a 
feedback loop so that anyone working on the models can raise 
their hand to fl ag any issues or concerns.

There is also the need to expand beyond the ML and tech-
nical capabilities of transparency and responsibility to remove 
bias, and drill down to how the systems are being created, and 
what impact they are going to have on society, even when on 
the surface they are good at what they do. For instance, using 
algorithms for crime prevention and prediction has been rela-
tively successful in helping law enforcement; at the same time, 
they have had a disproportionately negative impact on some 
communities in society because of the way that those algo-
rithms are implemented.

While most of the data scientists are quite bullish on AI and 
the prospects of using it for good, the fact is that because it is 
so focused and capable of rippling through our broader society, 
when it does not work the way we want it to, the scale of the 
damage and the speed at which it can be perpetuated across 
the entire society are very vast and very impactful.

iS ai the neW PLaStic?
As adoption of AI/ML technologies becomes widespread, they 
are likely to play a substantial independent role in society’s 
energy consumption and environmental impact. In this sec-
tion, we argue that AI poses collective challenges like the wide-
spread introduction of plastics half a century ago — providing 
cheap and/or seemingly effi  cient solutions to a wide range of 
contemporary problems while creating (and displacing) new 
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aggregate costs that will impact all of society. It is well under-
stood and acknowledged that AI leverages predictive models 
to help scientists understand how climatic shifts might manifest 
across the world in the coming decades. But as exciting as it 
may be to contemplate a world where AI helps tackle the cli-
mate crisis, there is no escaping the bitter irony that AI itself 
comes with a signifi cant carbon footprint. 

How does AI work like plastic? It promises to be a cheaper 
and more eff ective alternative to business procedures that are 
commonly in place. But it has the potential to displace explic-
itly evident costs (fewer staff , more productive machinery, and 
procedures) into costs that are harder to perceive (massive 
energy costs generated at computational facilities). Also, will its 
implementation change the structure of our economy in ways 
that facilitate downstream burdens on the environment that are 
currently hindered by the limitations of our economy?

The planetary scale of our knowledge and technolo-
gies is revealing new interdependencies and feedback 
loops between environmental and engineered systems. This 
renewed understanding requires an updated ethical, onto-
logical, and practical discourse—one that is not reductionist, 
but rather makes the moral responsibility for planetary cus-
todianship even more urgent. Accordingly, the consideration 
of environmental impacts and the responsibility to care for 
our planet should be refl ected in our technical infrastructure, 
our ways of working, and our practices and policies for fair, 
accountable, transparent, and ethical AI systems. AI will not 
be a substitute for more integrative ways of knowing or even 
degrowthist political agendas — but rather, when used respon-
sibly, can be an enabler that helps us move faster to a safe 
and just post carbon world.

A holistic ethical and policy approach needs to be taken 
toward the design and deployment of AI technologies. It is 
imperative to embed an awareness of key ethical and poli-
cy goals throughout the ecosystem and value chain — from 
researchers to engineers to corporations to global policymakers 
— to better generate and distribute metrics that can inform poli-
cies oriented towards ethical and sustainable practices.

red ai vS. green ai
Artifi cial intelligence promises both to combat the ill eff ects of 
climate change and to make the emergency worse with exces-
sive energy use. How can AI be made greener?

Implementation of an AI solution is often preceded by 
multiple iterations of refi nement by tuning hyperparameters. 
Needless to say, this can incur a large computational cost, and 
consequently a large environmental cost. Creating effi  ciency 
in AI research will decrease its carbon footprint and increase 
its inclusivity as deep learning study should not require the 
deepest pockets.

The term “green AI” refers to AI research that yields novel 
results while considering the computational cost, encouraging a 
reduction in resources spent. Whereas red AI (AI development 
that is oblivious to its environmental impact) has resulted in 
rapidly escalating computational (and thus carbon) costs, green 
AI promotes approaches that have favorable performance/
effi  ciency trade-off s.

Some researchers feel that the effi  ciency of red AI solutions 
can be improved as follow-up work, and this can be achieved 
by training on a smaller dataset. The computational cost of 
recent work, they feel, pays off in downstream performance. 
However, this rate of return is declining with time. 

They advocate for a green AI approach where both training 
and inference aspects of running ML algorithms are optimized 
for computational effi  ciency. This is necessary because models 
used in production incur higher computational costs during infer-
ence, whereas in research training is done much more frequently.

Today, a few organizations are offering sets of metrics for 
benchmarking the effi  ciency of AI systems. The proposal con-
siders efficiency across four categories: training time; training 
cost (measured in U.S. dollars); inference latency; and inference 
cost (measured in U.S. dollars).

circuLar economy and induStry 5.0
Today, the world is only 8.6 percent circular. Not only is it clear 
that this is not sustainable, but the urgency also to step away 
from a take — make — waste economic model is growing. If this 
wasteful trend continues, we will need the natural resources of 
two Earths by 2030, making achieving the sustainable develop-
ment goals (SDGs) and Paris Agreement virtually impossible. 
Also, there are no signs that circularity gap is closing. Material 
use and carbon emissions continue on an upward trend.

The latest Intergovernmental Panel on Climate Change 
(IPCC) report released recently emphasized that the next few 
years are critical — limiting warming to around 1.5°C (2.7°F) 
requires global greenhouse gas emissions to peak before 2025 
at the latest, and be reduced by 43 percent by 2030. It is now 
or never if we want to limit global warming to 1.5°C (2.7°F). 
Without immediate and deep emission reductions across all 
sectors, it will be impossible. We have options in all sectors to 
at least halve emissions by 2030.

Reducing emissions in industry will involve using materials 
more effi  ciently, reusing and recycling products, and minimizing 
waste. For basic materials, including steel, building materials, 
and chemicals, low- to zero greenhouse gas production pro-

Green AI.
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cesses are at their pilot to near-commercial stage. This sector 
accounts for about a quarter of global emissions. Achieving 
net zero will be challenging and will require new production 
processes, low and zero emissions electricity, hydrogen, and, 
where necessary, carbon capture and storage.

Circular economy is about transformation. The circular econ-
omy is not just about recycling — it is about a transformation of 
the entire value creation system by decoupling growth from finite 
resources. Transitioning to a circular economy is about much 
more than just reducing the waste inherent in the linear econo-
my. It is about sustainable growth that creates economic oppor-
tunities, and environmental and social benefits, and increases 
business resilience. This transition requires a systemic shift that 
closes, optimizes, and values resource loops across the value 
chain which makes collaboration across organizations pivotal.

While the focus of Industry 4.0 is mass production, Industry 
5.0 focuses on sustainability. Furthermore, we emphasize that 
regardless of its version, the next industrial revolution should 
be fueled by both the information technology and the con-
cerns for environmental sustainability. The priority of Industry 
5.0 is to utilize efficiently workforce of machines and people, 
in synergy with the environment. The theme of this vision 
is industrial upcycling. This vision focuses on waste preven-
tion. Industry 5.0 includes 6R (recognize, reconsider, realize, 
reduce, reuse, and recycle) methodology and logistics efficien-
cy design (L.E.D.) principles. 

6R methodology actually defines a business improvement 
model. Depending on the specific case, it can be considered 
as a business process improvement or a business process inno-
vation. Therefore, the 6R methodology is subject to the rules, 
assumptions, and dynamics of process improvement efforts. 
L.E.D. is designed for global supply chain efficiency improve-
ments. Its goal is to eliminate the waste created by the current 
modern standard buyer-supplier business relations. L.E.D is the 
concurrent application of transparency, profit sharing, and effi-
ciency in the supply chain.

Role of Industrial IoT in Achieving 
Sustainability and Net Zero Targets

Technology is an enabler; how we use it is entirely up to us. 
Leveraging IoT, ML, AI, and big data to make the industrial 
designs, processes, and logistics more circular and carbon neu-
tral should be the real driver of digital transformation of the 
industry ecosystem. We need to develop a holistic strategy 
framework to embed sustainability, circularity, and ethics in the 
industrial transformation in the next few decades. 

Standardization Conundrum
Innovation and technology development are accelerating. Stra-
tegic plans and roadmaps are needed to help ensure that the 

market is suitably served with best practices, which is pertinent 
to the goals and context of this very large market.

Standards support our need to balance agility, openness, 
and security in a fast-moving environment. Standards provide 
us with a reliable platform from which we are able to innovate, 
differentiate and scale up our technology development. They 
help us control essential security and integrate the right level of 
interoperability. Standards help ensure cyber security in ICT and 
IoT/IIoT systems.

The Question Most People Would Ask Is: What  
Do Standards Have to Do with All This?

Although most people do not realize it, standards and the 
methods used to assess conformity to standards are abso-
lutely critical. They are essential components of any nation’s 
technology infrastructure — vital to industry and commerce, 
crucial to the health and safety of citizens, and basic to any 
nation’s economic performance. About 80 percent of global 
merchandise trade is affected by standards and by regulations 
that embody standards.

Given the scale, moving forward cannot be successfully, 
efficiently, and swiftly accomplished without standards. The 
role of standards in helping to steer and shape this journey is 
vital. Standards provide a foundation to support innovation. 
Standards capture tacit best practices, and set regulatory com-
pliance requirements.

Standards Enable Us to Pre-Solve Complex Problems
The extensive work done by various global SDOs has very 
comprehensively defined the frameworks and roadmap for 
future information and communications technology (ICT) 
infrastructure. However, the new paradigm of smart grid, 
smart home, smart building, smart manufacturing, and smart 
city, already complicated by IoT and the Internet of Every-
thing and made further complex by AI, ML, big data, and 
quantum computing, has given rise to new aspects of the 
way humans, machines, and things are going to communicate 
with each other in the very near future. The heterogeneity 
of the IoT paradigm and challenges for different aspects of 
security, privacy, and trustworthiness have made it imperative 
to take a fresh look at the prevalent architectures and frame-
works of the ICT infrastructure being deployed or developed. 
The recent evolution of disruptive technologies and digita-
lization compounded by COVID-19, changing geopolitical 
situations, and increasing cyber-attacks from not-so-friendly 
nations have made all the stakeholders sit up and take note 
of this imminent danger to the sovereignty of nations and 
safety of their citizens. 

The irony is that standards and even SDOs are not at the 
forefront of solution designers’, developers’, providers’, deploy-
ers’, or users’ minds. There are misconceptions on what stan-
dards are for, and the case for the use of standards has not 
been made. Most researchers, design engineers and even start-
ups argue that standards block innovation. In fact, standardiza-
tion brings innovation and spreads knowledge. Standardization 
helps define the contours of structured innovation, first because 
it provides structured methods and reliable data that save time 
in the innovation process, and second because it makes it easi-
er to disseminate ground-breaking ideas and knowledge about 
leading edge techniques. Liberalization and markets have a lot 
of great virtues, but they cannot create their own conditions of 
existence; they must be designed! Truly speaking, a consumer 
focus is also missing in the global standardization movement. It 
is important to remember that standardization is a tool and not 
an end in itself.

Digital circular economy strategy.
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The IIoT value chain is perhaps the most diverse and com-
plicated value chain of any industry or consortium that exists in 
the world. In fact, the gold rush to drones and the Internet of 
Drones (IoD) is so pervasive that if you combine much of the 
value chains of most industry trade associations, standards bod-
ies, the ecosystem partners of trade associations and standards 
bodies, and then add in the different technology providers feed-
ing those industries, you get close to understanding the scope 
of the task. In this absolutely heterogeneous scenario, coming 
up with common harmonized standards is a major hurdle.

The multiplicity of technologies and their convergence 
in many new and emerging markets, however, particularly 
those involving large-scale infrastructure, demand a top-down 
approach to standardization starting at the system or system 
architecture rather than at the product level. Therefore, the 
systemic approach in standardization work can define and 
strengthen the systems approach throughout the technical com-
munity to ensure that highly complex market sectors can be 
properly addressed and supported. It promotes increased coop-
eration with many other SDOs and relevant non-standards bod-
ies needed on an international level. Further, standardization 
needs to be inclusive, top down and bottom up; a new hybrid 
model with a comprehensive approach is needed.

Industrial IoT standards encompass all the standards relevant 
to wide spectrum of industries and technologies ecosystems. 
The recent leveraging of disruptive technologies like AI, ML, 
and big data in industries has further expanded the standards 
landscape for IIoT into new arena. All the global SDOs — IEC, 
ISO, ITU, and IEEE — have enhanced focus on these critical and 
emerging technologies.

In ISO/IEC JTC1, there is a Subcommittee SC42 on “Artifi-
cial Intelligence & Data” that addresses standardization in AI, 
ML, data, and all related technologies and domains.

Standards by ISO/IEC JTC 1/SC 42: 
Artificial Intelligence

Published

•	 ISO/IEC 20546:2019: Information technology — Big data 
— Overview and vocabulary

•	 ISO/IEC TR 20547-1:2020: Information technology — Big 
data reference architecture — Part 1: Framework and appli-
cation process

•	 ISO/IEC TR 20547-2:2018: Information technology — 
Big data reference architecture — Part 2: Use cases and 
derived requirements

•	 ISO/IEC 20547-3:2020: Information technology — Big data 
reference architecture — Part 3: Reference architecture

•	 ISO/IEC TR 20547-5:2018: Information technology — Big 
data reference architecture — Part 5: Standards roadmap

•	 ISO/IEC TR 24027:2021: Information technology — Arti-
ficial intelligence (AI) — Bias in AI systems and AI aided 
decision making

•	 ISO/IEC TR 24028:2020: Information technology — Artifi-
cial intelligence — Overview of trustworthiness in artificial 
intelligence

•	 ISO/IEC TR 24029-1:2021: Artificial Intelligence (AI) — 
Assessment of the robustness of neural networks — Part 1: 
Overview

•	 ISO/IEC TR 24030:2021: Information technology — Artifi-
cial intelligence (AI) — Use cases

•	 ISO/IEC TR 24372:2021: Information technology — Arti-
ficial intelligence (AI) — Overview of computational 
approaches for AI systems

Under Development

•	 ISO/IEC DTS 4213.2: Information technology — Artificial 
Intelligence — Assessment of machine learning (ML) classi-
fication performance

•	 ISO/IEC AWI 5259-1: Artificial intelligence — Data quality 
for analytics and machine learning (ML) — Part 1: Over-
view, terminology, and examples

•	 ISO/IEC AWI 5259-2: Artificial intelligence — Data quality 
for analytics and machine learning (ML) — Part 2: Data 
quality measures

•	 ISO/IEC AWI 5259-3: Artificial intelligence — Data quality 
for analytics and machine learning (ML) — Part 3: Data 
quality management requirements and guidelines

•	 ISO/IEC AWI 5259-4: Artificial intelligence — Data quality 
for analytics and machine learning (ML) — Part 4: Data 
quality process framework

•	 ISO/IEC AWI 5259-5: Artificial intelligence — Data quality 
for analytics and machine learning (ML) — Part 5: Data 
quality governance

•	 ISO/IEC CD 5338: Information technology — Artificial 
intelligence — AI system life cycle processes

•	 ISO/IEC AWI 5339: Information Technology — Artificial 
Intelligence — Guidelines for AI applications

•	 ISO/IEC AWI 5392: Information technology — Artificial 
intelligence — Reference architecture of knowledge engi-
neering

•	 ISO/IEC AWI TR 5469: Artificial intelligence — Functional 
safety and AI systems

•	 ISO/IEC AWI TS 5471: Artificial intelligence — Quality eval-
uation guidelines for AI systems

•	 ISO/IEC AWI TS 6254: Information technology — Artificial 
intelligence — Objectives and approaches for Explainability 
of ML models and AI systems

•	 ISO/IEC CD 8183: Information technology — Artificial 
intelligence — Data life cycle framework

•	 ISO/IEC AWI TS 8200: Information technology — Artificial 
intelligence — Controllability of automated artificial intelli-
gence systems

•	 ISO/IEC AWI TS 12791: Information technology — Artifi-
cial intelligence — Treatment of unwanted bias in classifica-
tion and regression machine learning tasks

•	 ISO/IEC AWI 12792: Information technology — Artificial 
intelligence — Transparency taxonomy of AI systems

•	 ISO/IEC FDIS 22989: Information technology — Artificial 
intelligence — Artificial intelligence concepts and terminology

•	 ISO/IEC FDIS 23053: Framework for Artificial Intelligence 
(AI) Systems Using Machine Learning (ML)

•	 ISO/IEC DIS 23894: Information technology — Artificial 
intelligence — Risk management

•	 ISO/IEC CD 24029-2: Artificial intelligence (AI) — Assess-
ment of the robustness of neural networks — Part 2: Meth-
odology for the use of formal methods

•	 ISO/IEC AWI TR 24030: Information technology — Artifi-
cial intelligence (AI) — Use cases

•	 ISO/IEC DTR 24368: Information technology — Artificial 
intelligence — Overview of ethical and societal concerns

•	 ISO/IEC DIS 24668: Information technology — Artificial 
intelligence — Process management framework for big 
data analytics

•	 ISO/IEC CD 25059: Software engineering — Systems and 
software Quality Requirements and Evaluation (SQuaRE) 
— Quality model for AI systems

•	 ISO/IEC AWI TS 29119-11: Information technology — Arti-
ficial intelligence — Testing for AI systems — Part 11

•	 ISO/IEC 38507: Information technology — Governance of 
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IT — Governance implications of the use of artificial intelli-
gence by organizations

•	 ISO/IEC CD 42001: Information Technology — Artificial 
intelligence — Management system

Standards by IEEE
•	 IEEE P2830™ — Standard for Technical Framework and 

Requirements of Shared Machine Learning
•	 IEEE P2841™ — Framework and Process for Deep Learning 

Evaluation
•	 IEEE P3333.1.3™ — Standard for the Deep Learning Based 

Assessment of Visual Experience Based on Human Factors
•	 IEEE P3652.1™ — Guide for Architectural Framework and 

Application of Federated Machine Learning
Since standardization is a collective churning, deliberation, and 

collaboration process, we need to moderate as well as expand our 
individual thoughts on any subject to make it acceptable globally.

Conclusion
Following the conclusion of the COP26 climate conference, pri-
vate organizations and governments alike are stepping up their 
promises to combat climate change, bringing to bear a mix of 
public policy and innovative technologies to address one of our 
era’s defining challenges.

AI systems, and their ability to control machines automati-
cally and remotely, have caught the public’s imagination. The 
opportunity for AI to be harnessed to benefit humankind and its 
environment is substantial. AI as a technology can help to miti-
gate climate change. This aspect should be further emphasized 
in terms of measuring the benefits of AI for the environment and 
climate. The intelligence and productivity gain that AI will deliver 
can unlock new solutions to society’s most pressing environmen-
tal challenges: climate change, biodiversity, ocean health, water 
management, air pollution, and resilience, among others. 

However, AI technology also has the potential to amplify 
and exacerbate many of the risks we face today. To be sure 
that AI is developed and governed wisely, government and 
industry leaders must ensure the sustainability (energy efficien-
cy, circularity, and carbon footprint) along with the already 
accepted aspects like safety, explainability, transparency, and 
validity of AI applications. It is incumbent on authorities, AI 
researchers, technology pioneers, and AI adopters in industry 
alike to encourage deployments that earn trust and avoid abuse 
of the social contract.

Achieving this requires a collaborative effort to ensure that 
as AI progresses, its idea of a good future is aligned to human 
values and encapsulates a future that is safe for humanity in all 
respects — its people and their planet. It is imperative to consid-
er sustainability as a moral framework based on social justice, 
which can be used to evaluate technological choices.

We have a unique opportunity to harness the ongoing dis-
ruptive technologies’ revolution, and the societal shifts it trig-

gers, to help address environmental issues and redesign how 
we manage our shared global environment. The disruption we 
are witnessing could, however, also exacerbate existing threats 
to environmental security or create entirely new risks that will 
need to be considered and managed.

Harnessing these opportunities and proactively managing 
these risks will require a transformation of the “enabling envi-
ronment,” namely the governance frameworks and policy proto-
cols, investment and financing models, the prevailing incentives 
for technology development, and the nature of societal engage-
ment. This transformation will not happen automatically. It will 
require proactive collaboration between policymakers, scien-
tists, civil society, technology champions, and investors. If we 
get it right, it could create a sustainability revolution.

Give technology new roles to play. The next step is to 
reimagine the role of digital technology. Until now, it is largely 
used to boost efficiency, cut costs, and promote consumption.

Digital technologies, for example, have been used for tasks 
such as predictive maintenance and tightening up production 
processes, but sustainability and efficiency are closely linked 
— making better use of resources and materials makes your 
company more sustainable. By using digital technologies to 
track performance through the cycle, from carbon, water, and 
waste to plastics, packaging, and product, leaders can generate 
insight into how sustainable the supply chain really is and how 
it can be improved.

Sustainability must be at the center of a digital strategy, 
not a sideshow or an afterthought. The most important thing 
here is blending technologies, system design, and hardware to 
create a platform for ML and AI to help Industrial IoT unlock 
the value of the data.

They shall be at the core of innovation and technology that 
we leverage to steer our narratives and build bridges between the 
worlds we inhabit now and the ones we imagine for tomorrow.
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