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Abstract. The fourth generation of mobile telecommunications system
(marketed as 4G-LTE) is being commercially deployed. Security mecha-
nisms are crucial to protect communications of mobile users from poten-
tial malicious attacks as well as to ensure revenue for 4G-LTE network
operators. The randomness properties of the keystream generated by
the current cipher suites in 4G-LTE standard are difficult to analyze and
some vulnerabilities in regard to the integrity algorithms have been re-
cently discovered. To address those issues, this technical report gives a
detailed specification of a bit-oriented stream cipher WG-16 as well as
the corresponding confidentiality and integrity algorithms that can be
employed to secure the emerging 4G-LTE networks.
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1 Introduction

Mobile telecommunications systems have evolved in a stepwise manner. Since the
first deployments of analog mobile telephony in the 1980s, new generations of
mobile networks have been appearing on the market about every ten years. The
dominant second-generation (2G) system, Global System for Mobile Communi-
cations (GSM), was introduced in the early 1990s. The most successful third-
generation (3G) system, Universal Mobile Telecommunications System (UMTS),
was brought into use in 2002. Since 2010, the Long Term Evolution (LTE) tech-
nology has established itself as the unrivalled mobile broadband technology of
the fourth generation (4G). The 4G-LTE standard aims at simplifying the ar-
chitecture of the system, as it transitions from the existing UMTS circuit and
packet switching combined network to an all Internet Protocol (IP) flat architec-
ture system. By connecting the latest smartphones to 4G-LTE networks, mobile
operators are able to provide subscribers with faster browsing speed and a better
message, voice, and video experience.

For each evolution of telecommunication systems, new security features have
been enhanced to address learning from its predecessor as well as to accommo-
date new types of deployment scenarios and applications. Since 4G-LTE networks
have much flatter architectures, with fewer network elements, and are entirely
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IP-based, the communication security issues have to be addressed in an entirely
different way from GSM and 3G. The security architecture of current 4G-LTE
networks is basically a re-use of UMTS Authentication and Key Agreement (A-
KA) with certain extensions and enhancements to accommodate the changes
that 4G-LTE networks represent. The 3GPP-TSG is actively working on revis-
ing the specifications of the 3GPP confidentiality and integrity algorithms to
address any potential security vulnerabilities. Currently there are three cipher
suites in 3GPP UMTS systems, including a block cipher Kasumi [1] and two
stream ciphers SNOW 3G (2006, from Europe) [2] and ZUC (2010, from Chi-
na) [3]. Those cipher suites have migrated into the 4G-LTE standard in which
Kasumi is replaced by AES. The main issue of the current cipher suites specified
in 4G-LTE standard is that the randomness of keystreams generated by those
cryptographic algorithms is difficult to characterize. In addition, a number of
attacks to the core stream cipher algorithms [4,5,12,21] and some weaknesses
of the integrity algorithms [20] have been recently discovered.

In this technical report, we describe a bit-oriented stream cipher WG-16,
which is an efficient variant of the well-known WG stream cipher family [16] as
submitted to the eSTREAM project. WG-16 inherits good randomness prop-
erties of the WG stream cipher family such as period, balance, ideal two-level
autocorrelation, ideal tuple distribution, and exact linear complexity. Moreover,
WG-16 is able to resist the most common attacks against stream ciphers including
algebraic attack, correlation attack, differential attack, cube attack, distinguish
attack, discrete fourier transform attack, and time-memory-data tradeoff attack.
Therefore, WG-16 is a viable candidate for protecting communications in emerg-
ing 4G-LTE networks. The stream cipher WG-16 takes as inputs a 128-bit key
and a 128-bit initial vector (IV) and outputs one keystream bit per clock cycle.
The keystream can be used for encrypting/decrypting communications between
a mobile phone and a base station in 4G-LTE networks.

The remainder of this report is organized as follows. Section 2 gives nota-
tions that will be used throughout this report. Subsequently, in Section 3 we
describe the architecture of the stream cipher WG-16 in detail. The cryptanaly-
sis of the WG-16 stream cipher is conducted in Section 4. Section 5 presents the
confidentiality and integrity algorithms when using WG-16 for securing 4G-LTE
networks. Finally, Section 6 concludes this report.

2 Preliminaries

We give some terms and notations that will be used to describe the stream cipher
WG-16, its architecture, and the confidentiality and integrity algorithms as well
as to characterize randomness and cryptographic properties of WG-16.

— Fy = {0, 1}, the Galois field with two elements 0 and 1.
— p(x) = 20 + 2° + 2% + 2% + 1, a primitive polynomial of degree 16 over Fy.
— r(z) = 2% + 2* + 2% + 2 + 1, a primitive polynomial of degree 64 over Fs.
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— Fa16, the extension field of Fy defined by the primitive polynomial p(x) with
216 elements. Each element in Foi6 is represented as a 16-bit binary vector.
Let w be a primitive element of Fais such that p(w) = 0.

— Fas4, the extension field of Fy defined by the primitive polynomial f(x) with
264 elements. Each element in Foe is represented as a 64-bit binary vector.

~ Tr(z)=ax+a%+22 +---+22 , the trace function from Fyis — Fs.

—U(x) = 232 + 23 + 222 + 2° + W', the feedback polynomial of LFSR. (which is
also a primitive polynomial over Faus).

—q(z) = @+ 22T g2 2L 4 202N 221y permutation poly-
nomial over Faie.

— WGP-16(2?%) = g(x¢ + 1) + 1, the WG-16 permutation with decimation d from
Fyi6 +— Fo1s, where d is coprime to 216 — 1.

— WGT-16(2%) = Tr(WGP-16(x%)), the WG-16 transformation with decimation
d from Fa16 — Fy, where d is coprime to 216 — 1.

— Polynomial basis (PB) of Fais: A polynomial basis of Fais over Fa is a basis
of the form {1,w,w?, - w5}

— Normal basis (NB) of Fos: A normal basis of Fais over Fy is a basis of the form
{0,602, - ,9215}, where 6 = w!! (i.e., a normal element) is used in this work.

— Autocorrelation: The autocorrelation of a binary sequence with period T is
defined as the difference between the agreements and disagreements when the
symbol 0 maps to 1 and 1 maps to —1. If all the out-of-phase autocorrelation is
equal to —1, then the sequence is said to have ideal two-level autocorrelation.

— Linear span (LS): The linear span or linear complexity of a binary sequence
is defined as the length of the smallest linear feedback shift register (LFSR)
which generates the entire binary sequence.

— Nonlinearity: The nonlinearity of a function f is defined as the minimum
distance from f to any affine function with the same number of variables.

— Algebraic immunity (AI): The algebraic immunity of a function f is defined
as the minimum degree of an annihilator Boolean function g such that ¢ is
equivalent to either f or the complement of f (i.e., f-g=0or (f+1)-g =0).
In the ideal case, the algebraic immunity of a function f is equal to the degree
of f, thus making it immune to algebraic attacks.

— @, the bitwise addition operator (i.e., XOR).

— ®, the multiplication operator over Fais.

3 The Specification of the Stream Cipher WG-16

WG-16 is an efficient variant of the well-known Welch-Gong (WG) stream cipher
family with 128-bit secret key and 128-bit initial vector (IV). The stream cipher
WG-16 consists of a 32-stage LFSR with the feedback polynomial [(z) followed
by a WG-16 transformation module with decimation d = 1057. Therefore, it can
be regarded as a nonlinear filter generator over finite field Fy16. WG-16 operates
in two phases, including an initialization phase and a running phase.
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3.1 Initialization Phase
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Fig. 1. The Initialization Phase of the Stream Cipher WG-16

The key/IV initialization phase of the stream cipher WG-16 is shown in Fig. 1.
Let the 128-bit secret key be K = (Kja7,...,K()2, the 128-bit IV be IV =
(IViaz,...,IVy)2, and the internal state of the LFSR be Sy,...,S51 € Faus,
where S; = (Si15,...,5i0)2 for i =0,...,31. The key/IV initialization process
is conducted below:

S = (K8i+77~--7K8i,1‘/8i+77"'aIV8i)2 fori:O71,...7157
! Si_]_ﬁ for i = 16,17,...,31.

Once the LFSR is loaded with the key/IV, the apparatus runs for 64 clock cycles.
During each clock cycle, the 16-bit internal state Ss; is sent to the nonlinear WG-
16 permutation with decimation d = 1057 (i.e., the WGP-16(x'%°7) module) and
the output is used as the feedback to update the internal state of the LFSR. The
LFSR state update procedure follows the recursive relation:

Sk+32 = (W' @ Sk) ® Skyo ® Skt @ Skra1 ® WGP-16(5,0%), 0 <k < 64.

After the key/IV initialization phase, the stream cipher WG-16 goes into the
running phase and 1-bit keystream is generated for each clock cycle.

3.2 Running Phase

The running phase of the stream cipher WG-16 is illustrated in Fig. 2. During
the running phase, the 16-bit internal state Ss; is sent to the nonlinear WG-16
transformation with decimation d = 1057 (i.e., the WGT-16(2'%5") module) and
the output is 1-bit keystream. Note that the only feedback in the running phase
is within the LFSR and the recursive relation for updating the internal state of
LFSR is given below:

Sk432 = (W' @ Sk) ® Skyo ® Skto2 ® Skisr, k> 64

The WG-16 transformation module WGT-16(x197) comprises of two sub-modules:
a WG-16 permutation module WGP-16(21%7) followed by a trace computation
module Tr(-). While the WGP-16(z'%5") module permutes elements over Fyis,
the Tr(-) module compresses a 16-bit input to a 1-bit keystream.
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WGT-16(2'%7): WG-16 Transformation Module with Decimation d = 1057
WGP-16(x1%7): WG-16 Permutation Module with Decimation d = 1057
Tr(+): Trace Computation Module

Fig. 2. The Running Phase of the Stream Cipher WG-16

3.3 Randomness Properties of the WG-16 Keystream

The keystream generated by the stream cipher WG-16 has the following desired
randomness properties [7]:

1. The keystream has a period of 2°12 — 1.

2. The keystream is balanced, i.e., the number of 0’s is only one less than the

number of 1’s in one period of the keystream.

The keystream is an ideal two-level autocorrelation sequence.

4. The keystream has an ideal t-tuple (1 <t < 32) distribution, i.e., every pos-
sible output ¢-tuple is equally likely to occur in one period of the keystream.

5. The linear span of the keystream can be determined exactly, which is 279046,

w

4 Cryptanalysis of the Stream Cipher WG-16

This section gives an extensive cryptanalysis of the stream cipher WG-16.

4.1 Algebraic Attack

The algebraic attack was first proposed by Courtois and Meier [10] to attack LF-
SR based filtering sequence generators, the goal of which is to form a lower degree
multivariate equation by multiplying the filtering function by a low-degree multi-
variate polynomial. The algebraic attack gives an overdefined system of nonlinear
equations for sufficiently many keystreams, which can be solved to recover the
internal state of LFSR. The algebraic immunity of the WGT-16(x1%°7) is equal to
8. According to the algebraic attack, the time complexity and the data complexi-

512\1082 7 _ 155.764
s) =2

and , respectively. For applying the fast algebraic attacks [9] to the
stream cipher WG-16, one needs to find two multivariate polynomials g and h of
degree e and d (e < d) such that f - g = h, respectively. For the WGT-16(z1%57)
and e = 1, there does not exist a multivariate polynomial h in 16 variables with
degree less than 15. Hence, launching the fast algebraic attack requires to obtain
more keystream bits with a higher complexity. In 4G-LTE networks, it is difficult
for an attacker to obtain about 2°6-622 keystream bits from one communication

ty for recovering the internal state of the LESR are about é~ (
(°12) = 996622
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session. Even if the attacker can get those many bits for a fixed key and IV, he
must perform the operations with a time complexity 2'°°7%4 which completely
defeats this attack in 4G-LTE networks.

4.2 Correlation Attack

In the correlation attack, an attacker aims to find the correlation either between
a keystream and an output sequence of LFSR or among keystreams [8,15,19].
Thanks to the ideal two-level autocorrelation property of the keystream gen-
erated by WG-16, the correlation attack among keystreams is automatically
thwarted. We now consider the fast correlation attack in which the keystream
generated by a stream cipher is considered as a distorted version of the LF-
SR output. For launching a fast correlation attack, the linear approximation
of WGT-16(x'%7) can be used to derive a generator matrix of a linear code
that can be decoded by a maximum likelihood decoding (MLD) algorithm. Let-
ting f(z) be a linear function in 16 variables, we have Pr(WGT-16(z1%°7)(z) =

f(z)) = w = 0.509277. Applying the results of [8] for ¢ = 3, the amount
of keystream (denoted by required for the attack to be successtul is given
f k d d by N ired for th k b ful is gi

by N = (k-12-In 2)% <2275 and the decoding complexity is given by
Chec = 28 - k- ?IHQ where € = (Pr(WGT-16(x'%7) = f(x)) — 0.5) = 0.009277

26 69
and k is the number of LFSR internal state bits recovered. If we choose a small

value of k (e.g., k = 7), the number of bits required to launch the attack is about
206-46 wwhich is not possible in 4G-LTE networks. Similarly, if we choose a large
value of k (e.g., k = 80), the number of bits required to mount the attack is
about 2433, However, the decoding complexity of the attack is approximately
212131 \which is worse than the exhaustive search. Therefore, the stream cipher
WG-16 is also secure against the fast correlation attack.

4.3 Differential Attack

The initialization phase in the first design of the WG stream cipher was vul-
nerable to the chosen IV attack [22], where an attacker can distinguish several
output bits by building a distinguisher based on the differential cryptanalysis.
This weakness has been fixed in the later design by placing the WG permutation
module at the last position of the LFSR [16]. Note that the WG-16 permutation
WGP-16(21%7) is applied for 64 times during the initialization phase. As a result,
all internal state bits of LFSR will be affected after 64 clock cycles and it would
be quite difficult for an adversary to distinguish the output keystream bits as
the differentials become more complex and contain most key/IV bits. Therefore,
WG-16 is secure against the differential attack.

4.4 Cube Attack

Cube attack [11] is a generic key-recovery attack that can be applied to any
cryptosystem, provided that the attacker can obtain a bit of information that
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can be represented by a low-degree decomposition multivariate polynomial in
Algebraic Normal Form (ANF) of the secret and public variables of the target
cryptosystem. In the WG-16 stream cipher, after 64 rounds of key/IV initializa-
tion, the degree of the output polynomial can be very high. Hence, it would be
difficult for an attacker to collect low-degree relations among the secret key bits.

4.5 Distinguishing Attack

A distinguishing attack has been recently proposed against the stream cipher
WG-7 [17]. Due to a small number of tap positions in the LESR of the WG-7,
the characteristic polynomial of the LFSR allows an attacker to build a distin-
guisher for distinguishing a keystream generated by WG-7 from a truly random
keystream. For the WG-16 cipher, the characteristic polynomial of the LFSR
consists of 4 tap positions and a similar distinguisher as in [17] can be built as

F(Si, Sit9, Sit22, Sit31) = WGT-16((w'! ® S;) @ Sit9 ® Sita2 ® Sit31)®
WGT-16(S,) & WGT-16(S:10) & WGT-16(Ss 1 25) & WGT-16(Ss151),

which is a Boolean function in 64 variables. For the distinguisher F', the probabil-
ity Pr(F(z) = 0) = % £ ¢, where @ = (2, ...,215), 2; € Fa16. Note that the value
of € will be quite small due to a huge number of variables in the distinguisher,
which requires an attacker to obtain more keystream bits for distinguishing the
keystream. However, the computation of the exact value of € is infeasible in this
case because the number of possible values of x is 264. Therefore, the stream
cipher WG-16 is resistant to the distinguishing attack. In [13], Gong et al. has
extended this type of distinguishing attacks to the case in which a distinguisher
can be built using a linear relation of a remote term of the LFSR, say S, for
not large 7, and the sequences addressed in a subset of tap positions of the LF-
SR, denoted by I = {i1,---,i:} € {0,1,---,31}. In other words, a distinguisher
could be built using the linear relation S, = S;, +---+.5;,. Since this property is
controlled by the characteristic polynomial of the LFSR, it can be easily teared
done by a proper selection of the characteristic polynomial of the LFSR. For our
selection of the characteristic polynomial I(x), there is no remote term S; for
32 < 7 < 240 for which the size of set I is less than 5. Thus the WG-16 stream
cipher is also resistant to the general distinguishing attack.

4.6 Discrete Fourier Transform Attack

The Discrete Fourier Transform (DFT) attack is a new type of attack to recover
the internal state of a filtering generator, which was first proposed by Rgnjom
and Helleseth in [18] and extended to attacking filtering generators over Fon by
Gong et al. in [14]. In a DFT attack, an adversary is able to recover the internal
state of a filtering generator by exploiting D keystream bits with the online
complexity O(D), where D is the linear complexity of the keystream, after a
pre-computation of complexity O(D(log, D)?). For launching the DFT attack
against the WG-16 stream cipher, an attacker needs to obtain 279946 (i.e., the
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linear complexity) consecutive keystream bits. Hence, the online complexity of
this attack for recovering the internal state is 279949 after an offline computation
with complexity 29796, For typical communication sessions in 4G-LTE networks,
an attacker can never obtain 279946 consecutive keystream bits, thereby making
the DFT attack infeasible.

4.7 Time-Memory-Data Tradeoff Attack

The Time-Memory-Data (TMD) tradeoff attack [6] is a generic cryptanalytic
attack that is applicable to any stream cipher, especially those with low sampling
resistance. The complexity of the TMD tradeoff attack is O(2%), where n is the
size of the internal state. For the WG-16 stream cipher, the size of the internal
state is 512-bit and thus the complexity of launching a TMD attack is expected
to be 22%6. Moreover, the sampling resistance of the WG-16 stream cipher is
high due to the usage of the WGT-16(2'%7) as the filtering function. Therefore,
WG-16 is resistant to the TMD attack.

5 Confidentiality and Integrity Algorithms

In this section, we describe the confidentiality and integrity algorithms WGEA-
128 and WGIA-128 built from the core stream cipher WG-16, respectively.

5.1 Confidentiality Algorithm WGEA-128

The confidentiality algorithm WGEA-128 is a stream cipher that is used to en-
crypt/decrypt data under a confidentiality key. The length of data can be be-
tween 1 and 2°'2 bits. The inputs and the output of the algorithm are given in
Tables 1 and 2, respectively.

Table 1. The Inputs of WGEA-128

Parameter ‘Size(bits)‘ Remark ‘
COUNT 32 The counter (COUNT31,...,COUNTYy)
BEARER 5 The bearer identity (BEARER4,...,BEARERy)

DIRECTION 1 The direction of transmission DIRECTIONg
CK 128 The confidentiality key (CKiz7,...,CKo)
LENGTH | [1,2%'?] |The length of the input message
M LENGTH |The input bit stream (MiengTH—1,- .-, Mo)
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Table 2. The Output of WGEA-128

’Parameter‘ Size(bits) ‘ Remark ‘
’ C ‘ LENGTH ‘The output bit stream (CrengTH—1,-- -, Co)‘

Initialization. Here we define how WG-16’s parameters, the initial key K and
the initial vector IV, are initialized with the confidentiality key CK and ini-
tialization variables before the generation of keystream. Using the notations in
Table 1, we set the initial key K and the initial vector I'V as follows:
K = (CKyar, ..., CKo)
IV = (COUNT3y,...,COUNTy, BEARERy, ..., BEARER(, DIRECTION,0,...,0,
——

26
COUNT;1, ..., COUNT,, BEARER,, ..., BEARERy, DIRECTION,,0, ..., 0)
——

26
WG-16 is initialized as described in Section 3.1.

Keystream Generation. WG-16 is run as described in Section 3.2 to pro-
duce the sequence of keystream bits zg, ..., zLEngTH—1. The bit produced first
is zp, the next bit z; and so on. We denote the generated keystream by

z = (ZLENGTH—la .- -720)-

Encryption/Decryption. Encryption/decryption operations are identical op-
erations and are performed by the exclusive-OR of the input message M with
the generated key stream z:

CZ:M,LEBZZ, 22071,2,,LENGTH—1

5.2 Integrity Algorithm WGIA-128

The integrity algorithm WGIA-128 is a message authentication code (MAC) func-
tion that is used to compute the MAC of an input message using an integrity
key IK. The message may be between 1 and 232 bits in length. The inputs and
the output of the algorithm are given in Tables 3 and 4, respectively.

Initialization. Here we define how WG-16’s parameters, the initial key K and
the initial vector I'V, are initialized with the integrity key IK and initialization
variables before the generation of keystream. Using the notations in Table 3, we
set the initial key K and the initial vector IV as follows:
K = (IKqa7,...,1Kp)
IV = (COUNT3y,...,COUNT, BEARER,, ..., BEARER,,O0,...,0,
——

27
COUNT;; @ DIRECTION, . ..,COUNT,, BEARER,, ..., BEARER,,

0,...,0,DIRECTION,,O0,...,0)
—— N——

11 15
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Table 3. The Inputs of WGIA-128

Parameter ‘Size(bits)‘ Remark ‘
COUNT 32 The counter (COUNT3y,...,COUNT))
BEARER 5 The bearer identity (BEARERy, ..., BEARER)

DIRECTION 1 The direction of transmission DIRECTIONg
IK 128 | The integrity key (IKi27,...,1Kp)
LENGTH 64 The length of the input message
M LENGTH |The input bit stream (MiengTH—1,- - -, Mo)

Table 4. The Output of WGIA-128

’ Parameter‘ Size(bits) ‘ Remark ‘
| MAC | 32 [The output bit stream (MACs1, ..., MACo)]

WG-16 is initialized as described in Section 3.1.

Keystream Generation. WG-16 is run as described in Section 3.2 to generate
160 keystream bits zg, ..., z159. The bit produced first is zg, the next bit z; and
so on. We denote the generated 160-bit keystream by z = (2159, - - -, 20)-

MAC Generation. Let L = [LENGTH/64]+1. We first split the generated 160-
bit keystream into three blocks P, @ and OTP (i.e., z = P||Q||OTP), where P =
(2159, - - -, 206) and @ = (zgs, . .., 232) are 64-bit blocks and QTP = (231, ..., 20)
is a 32-bit block. We set B,L' = (M64i+6?n .. -3M64i) for 0 <1< L— 3, BL_2 =
(MLENGTH—l, ey M64(L—2); 0, ‘e ,0), and BL_1 = (LENGTH63, ey LENGTHo)
The MAC is computed as follows:

1. Set the 64-bit value Ty = 0;
2. Compute Ty 41 = T; P + B; (mod 2%) for 0 <i < L — 1;
3. Compute MAC = [T]o.31 + OTP (mod 23?).

Note that in the above procedure the multiplication is computed over a finite
field Foes and the addition is calculated over a ring Zses. Since the operations
for generating a MAC are no longer linear, the forgery attack proposed in [20]
is not applicable.

6 Conclusion

In this report, we present a bit-oriented stream cipher WG-16 targeted for emerg-
ing 4G-LTE networks, which inherits all the good randomness and cryptographic
properties of the well-known WG stream cipher family. A detailed cryptanalysis
shows that the stream cipher WG-16 is resistant to the most common attacks
against stream ciphers. The confidentiality and integrity algorithms based on
the core WG-16 stream cipher have been proposed to protect communications
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in 4G-LTE networks. The new integrity algorithm is able to thwart a recent-
ly proposed forgery attack against the current integrity protection in current
4G-LTE standard. Therefore, the stream cipher WG-16 based cipher suite is a
competitive candidate for securing 4G-LTE networks.
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