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Abstract. Many applications of ocular biometrics require long-term
stability, yet only limited data on the effects of disease and aging on the
error rates of ocular biometrics is currently available. Based on patholo-
gies simulated using image manipulation validated by opthalmology and
optometry specialists, the present paper reports on the effects that se-
lected common ocular diseases and age-related pathologies have on the
recognition performance of two widely used iris and retina recognition
algorithms, finding the algorithms to be robust against many even highly
visible pathologies, permitting acceptable re-enrolment intervals for most
disease progressions.

1 Introduction

High levels of accuracy combined with being relatively difficult to forge are mak-
ing ocular (iris and retina) biometrics attractive for identification and authen-
tication in a number of areas. These include border control or other machine
readable identification documents where, unlike in the case of access control to
restricted areas, it is highly desirable to have long intervals between re-enrolment.
While long-term stability of features such as fingerprints is well understood and
limited research has also been conducted on the impact e.g. of dermal pathologies
[1], this has not been the case for ocular features, particularly for the robustness
of ocular biometrics to pathologies in general and the stability of the features
used for recognition over time given aging and pathologies. Unlike in the case of
fingerprints and other external features such as facial images, where medical and
police records provide longitudinal records of feature stability and in many cases
also disease progression, we are not aware of such data sets existing for iris and
retina images, tracking disease and age progression from a healthy baseline and
particularly using the multiple baseline images required for accurate initial en-
rolment of the ocular features. We have therefore chosen to acquire high-quality
images directly in case of retinal images and using an existing database for iris
images [2] as a baseline images for enrolment in biometric systems, simulating
selected pathologies. To ensure that the simulations provided a faithful represen-
tation of these pathologies, all simulated stages were validated by opthalmology
and optometry specialists.
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2 Biometric Recognition Techniques Based on Ocular
Features

For the purposes of this paper, a single algorithm and parameterization was cho-
sen for both retina and iris recognition techniques. While different algorithms,
signal acquisition mechanisms, and tuning are likely to yield different quantita-
tive results, the main purpose of this paper is to explore whether these biometric
techniques exhibit sufficient long-term stability, which is a sufficiently coarse re-
quirement so as to allow qualitative extrapolation to other ocular biometric
systems.

Retina Recognition. The suitability of the retinal vascular pattern for identifi-
cation purposes was posited by Simon and Goldstein, later studies by Tower es-
tablished experimentally that even identical twins exhibited randotypical retinal
vascular patterns [3,4,5]. While technical solutions for capturing retinal images
and their use in biometrics was already developed in the 1970s [6], it has not
seen widespread adoption. A retina scanner must illuminate an annular region
of the retina through the pupil either in the infrared or visible spectrum. This
region centered on the fovea is approx. 10 ◦ off the visual axis of the eye. For
recognition, the reflected vasculature contrast is recorded, capturing the pat-
tern of blood vessels on the retina, the choroidal vasculature, and surrounding
contrast. Successful acquisition requires alignment and fixation as well as a un-
obstructed optical pathway between sensor and the retina. The latter implies
that the optical system must be able to accommodate different focal lengths so
subjects can reliably focus on the target since eyeglasses would introduce distor-
tions. Moreover, as the remainder of this paper will argue, it is also important
to have a well-characterized optical pathway in the eye itself as certain diseases
and age-related changes may also affect signal acquisition. However, this pathway
and dynamically adjustable illumination also provides opportunities for liveness
tests (e.g. dilation, depth effects, detection of moisture). In addition, a counter-
feit retina or image must not only replicate the same vascular pattern in multiple
focal layers but also simulate reflectivity of the retina and optical pathway as
well as the flexible lens, the focusing of incoming and reflected beams, and its
dynamic changes in response to external stimuli. Early recognition mechanisms
include [7,8,9]. Here we present a system based on Hill’s original design adapted
to readily available acquisition as described in [10].

Iris Recognition. The randotypical patterns emerging during the growth of the
eye yield a large feature space and are not only distinct among indiviuals but
also different for each eye of the same individual [11,6]. This was identified as a
suitable feature for biometric identification and verification by ophthalmologists
Flom and Safir [12] while Daugman developed the dominant algorithm for en-
coding and matching [13,14]. The iris is a part of the central, or uveal, coat of
the eye and consists of a trabecular meshwork [5,15] of elastic connective tissue.
This trabecular meshwork pattern is completed during the first eight months of
gestation, and remains stable apart from possible depigmentation [16] and the
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effects of disease and trauma. Clinical evidence suggests that iris color change
in adolescence has no effect on trabecular patterns while post-adolescence, de-
pigmentation, and shrinking of the pupillary opening can occur with advanced
age in healthy irises [11]. An iris scan requires a high-resolution grey-scale image
(approx. 200 pixels across the diameter of the iris), preferably illuminated by
infrared light. Since signal acquisition typically requires the capture of multiple
frames, several dynamic liveness tests can be integrated in the acquisition, e.g.
tracking pupil to iris diameter ratios. The diameter of the pupil is constantly
oscillating due to the complex interplay of the muscles of the iris [11], which can
also be induced by changes in illumination. Similarly, the fact that the lens floats
outside the body of the eye and that the iris lies beneath the cornea creates a
detectable difference in geometry if a custom contact lens is used to replicate
the pattern of the iris itself. Depending on the acquisition mechanism used, a
segmentation algorithm is required to identify the iris region as well as to char-
acterize images of sufficient quality that are e.g. not excessively occluded by
eyelids. In addition, distortions introduced by eyelashes, the presence of spec-
ularity (e.g. owing to poor illumination characteristics) or the iris image being
out of focus can also degrade the acquired signal. Moreover, changes in light-
ing condition (as well as other stimuli) can result in pupillary dilation, which
in turn will result in a nonaffine transformation of the iris. For the purposes
of this paper, the algorithm by Daugman [13] in the implementation by Masek
was chosen [17] (modified only to handle a slightly different image size). This
algorithm must first find both the pupillary boundary and the outer boundary
of the iris, the limbus. Once the searches for both boundaries have reached the
single pixel precision, a similar approach to detect curvilinear edges is used to
localize the eyelid boundaries. The path of contour integration in the opera-
tor is changed from circular to arcuate to fit the statistical estimation methods
with the parameters to describe optimally the available evidence for each eyelid
boundary. Each of the isolated iris patterns is then demodulated to extract its
phase information using quadratic 2D Gabor wavelets.

3 Ocular Diseases and Their Simulation

A number of diseases and age-related developments of the eye can have a negative
impact on the features and characteristics relevant to iris and retina recognition;
some features may affect only one technique in particular while others can affect
both approaches at the same time. The following section provides a brief overview
of selected common pathologies and their potential impact.

Glaucoma. [18] causes the pressure of the fluids inside the eye to rise slowly, re-
sulting in loss of visual acuity or blindness. In some severe cases, the increase in
pressure causes severe damage to the optic nerve. Two types of adult glaucoma
can be distinguished, open and closed angle glaucoma. Here, canals providing
drainage to the eye become clogged over time, causing the pressure in the inner
eye (intraocular pressure, IOP) to slowly rise owing to insufficient drainage of
fluids. Closed angle (acute or narrow angle) glaucoma, is more rare. The main
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difference is that the pressure rises very quickly due to severe clogging or block-
ing of the drainage canals. Here, the peripheral iris outer edges block the anterior
chamber angle and the drainage canals because the pupil dilates too quickly or
too much as may happen when entering a dark room. High pressure can result
in a corneal edema, which in turn can create corneal scarring. Also of interest
in this context is that treatment of severe narrow angle closure is accomplished
by removing a segment of the outer iris edge (trabeculectomy) while less severe
cases respond to medication (latanoprost), which in turn may result in pigmenta-
tion changes [19]. Macular degeneration [20,21] is a (generally age-related, hence
AMD) disease of the retina. The macula is the central portion of the retina re-
sponsible for fine details in the vision. Loss of vision occurs when photoreceptors
in the macula degenerate. In atrophic (dry) AMD, also referred to as geographic
atrophy, irregular pigmentation of the macular region occurs, but no hemorrhage
or exudation is evident in the macular region. Here, yellow-white deposits accu-
mulate in the retinal pigment epithelium (RPE) tissue beneath the macula (see
[22]). These deposits, called drusen, are waste products from the photoreceptor
cells while exudative AMD is characterized by subretinal choroidal neovascu-
larization. Cataracts are the result of a breakdown of cellular waste products
in the lens, resulting in a blurred or cloudy lens. Three types can be distin-
guished: Nuclear, cortical, and subcapsular cataracts. Nuclear cataracts are the
most common form in the center of the lens while cortical cataracts (common
in diabetic patients) form in the lens cortex, gradually extending to the center
of the lens. Subcapsular cataracts start at the back of the lens working its way
forward and is associated with retinitis pigmentosa, diabetes, and high dosage of
steroids [23]. Retinopathy refers to several types of retinal diseases affecting the
fine retinal vasculature. In case of hypertensive retinopathy, high blood pressure
damages and causes hemorrhaging of the vasculature; this may also be accompa-
nied by exudates and cotton-wool spots. In case of ocular arteriosclerosis, retinal
arteries harden, causing local hypertension in arteries and also in the capillaries.
This results in a change in the capillary structure and may also cause hemor-
rhages, drastically changing the blood vessel pattern. Other possible signs of the
disease are exudates and macular edema [24]. Diabetic retinopathy is the most
common diabetic eye disease and one of the leading causes of blindness [24].
Here, the vasculature either swells, resulting in a leak of fluids, or pathological
angiogenesis can ensue. Leaking vasculature results in blurry vision or, if affect-
ing the macula, result in a macular edema. Two types of diabetic retinopathy are
distinguished, proliferative and non-proliferative, the former is the more severe
form. Non-proliferative retinopathy does not include vascular growth, but hem-
orrhages and exudates will also occur. Pathological angiogenesis is the abnormal
rapid proliferation of blood vessels which is caused by cells receiving insufficient
supplies of oxygen, as can e.g. be the case in tumor growth. This results in the
release of angiogenic molecules that attract inflammatory and endothelial cells.
The inflammatory cells secrete molecules that intensify the angiogenic process
[25]. While angiogenesis can occur in any location, is retinal pathological angio-
genesis that is of particular interest. Keratitis refers to an inflammation of the
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cornea, which can have a number of different etiologies. Common symptoms for
these are dullness of the cornea that sometimes turn into a grey-white connective
tissue called macula cornea. Bacterial keratitis is caused by a bacterial infection
and introduces a small grey-white collection of leukocytes (white blood cells)
causing the surface of the cornea to turn dull because of the edema, with fungal
keratitis yielding similar symptoms. Further variations can be caused by viral
keratitis and photokeratitis [26].

4 Disease Simulation

Lacking a well-characterized longitudinal data series for ocular pathologies de-
scribed in section 3, disease progression had to be simulated followed by subject
expert validation in each case. The source images for healthy retinae and iridae
were the UBIRIS database [2] in case of iridae and a data set collected by the
authors in collaboration with Sykehuset Innlandet Lillehammer, Norway. For all
diseases, three progression stages simulations were produced, with the first sim-
ulating disease onset and the final one advanced stages of a given disease, with
the simulated images being validated by ophthalmologists.

4.1 Diseases Affecting the Iris and Cornea

Many pathologies, particularly those affecting the cornea, impact both iris and
retina images. The following is a selection of common pathologies and symptoms
likely to be encountered in aging populations and long-term biometric identifica-
tion and authentication environments. The UBIRIS images are from 241 subjects
and two sessions with a size of 200 × 150 pixels and the difference between the
two series being the addition of noise in the second series. For the purposes of
the present paper only the noise-less image series was used (see figure 1a for an
example of an original image from this series).

Keratitis and Infiltrates. To simulate several types of keratitis, infiltrates of dif-
ferent sizes were spread over the corneal area. For severe cases, this will result in
a whitening of the entire corneal area. Figures 1b through 1d illustrate different
stages of central keratitis and infiltrates.

Blurring and Dulling of the Cornea. Corneal bleaching or clouding can be caused
by diseases such as Glaucoma, Maroteaux-Lamy syndrome, Hurler’s syndrome,
KID syndrome, and a number of diseases similar to keratitis and scarring of the
cornea (see fig. 1e for advanced-stage corneal bleaching).

Scarring and Surgery of the Cornea. Corneal scarring can occur in patients suf-
fering from glaucoma or other diseases where the intraocular pressure builds up
and creates corneal hemorrhaging. Corneal scarring is also common after injuries
where a physical object has been in contact with the cornea. Glaucoma surgery
is performed by removing a small part of the iris, at the outer edge, to release
the pressure. This leaves a black mark on the iris, with unclear edges. Change
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(a) Original image
prior to manipula-
tion (from [2])

(b) Central kerati-
tis, advanced stage
simulation

(c) Simulated infil-
trates across entire
cornea, low density

(d) Simulated infil-
trates across entire
cornea, high density

(e) Simulated
corneal bleaching

(f) Simulated
corneal scars from
glaucoma surgery

Fig. 1. Keratitis and infiltrates, corneal bleaching and scarring

in iris color is not normally observed, but can occur when using glaucoma med-
ication [19]. Figure 1f shows an example of scars typical of glaucoma surgery at
intermediate size.

Angiogenesis. Abnormal vascularization can occur whenever a subject suffers
from vein occlusion, or lack of oxygen to the cornea. The latter is often related
to wearing contact lenses but can also be caused by tumor growth.

Tumors and Melanoma. In addition to the vascular growths noted in the preced-
ing paragraphs, deformations and larger-scale occlusions owing to hemorrhaging
or melanoma are of particular interest. To simulate such pathologies, entire sec-
tions of the iris images were colored uniformly either black or white (given that
hemorrhages and tumors in the iris are dark while conjunctival tumors spread-
ing to the iris are light and pale). While tumors and hemorrhages can also affect
the pupil, the simulation did not modify the pupil as this tends to affect image
segmentation algorithms, not the recognition algorithms that are of interest in
the present paper (see [22] for examples of a hemorrhages).

4.2 Diseases Affecting the Retina

Retinal images used in the experiments were acquired at Sykehuset Innlandet,
Lillehammer, Norway using a standard Topcon TRC-50IX mydriatic retinal cam-
era. The digital image sensor affixed to the TRC-50IX yielded a color (RGB)
image at 768 by 576 (PAL resolution, square pixels), with the images stored in
an uncompressed TIFF format under illumination by visible light provided by
two integral light sources, a 100 W (max.) halogen lamp for observation, and a
max. 300 Ws Xenon flash for photography. The camera had an angular coverage
of 50◦, 35◦, and 20◦ and total observation magnification of 10x at 50◦, 13.3x
at 35◦, and 23.3x at 20◦, respectively as well as photographic magnification of
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1.84x at 50◦, 2.45x at 35◦, and 4.28x at 20◦, respectively (at zero diopter) [10].
For the symptoms described in the remainder of this section, it should be noted
that these are not specific or exclusive to particular diseases, the latter are pro-
vided mainly as examples. Cataracts and Lens Blurring Cataracts can result
in a blurring of the lense, which affects the ability of the lens to focus light
onto the retina. Figure 2a illustrates a severe cataract that would also signifi-
cantly affect a patient’s vision. Hemorrhaging Retinal hemorrhaging is common
in diseases involving hypertension, and in diabetes-related ocular diseases. Only
hemorrhages within the recognition algorithm’s scan circle were considered in
the simulation. Hemorrhages can appear as both small red dots, and large col-
lections of blood, both of which were simulated, although figure 2b only shows
large-area hemorrhaging.

(a) Cataract (b) Hemmorrhaging (c) Drusen (d) Cotton-wool spots

Fig. 2. Retinal hemorrhaging, cataracts, Drusen and cotton-wool spots

Exudates and Drusen. Cellular waste materials called drusen are e.g. found in
macular degeneration while exudates and cotton-wool spots are found in several
different retinopathies, including hypertensive and diabetic retinopathy, macular
degeneration, and arteriosclerosis. Figure 2c shows a simulation of drusen while
figure 2d illustrates simulated cotton-wool spots.

5 Experimental Results

For the iris recognition stage, 17 subjects were chosen based on a combination
of the intra-class and inter-class Hamming distances. These Hamming distances
indicated that for our data set, a threshold between 0.30 and 0.35 was optimal,
and the threshold was set at 0.35 for matching (i.e. a Hamming distance over 0.35
between the healthy template and the simulated diseased image led to a rejection;
for these experiments only the FRR was of interest). The simulations were carried
out on a set of manipulated images from one healthy image, and the remaining
four healthy iris images as templates in four separate simulations. Table 1a
summarizes the findings for all simulations. We note that the main reason for the
false acceptances observed was faulty segmentation of the iris. Here, interactions
with eye color (and hence contrast with the pupil) were observed empirically
as dark eyes yielded lower match rates. While the data set used in the present
simulation was too small to draw statistically significant conclusions, similar
observations for the relevance of eye color can be found in related research [27].
This interplay was particularly observed for selected pathologies:
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Corneal bleaching was only accepted for subjects with very bright iris color.
Further bleaching had only limited effects at the initial and intermediate stages.
However, advanced corneal bleaching led to rejections in most cases as iris seg-
mentation (in particular, the detection of the outer iris boundary) becomes prob-
lematic. Central keratitis was frequently rejected in subjects with a bright iris
color, again owing to segmentation problems. Although this occurred for all sub-
jects, the FRR was higher with bright-eyed subjects. High density infiltrates was
frequently rejected in subjects with a dark iris color. This effect was is similar
to corneal bleaching, but results in an uneven spread of high density infiltrates.

Table 1.
(a) Iris FRR for different pathologies

Pathology Total FRR

Corneal bleaching 65.2%
Central keratitis 61.7%
Change in iris color 0.5%
Infiltrates, high density 61.8%
Infiltrates, low density 32.8%
Glaucoma surgery scar 0.0%
Corneal scarring 72.5%
Corneal scarring w/bleaching 86.8%
Vessel growth 6.6%

(b) Retinal FRR for different patholo-
gies

Pathology Total FRR

Blurred lens 0.0%
Cotton-wool spots 11.7%
Drusen 43.3%
Exudates 5.0%
Hemorrhage, large 38.3%
Hemorrhage, small 38.3%
Vessel growth 68.3%

For the retina portion, 20 subjects were chosen, and the threshold for match-
ing was kept at a correlation coefficient of 0.7. Tests were carried out during
the adjustment phase of our algorithm, and they proved that a threshold of 0.7
would work most of the time, with a data set of images taken with visible light.
Only one healthy image per retina test subject was available, the same that was
used for the manipulations, which shifted results towards lower correlation coef-
ficients (and hence FRR). Table 1b summarizes the findings for all simulations
of pathologies affecting the retina. As shown in table 1b, neovascularization had
the biggest impact on FRR among the simulated pathologies with an average
FRR of 68.33%. The other blood-related signs of disease, i.e. hemorrhaging, re-
sulted in an average FRR of 38.3%. The noise from these signs of disease were
darker, and covered a larger area than exudates, drusen, and cotton-wool spots
with higher density. The results indicate that darker eye color or illumination
results in a lower FRR in general but our results do not allow the clear distinc-
tion between individual factors. This is the case for the signals acquired for the
experiments discussed here (using visible-spectrum light) but must be expected
to be even more pronounced in case near-infrared light is used for signal acqui-
sition as near-IR light is absorbed effectively by blood vessels and hence also by
hemorrhage artifacts. Finally, as was the case for iris recognition, we also ob-
served a similar possible connection between retina color and illumination and
the number of matches in general. The full results of the experimental study
reported here can be found in [22].
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6 Related Work

As noted in section 1, the extent of literature on the subject of the present
paper appears to be somewhat limited. Notably, however, Roizenblatt et al.
[28] performed a quantitative study on the impact of cataract surgery on the
texture of affected irises and their effects on a specific iris recognition system and
algorithm while Smith discusses the effects of iris pigmentation on recognition
performance as well as the effects and implications of ocular illumination for
signal acquisition [27]. As noted in section 2, the lack of an available retina
recognition system has resulted in the authors of the present paper implenting
a variant of Hill’s system; details on the image acquisition system used as well
as on the retina recognition algorithm developed for the experiments described
in this paper can be found in [22,10].

7 Conclusion

While the results of the present study can only be seen as a preliminary study
given the limitations imposed by the small data set and the need to resort to the
simulation of pathologies which should be followed up by a longitudinal study
with a sufficiently large population to allow statistical analysis over factors such
as average disease progression times, the qualitative results from the simulation
indicate that for application areas where biometric identification and authentica-
tion may occur only infrequently and on an irregular basis (e.g. in border control
applications), disease progression can occur sufficiently rapidly to be problem-
atic for recognition performance in aggressive forms. As an example, corneal
bleaching at disease progression stages between 3 and 6 months after onset will
result in a FRR of 67%, 78%, and 87%, respectively, for iris recognition (for
these results, the full UBIRIS database was used with 231 subjects, resulting in
a 95% confidence interval for the values given). Moreover, future work should
also investigate the effect of iris color on recognition performance for both iris
and retina recognition as well as other morphological features that can affect
recognition performance, particularly the ability to accurately segment eye im-
ages. This in turn may yield further insights for the optimization of segmentation
heuristics and hence result in improved recognition performance.
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